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ABSTRACT 

Mobile Ad Hoc Networks (MANETs) demand efficient routing to ensure reliable 

communication under dynamic conditions. Traditional routing protocols like DSDV rely 

on static hop-count metrics, often neglecting crucial factors such as link quality, 

congestion, and node energy, leading to suboptimal performance in terms of packet 

delivery and delay. This paper introduces a Machine Learning-based Multi-Objective 

Routing Protocol (MLMORP), a proactive routing framework that integrates a pre-

trained Deep Neural Network (DNN) into the routing decision process. MLMORP 

periodically broadcasts lightweight beacon messages to collect multi-metric features – 

including residual energy, data rate, signal strength, queue length, and node degree – 

from neighbors. These features are fed into the DNN to predict a route cost, enabling 

each node to select next hops based on a learned composite metric rather than simple 

hop-count. This work details the design of MLMORP’s routing architecture and DNN 

model, and formulates the multi-objective optimization problem it addresses. Extensive 

OMNeT++/INET simulations evaluate MLMORP against a hop-count-based routing 

protocol under various network loads. The results demonstrate that MLMORP 

consistently achieves higher throughput (~24% gain on average), lower end-to-end 

delay (~27% reduction), improved packet delivery ratio (~21% improvement under 

heavy traffic), and reduced energy consumption (up to ~39% savings) compared to 

traditional routing protocol. These gains underscore the novelty of employing a fully 

embedded DNN-driven, multi-metric routing framework in MANETs marking a 

significant advancement over previous ML-based approaches that did not integrate 

learning models into the core routing decision process.  
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1.Introduction 
Mobile Ad Hoc Networks (MANETs) are 
decentralized wireless networks where nodes 
dynamically self-organize to form multi-hop 
communication paths without fixed infrastructure. 
Efficient routing in MANETs is critical to ensure 
robust connectivity under conditions of node 
mobility, limited wireless range, and constrained 
energy resources (Rathod et al., 2025). 
Traditional MANET routing protocols (e.g., AODV, 
DSDV, DSR, OLSR) typically rely on the minimum 
hop-count as the primary route selection 
metric(Quy et al., 2019). While minimizing hop-
count can shorten paths, it ignores key link and 
node attributes, such as link quality, bandwidth, 
residual energy, and congestion level. 
Consequently, hop-count-based routes often 
traverse unreliable or heavily-loaded links, leading 
to non-optimal paths and degraded network 
performance (Kola and Velempini, 2017). 
Recent research has demonstrated that multi-
metric enhancements to MANET routing can 
significantly improve performance. By 
incorporating metrics like residual energy, signal 
strength, and node load into routing decisions, 
protocols can achieve higher packet delivery and 
network longevity than traditional approaches 
(Legesse et al., 2025, Kareem and Z. Ghafoor, 
2021). For instance, an Energy Aware Stable Path 
variant of AODV (EASP-AODV) outperformed 
classic AODV in terms of packet delivery ratio 
(PDR), energy efficiency, and network stability by 
preferring energy-rich, underutilized nodes and 
balancing traffic loads. Likewise, cluster-based 
routing strategies have been shown to maximize 
route stability and throughput by intelligently 
selecting durable cluster-heads and stable links 
(Naeem et al., 2023). 
Machine Learning (ML) offers a powerful 
paradigm for tackling such multi-objective 
optimization in routing. In particular, Deep Neural 
Networks (DNNs) are universal function 
approximators capable of fusing multiple inputs 
into a single meaningful output or decision. Unlike 
fixed algorithmic metrics, a DNN can be trained to 
predict a composite “route quality” score or 
success probability based on past observed 
outcomes (Danilchenko et al., 2023). This data-
driven approach can implicitly capture intricate 

trade-offs between metrics that are hard to 
express in a manual formula. Previous research in 
broader networking contexts has shown that 
DNN-based routing frameworks can achieve near-
optimal performance compared to solving NP-
hard routing formulations, with much lower run-
time complexity. 
Despite growing interest in ML for networking, few 
studies have fully integrated a trained DNN into a 
MANET routing protocol stack. Most prior ML-
based routing proposals remain limited to auxiliary 
tasks or partial solutions, often implemented in a 
centralized controller, rather than being 
embedded into the core routing process, or they 
focus on specific subproblems like attack 
detection or cluster-head selection (Bagherlou 
and Ghaffari, 2018). For instance, Q-learning and 
other reinforcement learning methods have been 
applied to tune routing parameters or policies in 
simulation (Joon and Tomar, 2022), and simple 
neural networks have been used for trust-based 
routing security enhancements (Sandhya et al., 
2025). 
A significant research gap, however, still persists 
in the development of a comprehensive routing 
protocol that directly substitutes the traditional 
routing metric and decision-making process with 
an onboard deep neural network model. Realizing 
such a protocol poses challenges in terms of 
training data collection, model deployment in 
resource-constrained nodes, and maintaining 
compatibility with routing control message 
patterns. 
Main contributions of this work is to introduce 
MLMORP (Machine Learning-based Multi-
Objective Routing Protocol), a novel MANET 
routing protocol that embeds a pre-trained DNN 
model to drive its routing decisions. To our 
knowledge, MLMORP is one of the first protocols 
to integrate a DNN model into the route cost 
calculation process of a MANET routing. The key 
contributions of this research are summarized as 
follows: 

• Integration of a DNN into proactive MANET 
routing decisions: unlike prior studies that only 
used ML for auxiliary tasks such as cluster-
head selection or attack detection this work fully 
embeds a trained deep neural network into the 
route-cost calculation mechanism of a MANET 
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routing protocol. 

• Multi-metric, data-driven routing optimization: 
The proposed protocol (MLMORP) replaces 
the simplistic hop-count metric with a 
composite decision engine that simultaneously 
accounts for residual energy, signal quality, 
queue length, data rate, and node degree 
which capture a complex cross-layer trade-offs 
that traditional protocols cannot. 

• Creation of a reusable MANET routing dataset: 
The study provides a large, balanced dataset of 
multi-metric features (energy, data rate, queue 
length, signal strength, node degree) paired 
with delivery outcomes. This dataset can serve 
as a benchmark for training, validating, or 
comparing alternative machine learning 
approaches in future MANET research. 

• Workflow for ML-Driven Routing: Beyond the 
protocol itself, the end-to-end workflow for 
developing this work outlines the complete 
process: from data collection in simulations, 
feature selection, DNN model 
training/validation, to deployment and runtime 
operation. This provides a blueprint for 
integrating ML models into network protocol 
design. Mathematical formulations are also 
proposed to characterize the routing 
optimization problem and how its approach 
approximates the solution. 

The rest of this paper is organized as follows. 
Section 2 reviews MANET routing challenges and 
recent work on multi-metric and ML-based 
protocols. Section 3 outlines the feature selection, 
DNN architecture, training, and optimization 
models. Section 4 presents the proposed protocol 
(MLMORP), describing its architecture, operation, 
and DNN integration. Section 5 explains the 
simulation environment, parameters, and 
evaluation metrics. Section 6 discusses results 
comparing MLMORP with hop-count routing in 
terms of throughput, delay, PDR, and energy. 
Finally, Section 7 concludes and highlights future 
directions such as online learning and QoS-aware 
extensions. 
 
 

2. Background and Related Work 
2.1 MANET Routing Fundamentals and 

Challenges 
   Routing in MANETs has been an active 
research area for decades, yielding a variety of 
protocols classified broadly into proactive (table-
driven), reactive (on-demand), and hybrid 
approaches. Proactive protocols (e.g., OLSR, 
DSDV) maintain routes to all nodes at all times, 
periodically exchanging topology information. 
Reactive protocols (e.g., AODV, DSR) initiate 
route discovery only when needed by a source 
(Ghassan, 2021). Hybrid schemes (e.g., ZRP) 
combine aspects of both. Regardless of approach, 
MANET routing protocols must cope with dynamic 
topology – links form or break as nodes move – 
and operate under resource constraints 
(bandwidth-limited wireless channels, node 
battery power, etc.), while a key limitation of many 
classical protocols is their reliance on simplistic 
hop-count metrics, which often lead to non-
optimal routes and degraded performance. 
Recent research have responded by proposing 
multi-metric routing protocols that account for link 
quality and node status. A common enhancement 
is to integrate link quality indicators such as RSSI 
or the Link Quality Level (LQL) into route 
selection. For instance, Shuwang et al. (2020) 
proposed a cross-layer AODV that selects routes 
with higher node energy and stronger signal 
strength, demonstrating improved packet delivery 
and delay over standard AODV (Shuwang et al., 
2020). Expected transmission count (ETX) is 
another metric that estimates the number of 
retransmissions needed for a link, thereby 
incorporating loss rate; ETX-based routing can 
greatly increase throughput in multi-hop networks 
compared to hop-count alone (Kola and 
Velempini, 2018). There have also been efforts to 
explicitly balance energy usage across routes 
(Khalid et al., 2024). Algorithms like EARP 
introduce energy thresholds or combined weight 
metrics to avoid low-energy nodes, extending the 
network lifetime at a slight cost of longer routes 
(Mann et al., 2005). Prioritizing residual energy in 
routing decisions has been shown to prevent early 
battery exhaustion of critical nodes – for example, 
nodes with higher remaining energy are favored 
as relays in EASP-AODV, resulting in more evenly 
distributed energy consumption and a longer 
sustained connectivity (Legesse et al., 2025). 
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Load- and stability-aware routing is another 
important direction. This involves avoiding nodes 
or links that are overloaded or highly mobile. 
Some protocols include node queue length or 
local traffic density in the route cost to reduce 
congestion. For example, the authors of ETL-
AODV (Energy, Traffic Load and Link quality 
AODV) add a queue length factor to route 
selection, yielding lower end-to-end delay and 
higher throughput than hop-count AODV by 
steering traffic away from congested areas 
(Farooq and Tang Jung, 2013). Node mobility can 
be indirectly addressed by metrics like link stability 
or node degree – routes through highly mobile or 
sparsely connected nodes are less stable (Naeem 
et al., 2023). 
The community has identified that multi-factor 
routing decisions are crucial for MANET 
performance. Various proposals combine metrics 
(often in a weighted sum or composite cost) to 
achieve better trade-offs between delivery ratio, 
latency, and resource usage. However, manually 
tuning weights for a composite metric is non-trivial 
and environment-dependent. This is where 
machine learning can intervene by learning the 
relative importance of metrics from data. 
2.2 Machine Learning and DNNs in Routing 
Applying machine learning to networking 
problems has gained traction in the past decade, 
enabled by increased computational power and 
data availability in networks. In MANET routing, 
researchers have explored ML techniques for 
tasks such as routing strategy optimization, attack 
detection, and adaptive decision-making. One 
thread of work uses reinforcement learning (RL) to 
allow nodes to learn good routing policies through 
trial-and-error. For example, Q-learning has been 
used to learn which neighbor to forward a packet 
to, with rewards based on successful delivery or 
penalizing broken links. (Joon and Tomar, 2022) 
integrated Q-learning into AODV (termed EAQ-
AODV) for cognitive radio sensor networks, where 
the Q-learning agent preferred routes via energy-
rich nodes; their approach achieved lower delay 
and energy consumption than baseline AODV. 
While RL can adapt online, it often suffers slow 
convergence in large state spaces (like numerous 
network topology states) and can incur high 
exploration overhead in MANETs. 

Supervised learning approaches, especially using 
deep learning, provide an alternative by 
leveraging offline training on simulated or 
historical data. Deep Neural Networks (DNNs) 
have been applied in various routing-related 
contexts (Reis et al., 2019). In some study, 
(Salman and Wang, 2022) trained both a Multi-
Layer Perceptron (MLP) and an Long Short-Term 
Memory (LSTM) network to dynamically split 
traffic across multiple paths in a Software-Defined 
Network, achieving close-to-optimal performance 
and fast adaptation to traffic changes. These 
demonstrate the ability of DNNs to learn complex 
routing heuristics that would be difficult to design 
by hand. 
Specific to ad hoc networks, a number of 
proposals have incorporated neural networks to 
improve route selection. (Mohammadnezhad and 
Ghaffari, 2019) designed a hybrid routing scheme 
for VANETs that uses an Imperialist Competitive 
Algorithm combined with a Radial Basis Function 
(RBF) neural network to evaluate route quality. 
Their bio-inspired neural approach provided more 
reliable routing in city scenarios by generalizing 
across varying traffic patterns. Similarly, an ANN-
based routing protocol for VANETs was presented 
by (Marzak et al., 2022) where an ANN predicted 
the best forwarding direction at intersections, 
resulting in higher packet delivery and lower 
latency compared to traditional protocols. These 
studies highlight that neural networks can 
effectively capture non-linear relationships in 
vehicular or mobile network routing, which are 
hard to model with fixed algorithms. 
Another emerging area is the use of Deep 
Reinforcement Learning (DRL) and Graph Neural 
Networks (GNNs) for routing. DRL combines deep 
neural nets with reinforcement learning, allowing 
an agent to observe network state (possibly 
processed by a neural net) and choose routing 
actions, with the neural network policy being 
refined through rewards (Wang et al., 2024). In 
wireless context, (Almasan et al., 2022) integrated 
GNNs into a DRL agent for network routing 
optimization, using GNNs to naturally handle the 
graph-structured network state and generalize 
decisions to different topologies. GNNs can 
aggregate information from neighbors in a way 
that is invariant to node ordering, which suits the 
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distributed nature of MANET routing. 
The above studies underscore the promise of ML 
and especially deep learning in enhancing routing 
decisions. However, most prior works stop short 
of creating a fully operational routing protocol that 
replaces existing MANET protocols. To date, 
there is a paucity of implementations where a 
DNN is embedded in the routing control plane and 
actively consulted for each forwarding decision in 
real time. This work aims to fill this gap by 
developing MLMORP as a complete protocol 
integrated in OMNeT++/INET, demonstrating how 
a trained DNN can be utilized at runtime for next-
hop selection. The insights from related work—
multi-metric importance, offline training, and real-
time efficiency—are combined into a practical 
design. The next section will detail the ML-driven 
design of MLMORP, including feature selection 
and model training, which underpin the protocol’s 
operation. 

3. Machine Learning-Based Routing 
Design 
Designing a machine learning model for routing 
involves several steps: identifying the key features 
that influence routing success, gathering training 
data under representative scenarios, choosing an 
appropriate model architecture, and 
training/validating the model to ensure it 
generalizes. This section describes the process of 
building the DNN model that powers MLMORP. 
Figure 1 provides an overview of the workflow for 
developing the ML model for the proposed 
protocol. This includes data collection from 
simulations (extracting features and outcomes for 
each potential route), preprocessing and feature 
selection, training a DNN on the labeled dataset, 
and finally integrating the trained model into the 
routing protocol for online decision-making. 
 

 
 
Figure 1: Workflow for developing the ML model 
for the routing protocol MLMORP. 
3.1 Feature Selection and Data Collection 
The features (input variables) most relevant to 
predicting the quality of a potential route in a 
MANET are first identified. Based on domain 
knowledge and prior multi-metric routing studies, 
the following five features were selected for each 
candidate next-hop link or neighbor node: 

• Residual Energy: The remaining battery energy 
of the neighbor node (as a fraction of full 
capacity). This feature is crucial for avoiding 
routes that include energy-depleted nodes 
which may die and cause route breakages 
(Legesse et al., 2025). Routes through higher-
energy nodes are expected to be more stable 
and long-lived. 

• Data Rate: The wireless link data rate or 
bandwidth available to that neighbor (in Mbps). 
This captures the link’s capacity; a neighbor 
with a higher PHY/MAC data rate can forward 
packets faster, reducing queuing and 
transmission delay. It also reflects channel 
conditions (e.g., in rate-adaptive radios a good 
channel yields a high data rate). 

• Signal Power (RSSI): The received signal 
strength or signal-to-noise ratio of 
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transmissions from that neighbor. This serves 
as a proxy for link quality and expected Packet 
Error Rate. Stronger signal power indicates a 
robust link less prone to frame loss, thus likely 
to deliver packets successfully (Foko Sindjoung 
et al., 2024). 

• Node Degree: The number of neighbors that 
the candidate neighbor itself has (connectivity 
degree). A higher node degree might indicate 
the node is in a dense area with redundant 
connectivity, which could correlate with more 
reliable routes or ability to find alternate paths if 
one link fails. It may also indicate higher 
interference, but node degree is hypothesized 
to be a generally positive factor for reliability, as 
a node with many neighbors is less isolated. 
Degree can also reflect the node’s relative 
position (e.g., a central node vs. edge of 
network). 

• Buffer Queue Length: The current length of the 
packet queue at the neighbor (number of 
packets waiting). This represents the node’s 
load and congestion level. A long queue means 
the node is busy, likely incurring larger queuing 
delay and possibly packet drops due to buffer 
overflow. Routing through nodes with shorter 
queues can reduce end-to-end delay and avoid 
dropping packets in transit (Paraskevas et al., 
2014). 

These features are by no means exhaustive, but 
they cover multiple layers (physical layer signal, 
MAC layer data rate/queue, network layer 
connectivity, and node resource level). They align 
with metrics used in prior multi-factor routing 
proposals and were accessible in the simulation 
environment. Importantly, each of these features 
can be locally obtained or piggybacked in periodic 
messages: nodes can measure RSSI from 
neighbor beacons, count neighbors (degree), 
monitor their queue length and energy, and 
advertise these in hello beacons. 
Training the model required collecting a dataset of 
feature vectors with corresponding “ground truth” 
outputs indicating the route quality. OMNeT++ 
simulations of a MANET were set up under 
various conditions, and the routing process was 
instrumented to record data. Specifically, an 
approach of using probe packets was employed: 
each probe is a packet with a known outcome of 

whether it ultimately reached its destination or not. 
During the routing of probe packets, the features 
of each hop’s outgoing link (the chosen neighbor) 
and the eventual delivery status of the packet to 
the destination were logged. Each hop decision is 
then labeled as successful (1) if the packet 
reached the destination or unsuccessful (0) if it 
was dropped or lost along the route. Essentially, 
this treats each next-hop choice as a data point 
with a binary outcome. Figure 2 illustrates this 
data collection: As a test packet is forwarded hop 
by hop, each relay node records its local features 
– residual energy, data rate, signal power, degree, 
queue length – alongside the packet’s eventual 
fate (delivered or dropped). These records 
populate a repository, forming a labeled dataset 
for supervised learning. 
 

 
Figure 2: Example of data collection for training. 
 
Before training the DNN, scale and normalize the 
feature data to make features commensurate and 
to improve learning. Each feature 𝑥  is 
preprocessed by subtracting its mean 𝜇𝑥  and 

dividing by its standard deviation 𝜎𝑥  (computed 
over the training dataset) to obtain a standardized 
value: 
 

𝑧 =
𝑥−𝜇𝑥

𝜎𝑥
  (1) 

 
This transformation centers features at 0 with unit 
variance. The μ and σ for each feature are 
computed from the training data. All features are 
thus put on a comparable scale. The trained DNN 
model is exported along with these mean and std 
values per feature, so that at runtime each node 
can apply the same scaling to observed feature 
values before feeding them into the feed forward 
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network. This normalization is crucial so that the 
neural network can more easily learn weights 
without one feature dominating due to scale. 
Feature correlations were also examined to 
ensure that each feature provided some 
independent information, as shown in Figure 3. 
This figure shows the pairwise Pearson 
correlation between residual energy, data rate, 
signal power, node degree, and queue length 
features. The correlations are generally weak 
(values near 0), indicating that each feature 
contributes distinct information. This justifies 
including all five features in the model. For 
instance, Residual Energy and Data Rate show 
almost no correlation (their usage and effects on 
routing are largely independent). 
 

 
Figure 3: Feature correlation heatmap derived 
from the collected dataset. 
 
Finally, the labeled dataset consisted of tens of 
thousands of samples, which were systematically 
divided into distinct training and test sets to ensure 
a rigorous evaluation process. The test set was 
carefully constructed to include entire 
communication flows and mobility scenarios that 
were completely excluded from the training phase, 
thereby enabling a robust assessment of the 
model’s ability to generalize to unseen network 
dynamics and node behaviors. To mitigate 

potential skewness in the learning process, the 
dataset was balanced across the success and 
failure classes, ensuring that the model was not 
biased toward overrepresented outcomes. 
3.2 DNN Architecture for Routing Decision 
For the model architecture, a Deep Neural 
Network (DNN) is chosen with two hidden layers. 
The input feature vector is denoted as 𝑥 =
 [ 𝐸, 𝐷, 𝑆, 𝑁, 𝑄 ] , representing residual Energy, 
Data rate, Signal power, Node degree, and Queue 
length respectively. The network then computes 
an output y, interpreted as the routing score for 
using that neighbor. 
Mathematically, the DNN model can be described 
as follows. The input layer has 5 neurons (one per 
feature). It feeds into the first hidden layer with 𝐻1 

neurons (𝐻1 = 12), using a weight matrix 𝑊(1) of 

size 𝐻1 × 5 and bias 𝑏(1) of size 𝐻1. An activation 
function 𝑓  is applied, with the ReLU activation 
𝑓(𝑧) = 𝑚𝑎𝑥(0, 𝑧)  chosen for the hidden. The 

second hidden layer has 𝐻2 = 6  neurons, with 

weight matrix 𝑊(2)  ( 𝐻2 × 𝐻1 ) and bias 𝑏(2) , 
followed by ReLU activation. Finally, an output 
layer produces a single output neuron 𝑦  using 

weight vector 𝑊(3)  ( 1 × 𝐻2 ) and bias 𝑏(3) . In 
summary: 
 

ℎ(1) = 𝑓(𝑊(1)𝑥 + 𝑏(1)), ℎ(1) ∈ ℝ12,

ℎ(2) = 𝑓(𝑊(2)ℎ(1) + 𝑏(2)), ℎ(2) ∈ ℝ6,

𝑦 = 𝜎(𝑊(3)ℎ(2) + 𝑏(3)),

  (2) 

 
here, 𝜎(⋅) is the sigmoid activation function, which 
maps the output to a 0–1 range, as the task 
involves binary classification. The output 𝑦 can be 
interpreted as the estimated probability 

 𝑃̂( packet delivered ∣∣ selected neighbor ) , i.e., the 
predicted probability that forwarding to this 
neighbor will lead to a successful delivery. During 
operation, MLMORP will prefer neighbors with 
higher y values. A probabilistic interpretation was 
chosen, aligning with the classification of success 
and failure. Figure 4 visualize the complete DNN 
architecture. 
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Figure 4: DNN Architecture. 
 
The model has on the order of (5 × 12) +
(12 × 6) + (6 × 1) = 138  trainable weights, plus 
biases (19), so around 157 parameters in total. 
This is extremely lightweight by deep learning 
standards, ensuring that the model can run quickly 
on network nodes with minimal CPU overhead. 
The DNN is implemented using Python 
(TensorFlow/Keras) for training, then exported the 
learned weights along with feature mean and std 
values. The inference logic was re-implemented in 
C++ for OMNeT++ using simple matrix-vector 
multiplications (given the small size, this was 
straightforward). The implementation of 
SimpleDNNModel reads the weight matrices from 
a file and computes 𝑦 for a given feature vector 
input. 
 
3.3 Model Training and Validation 
The DNN was trained in a supervised manner 
using the labeled dataset of hop decisions. The 
training objective was to minimize the binary 
cross-entropy loss between the model’s output y 
(the predicted probability of success) and the true 

label t (1 for success, 0 for failure). The loss for 
one sample is 
 
L  =   − [ t  log(y)   +  (1 − t) log(1 − y) ]. (3) 
 
This loss is differentiable, and gradient descent, 
specifically the Adam optimizer, was used to learn 
the network weights. 
Key training hyperparameters were tuned via 
cross-validation: a learning rate of 0.01 was found 
to work well, providing fast convergence without 
oscillation, and training was performed for a 
maximum of 100 epochs. Figure 5 shows the 
plotting of the training and validation loss over 
epochs, showing a steady decrease and 
convergence to a low value, with training and 
validation curves closely tracking each other (no 
significant overfitting observed). 
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Figure 5: Plotting of the training and validation 
loss over epochs. 
After training, the model was evaluated on the test 
dataset, which was not used during training. The 
model achieved high accuracy in classifying 
successful vs. failed hop decisions. The Receiver 
Operating Characteristic (ROC) curve in Figure 6 
demonstrates the model’s discrimination 
capability: the curve climbs quickly towards the 
top-left, and the Area Under the Curve (AUC) was 
approximately 0.96, indicating excellent predictive 
power. A decision threshold of 0.5 was chosen for 
classifying an output y as success vs. failure. At 
this threshold, the model’s precision (fraction of 
predicted-success that were correct) and recall 
(fraction of actual-success identified) were both 
high. The confusion matrix in Figure 7 shows that 
the model correctly identifies the majority of 
successful hops (true positives) and has a low 
false-positive rate – only a small number of hops 
were misclassified as “successful” when they 
actually failed (and vice versa). Specifically, the 
model’s accuracy on the test set was about 94%, 
with a true positive rate ~0.95 and true negative 
rate ~0.90 where the exact values depend on 
scenario, but all runs were above 90% accuracy. 
In Figure 6 Receiver Operating Characteristic 
(ROC) curve of the trained DNN model on the test 
dataset is presented. The ROC curve plots True 
Positive Rate (TPR) vs. False Positive Rate (FPR) 
as the discrimination threshold is varied. The 
curve here is very close to the top-left corner, and 
the AUC (area under curve) is around 0.96, 
indicating the model is highly effective at 
distinguishing successful vs. unsuccessful routing 
decisions. Such a high AUC means the model 

assigns higher success probabilities to genuinely 
good hops in most cases, separating them from 
bad hops. 

 
Figure 6: Receiver Operating Characteristic 
(ROC) curve of the trained DNN model. 
Confusion matrix for the DNN predictions on test 
data (normalized by actual class counts) is shown 
in Figure 7. "Success" refers to hops that led to 
packet delivery, and "Failure" refers to hops that 
resulted in drops. The model achieves a high true 
success prediction rate (most actual successful 
hops are predicted as success) and a low false 
success rate. In this example, the true success 
rate is ~93% and true failure detection ~82%, with 
only a small fraction misclassified. This 
performance gives confidence that the model can 
reliably guide routing decisions by identifying high-
quality next hops. 

 
Figure 7: Confusion matrix for the DNN model. 
To interpret the factors influencing packet 
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reception, the relationships between key features 
were visualized. Residual energy appears to have 
a strong positive association with successful 
delivery, with higher energy nodes more likely to 
receive packets. Buffer queue length also shows 
some influence, though the relationship is less 
straightforward—both very low and high queue 
lengths can correspond to successful reception. 
Signal power remains nearly constant across 
samples, suggesting limited predictive value. 
Node degree and data rate exhibit subtle positive 
trends, indicating that better-connected nodes and 
those with higher throughput might offer marginal 
improvements in reliability. 
3.4 Optimization Models Underlying the 
Design 
It is insightful to relate the data-driven model to a 
more explicit optimization formulation. The routing 
decision can be viewed as an attempt to optimize 
multiple objectives: maximize Packet Delivery 
Ratio and throughput, while minimizing end-to-
end delay and energy consumption per packet. 
Formally, one could set up a multi-objective 
optimization problem: 

• Objectives: maximize PDR, maximize 
throughput; minimize delay, minimize total 
energy consumed. 

These objectives conflict (for example, 
maximizing throughput may increase energy 
usage, minimizing delay might reduce PDR if risky 
high-rate links are selected). A common approach 
is to combine them into a single utility or cost 
function using weights. For instance, define a 
utility for a route 𝑟 as: 
 
𝑈(𝑟) = 𝑤1 ⋅ PDR(𝑟) + 𝑤2 ⋅ Throughput(𝑟) − 
𝑤3 ⋅ Delay(𝑟) − 𝑤4 ⋅ Energy(𝑟), (4) 
 
with appropriate normalization of terms. 
Traditional algorithms would then try to find the 
route maximizing 𝑈(𝑟). 
The DNN essentially learns to approximate such 
a utility (or the probability of successful delivery 
which correlates with PDR and low delay) without 
explicitly specifying 𝑤1, 𝑤2, ….  The training 
process, by observing outcomes, inherently 
determines an optimal weighting of features for 
predicting success. In other words, the DNN’s 
output 𝑦 ≈ 𝑓(𝐸, 𝐷, 𝑆, 𝑁, 𝑄)  represents a learned 

utility score that correlates with high 
PDR/throughput and low delay/energy. The use of 
actual delivery outcomes as labels means the 
DNN is directly optimizing for PDR (successful 
end-to-end delivery) – a holistic objective that 
subsumes link quality, stability, and even indirectly 
energy (since nodes dying will cause failures). 
One can also interpret the DNN’s operation in the 
context of link cost metrics. In protocols like 
DSDV, a route cost might be the sum of per-hop 
costs. To integrate multiple metrics, a per-hop 
cost function such as the following can be defined 
like 𝑐 = 𝛼 ⋅ (hop count) + 𝛽 ⋅ 𝑓1 (energy) + 𝛾 ⋅
𝑓2 (queue) + ⋯. Designing 𝑓1,𝑓2 and tuning 𝛼,𝛽,𝛾 
is challenging. The DNN essentially learns a per-
hop score that is a complex function of all these 
inputs. MLMORP then chooses routes that 
maximize the cumulative score (or equivalently 
minimize cost) by locally greedy decisions. While 
this greedy per-hop approach does not guarantee 
a global optimum in the multi-hop sense, the 
results will show it yields substantial gains over 
pure hop-count. It can be viewed as a heuristic 
learned from data to approximate the solution of 
the implicit multi-objective optimization. 

4. Proposed Protocol: MLMORP 
MLMORP is a proactive (table-driven) routing 
protocol that maintains up-to-date routes to all 
known destinations, similar in spirit to DSDV. 
However, its core innovation lies in the route 
selection mechanism: instead of using hop-count 
or a static metric, MLMORP leverages the DNN-
based cost prediction described in previous 
section for each potential next hop. The protocol 
architecture  consists of the following main 
components at each node: 

• Neighbor Table: A data structure recording all 
current one-hop neighbors and their latest 
feature values (residual energy, data rate, 
signal power, degree, queue length). This table 
is updated upon receiving beacon messages 
from neighbors. 

• Routing Table: A table of routes to various 
destinations. Each entry contains destination 
address, next hop, route cost, sequence 
number (from destination), and expiry time. 
Route cost in MLMORP is the predicted 
cumulative cost (using DNN predictions) of the 
path to the destination via the chosen next hop. 
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• DNN Inference Module: The embedded DNN 
model which provides a function 
PredictCost(features) to predicted link cost = 
1 − predicted success probability   for a 
neighbor’s feature vector. 

• Beacon Handler: A process that periodically 
sends out beacon packets containing the 
node’s current features, and handles incoming 
beacons from neighbors. On sending a beacon, 
the node includes: its own address as the 
source, a sequence number (incremented by 
the source each time, similar to DSDV’s 
sequence number logic to indicate fresh 
information), and its feature values. On 
receiving a beacon from neighbor j, the node 
updates neighbor j’s entry in the Neighbor 
Table (and adds a new entry if j was previously 
unknown). It also updates the neighbor’s last-
heard time (to later purge stale neighbors). 

• Route Update & Broadcast: When a beacon 
(route advertisement) is received, the routing 
table is potentially updated. Specifically, if the 
beacon’s source (destination of the route) is D, 
and it came from neighbor N with advertised 
cost C_in (cost from N to D as contained in the 
beacon), then node computes a new cost 
candidate: 
 
Cnew = CN→ D

recv = Cin 

+(1 − DNN.predect(features𝑁))⏟                    
Cself→ N

, (5) 

where features_𝑁  are neighbor N's metrics in 
the neighbor table. In other words, the cost to 
reach D via N equals N's own cost to D (as it 
told us) plus the cost for us to reach N. If this 
𝐶𝑛𝑒𝑤 is lower (better) than the current route cost 
𝐶𝑐𝑢𝑟𝑟𝑒𝑛𝑡 to D, the routing table is updated to use 
N as next hop for D with cost 𝐶𝑛𝑒𝑤 . The 
sequence number for D is also updated to the 
received value, or to a higher value if a fresher 
one is available. If a route update occurs, this 
information is propagated by broadcasting an 
updated beacon to the neighbors promptly 
(rather than waiting for periodic beacon). The 
forwarded beacon will now have source = 𝐷 , 

cost = 𝐶𝑛𝑒𝑤, seq =  𝑠𝑒𝑞𝑛𝑒𝑤,and nextAddress =
 𝑠𝑒𝑙𝑓 . By this mechanism, route information 
diffuses through the network. 

• Forwarding Engine: This hooks into the network 
layer’s packet forwarding. When a data packet 
(e.g. User Datagram Protocol UDP payload) is 
ready to be sent and a route to the destination 
is needed, MLMORP’s forwarding engine 
supplies the next hop. It then simply looks up 
the destination in the routing table. If a valid 
route exists (not expired), it attaches the next-
hop address and forwards the packet. If no 
route is found (which can happen for new 
destinations until beacons propagate), 
MLMORP could either buffer the packet or drop 
it; in the implementation, a short buffering 
duration is used while waiting for route 
information, as proactive updates are ongoing. 
 

The protocol workflow can be summarized by the 
pseudo-code in Algorithm 1 below. 
 

Algorithm 1 MLMORP Routing Decision Using DNN-Based 
Cost Evaluation 

Requirement: neighbor table, routing table, destination 
address, DNN model, and the five routing metrics (residual 
energy, data rate, signal power, queue length, node degree) 
 
Set up: bestCost = ∞; bestNextHop = NULL 
 
for each neighbor ∈ neighborTable do 
    read metrics: residual energy, data rate, 
                  signal power, queue length, node degree; 
    metrics → DNN model → predictedCost; 
 
    if (predictedCost < bestCost) then 
        bestCost = predictedCost; 
        bestNextHop = neighbor; 
    end 
end 
 
if (bestNextHop ≠ NULL) then 
    update routingTable[destination] = bestNextHop; 
    forward packet to bestNextHop; 
else 
    buffer or drop packet; 
end 

5. Simulation Setup 
To evaluate MLMORP, the protocol was 
implemented in the OMNeT++ 6.0 simulator with 
the INET framework. A new routing module in 
INET (named MlmorpRouter) was created, 
incorporating the logic described in the previous 
section along with the DNN model. The simulation 
setup aimed to compare MLMORP against a 
baseline proactive routing protocol using hop-
count. The evaluation focuses on key 
performance metrics: Throughput, End-to-End 
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Delay, Packet Delivery Ratio (PDR), and Energy 
Consumption. These metrics were selected to 
comprehensively capture both quality of service 
and resource efficiency in MANET environments. 

• Throughput: The calculation of throughput is 
determined as (total data bits received by 
destination / time). This indicates how well the 
routing protocol can deliver data given the 
offered load. Lost packets or excessive delays 
will reduce throughput. 

• End-to-End Delay: The average latency from 
sending a packet at the source to its delivery at 
the destination (in milliseconds). This includes 
all delays: queueing at source or intermediate 
nodes, propagation, transmission, and any 
route discovery wait time if a route was not 
immediately available. 

• Packet Delivery Ratio (PDR): The fraction of 
data packets sent by sources that are 
successfully received by the intended 
destination. It is essentially a success 
probability of packet delivery (it is often 
expressed in percentage). This is a crucial 
metric for reliability. A higher PDR means the 
routing protocol effectively finds routes and 
maintains them (or quickly repairs them) 
despite mobility. Conversely, a low PDR signals 
that many packets are dropped due to route 
breaks or inefficiencies. 

• Energy Consumption: Node energy usage over 
time is tracked using INET’s energy framework. 
Each node is initialized with a specified energy 
level (e.g., 1 Joule), and the radio model 
consumes energy for transmission and 
reception, using 100mW for transmission and 
10mW for reception, based on typical Wi-Fi 
radio specifications. The total consumed 
energy across nodes at the end of the 
simulation is compared between protocols. An 
energy-aware routing protocol like MLMORP 
might lead to more balanced energy usage, 
delaying node failures. If certain nodes are 
overused in the hop-count strategy, they will 
show higher energy drain. 

A MANET scenario with 25 mobile nodes 
deployed randomly in a 1000m × 1000m area was 
simulated. Figure 8 shows a screenshot of the 
simulation scenario. Each node is configured with 
an IEEE 802.11 wireless interface (2.4 GHz). The 

radio range is 250m, meaning the network is multi-
hop (not all nodes are within one hop of each 
other). Nodes move according to the Random 
Waypoint Mobility model: each node picks a 
random destination within the area and moves 
towards it at a speed uniformly distributed 
between 1 and 5 m/s, then upon reaching, it picks 
a new random target. This mobility ensures 
continual topology changes such as link 
breakages and new neighbor appearances, 
testing the routing protocols’ adaptability. 
 

 
Figure 8: Simulation Scenario Setup. 
 
To generate data traffic, the constant bit rate UDP 
flows is used. Three concurrent Constant Bit Rate 
(CBR) flows were set up from randomly chosen 
source nodes to a destination. Each flow consists 
of 1000-byte UDP packets sent at a fixed interval. 
The packet inter-arrival time was varied as 6ms, 
8ms, 10ms, 12ms, 14ms, and 16ms across 
different simulation runs. These intervals 
correspond to offered load levels from high (6ms 
interval is ~500 packets per second aggregate 
across 3 flows, saturating the network) to 
moderate (16ms is ~180 packets/s aggregate). 
Adjusting the sending interval effectively changes 
the network load. This allows evaluating 
performance under heavy traffic (where 
congestion and queueing become significant) as 
well as lighter traffic (where interference and 
mobility might be more dominant factors). Each 
simulation run lasts 100 seconds, which is 
sufficient for steady-state behavior after initial 
route convergence. 
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An energy model was implemented for each node 
to track battery usage. Each node is given an 
initial energy of 1 Joules for simulation purposes. 
The radio energy consumption parameters are set 
such that transmitting or receiving a byte costs a 
certain amount of energy. Additionally, each 
node’s CPU usage for routing computation is 
assumed to be negligible except the DNN 
inference. But since DNN inference is so fast (and 
not explicitly modeled in energy consumption), no 
specific energy cost was assigned to it. Instead, 

the energy consumption captured is mainly due to 
communication: the more packets 
transmitted/received (including overhead), the 
more energy drained. By comparing energy 
consumption under MLMORP and traditional 
routing, it is implicitly evaluated whether 
MLMORP’s smarter routing reduces 
retransmissions or overhead sufficiently to save 
energy. Table 1 summarizes key simulation 
parameters. 

Table 1:  Simulation Parameters 

Parameter Value 

Simulator OMNeT++ 6.0 with INET 4.3 

Number of Nodes 10, 20, 25, 30, 40, 50 

Simulation Area 1000m × 1000m 

Mobility Model Random Waypoint, v=1 to 5 m/s 

Wireless PHY/MAC 802.11b/g, 2.4 GHz, 250 m range 

Traffic Type CBR UDP, 3 flows, 1000-byte packets 

Packet Send Interval (per flow) (6, 8, 10, 12, 14, 16) ms 

Simulation Duration 100s (per run) 

Beacon Interval (MLMORP) 5s (with ±1 s jitter) 

Initial Node Energy 1J per node 

DNN Model 5-12-6-1 structure, fixed weights (trained) 

 

6. Results and Discussion 
In this section, the performance results of 
MLMORP are presented in comparison to the 
traditional hop-count-based routing. Figure 9a 
compares the average end-to-end throughput 
achieved by MLMORP and traditional routing as a 
function of the packet generation interval. At the 
highest load 6ms interval MLMORP attains a total 
throughput of approximately 1.35 Mbps 
aggregated over all flows, whereas traditional 
routing achieves about 1.2 Mbps. This is about a 
12.5% improvement in throughput with MLMORP. 

As the load lessens (interval increases), both 
protocols see improved throughput (since fewer 
packets are lost to collisions or drops). However, 
MLMORP consistently maintains a throughput 
advantage. The throughput gains stem from 
MLMORP’s ability to route around congestion and 
poor links. Under high load, hop-count routing 
often directs multiple flows through the shortest 
path, which might share some intermediate node 
or link, causing a bottleneck. 
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Figure 9: MLMORP vs Traditional Hop-Based Protocol Comparison. 
 
 

Figure 9b shows the average end-to-end delay 
per packet for the two protocols at different traffic 
loads. At low load (16ms interval), both protocols 
have quite low delays (MLMORP 150 ms vs 
traditional 160 ms on average). As load increases, 
hop-based routing delay grows significantly, 
indicating queue build-ups and possibly longer 
detours after route breaks. For example, at 8 ms 
interval, traditional average delay is ~900 ms, 
whereas MLMORP’s is ~700 ms. At the extreme 6 
ms load, DSDV experiences very high delay 
(averaging ~550 ms, but with a long tail beyond 
1000 ms as some packets sit in queues). 
MLMORP’s delay at 6 ms is about 450 ms on 
average – about 10% lower than traditional hope-
based routing protocol. The reduction in worst-
case delay is important for time-sensitive 
applications. By taking into account queue lengths 
in routing decisions, MLMORP effectively 
performs some congestion-aware routing akin to 
traffic engineering: it prevents packets from piling 
up behind bottlenecks, thereby capping excessive 
delays. 
The improvements in reliability are directly 
captured by PDR. Figure 9c plots the PDR for 
each protocol. At high load (6–8ms intervals), 
baseline protocol suffers low PDR: e.g. only ~25% 

of packets are delivered at 8ms interval, dropping 
to ~20% at 6ms. In contrast, MLMORP delivers 
~45% at 8ms and ~35% at 6ms. This is a dramatic 
relative improvement: at 6ms, MLMORP delivers 
75% more packets than DSDV (35% vs 20% 
PDR). At lighter loads, the gap narrows since both 
deliver most packets: e.g. at 16ms, traditional 
PDR ~70% vs MLMORP ~85%. In all cases, 
MLMORP’s PDR is higher, indicating superior 
robustness. 
Energy consumption results, shown in Figure 9d, 
indicate that MLMORP is more energy-efficient in 
delivering the same (or more) data, and it also 
balances energy usage better across nodes. The 
total energy consumed in the network after 100s 
was about 15% lower with MLMORP than with 
baseline protocol at high loads. For example, at 
6ms, traditional routing nodes collectively 
consumed ~9J, whereas MLMORP consumed 
~8J. At lighter loads, the difference was smaller 
(e.g. 16ms: 9J vs 6J). These differences track with 
the volume of transmissions – traditional did more 
redundant transmissions (due to more 
retransmissions and perhaps route repair 
overhead). MLMORP delivered more data for less 
energy. 
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Table 2:  Summarization of the Performance Comparison 

 Traditional Hop-Based MLMORP   

Metric Min Max 
Best 
Case 

Avg. Min Max 
Best 
Case 

Avg. 

Best Case 
Improveme

nt  
(%) 

Average 
Improveme

nt  
(%) 

PDR 
(Ratio) 

30% 65% 
64.89% 
(16ms) 

43% 36% 82% 
81.98% 
(16ms) 

54% 26.34 25.41 

Through
put 
(Mbps) 

0.815 1.169 
0.913 
(8ms) 

0.952 1.034 1.332 
1.261 
(8ms) 

1.177 38.05 24.25 

Delay 
(ms) 

145 872 
738 

(10ms) 
469 114 665 

0.338 
(10ms) 

321 54.09 26.83 

Energy 
(Joule) 

8.380 11.918 
11.918 
(10m) 

9.416 6.264 8.226 
7.291 

(10ms) 
7.333 38.82 21.07 

 

Table 2 summarizes the performance comparison 
between the traditional hop-based routing protocol 
and the developed MLMORP across multiple 
packet transmission intervals (6ms to 16ms) in 
terms PDR, Throughput, End-to-End Delay, and 
Power Consumption. For each metric, the 
minimum, maximum, best-case, and average 
values were computed from the simulation results 
obtained across all intervals. The best case 
represents the scenario that yields the maximum 
improvement between the two protocols, 
determined by identifying the interval where the 
absolute performance difference is greatest. The 
results highlight that MLMORP consistently 
enhances performance by increasing reliability 
and throughput while reducing latency and energy 
consumption. 
To further assess the protocol, MLMORP is 
compared with two well-known MANET routing 
protocols, DSDV and AODV, under varying 
numbers of nodes. Figure 10 shows this 
comparison to assess the throughput changes for 
the MLMORP, AODV, and DSDV protocols as the 
number of nodes in the network changes. When 
the number of nodes goes up, throughput goes up 
at first because there are more paths and 
redundancy. But after a certain point (about 30 
nodes), contention and interference in the network 
cause throughput to go down slightly. MLMORP 
always has a higher throughput than AODV and 
DSDV, no matter how many nodes there are. The 

better performance is due to MLMORP's smart 
multi-metric routing choices, which let traffic be 
evenly spread out and avoid links that are too busy 
or of poor quality. AODV and DSDV, on the other 
hand, show a bigger drop in throughput at higher 
densities because they depend on hop-count or 
route-request flooding mechanisms. These results 
show that MLMORP can handle a lot of traffic and 
is strong even when there are a lot of people using 
the network. 
 

 
Figure 10: Throughput vs Number of Nodes. 
 
In addition to the specific simulation settings and 
results, the design of MLMORP can be used in 
many different types of MANET environments. 
The same trained DNN model can be used in 
networks with different node densities, mobility 
patterns, or traffic loads as long as the feature 
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distributions are similar. This is because its routing 
logic is based on feature-based learning instead 
of fixed topology assumptions. Additionally, the 
protocol's modular design lets the DNN be 
retrained or updated with new data collected while 
it is running, which makes it possible for the 
system to adapt to changing network conditions 
and even learn online in future versions. These 
traits show that MLMORP can be used effectively 
in a wide range of situations, such as vehicular ad 
hoc networks, IoT-based sensor systems, or 
tactical field deployments demonstrating 
MLMORP is both scalable and useful in real life. 

7. Conclusion and Future Work 
This paper presents MLMORP, a Machine 
Learning-based Multi-Objective Routing Protocol 
for mobile ad hoc networks. MLMORP integrates 
a trained Deep Neural Network model into the 
routing process to evaluate neighbor suitability, 
effectively replacing the traditional hop-count 
metric with a learned multi-metric decision engine. 
The extensive simulations demonstrated that 
MLMORP achieves significant performance 
improvements over a conventional hop-count-
based protocol: packet delivery ratio and 
throughput increased (more than ~24%), end-to-
end delay decreased (by ~27%), and energy 
efficiency improved (up to ~39% savings) in the 
tested scenarios. These gains underscore the 
promise of ML-driven routing in MANETs, 
enabling more adaptive and context-aware 
decisions that lead to more reliable, faster, and 
energy-conscious communications. 
The success of MLMORP stems from its ability to 
exploit cross-layer information – residual energy, 
link quality, queue lengths, etc. – and synthesize 
them via the DNN into an overall routing decision, 
overcoming the rigidity of single-metric routing by 
learning trade-offs between delivery probability, 
latency, and resource usage. This implementation 
shows that such integration is practical within a 
network simulator (and by extension real systems) 
with minimal overhead. As MANETs see use in 
critical applications, the improved performance of 
ML-based routing can directly translate to more 
robust operations, longer lifetimes, and better 
QoS. The adoption of ML-driven protocols like 
MLMORP could mark a shift in MANET design 
philosophy – from fixed algorithms to data-driven 

protocols that adapt. Even with offline training and 
a fixed model, the benefits are considerable, and 
future networks may retrain or fine-tune models 
based on current conditions to further enhance 
resilience. 
This study shows that machine learning can 
effectively handle the multi-objective problems of 
MANET routing. MLMORP shows that a DNN can 
be added to the routing process to improve 
reliability, delay, and energy efficiency compared 
to traditional methods. A significant constraint of 
this study is its dependence on offline training and 
the presumption of sufficient computational 
resources at nodes. Future work will concentrate 
on facilitating online learning, investigating 
sophisticated models such as reinforcement 
learning and graph neural networks, and 
validating the protocol in real network 
implementations with genuine node devices to 
verify its feasibility and scalability.  
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