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Abstract

This paper presents a new using of k-means clustering techniques. It uses for diagnosis the cryptographic system
of cipher messages depending on cipher text. System diagnosis is the first step in analyzing the encrypted
messages by the cryptanalyst. The proposed method classify the messages that were encrypted using two
systems: simple substitution cipher or transposition technique using k- means algorithm after modifying the
Euclidean equation. This method proved to be successful diagnosis all the encrypting messages, that encrypted

using one of the two systems, which are tested .
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Introduction to Clustering Technique
Clustering is the process of grouping a set of
multidimensional patterns (objects or data points),
such patterns in the same cluster have the most
similar characteristics, and patterns within different
clusters have the most dissimilar characteristics [1] .
In most cases a cluster is represented by a cluster
center or a "centroid".

Clustering has been applied to a wide range of
applications, such as pattern recognition, image
segmentation, spatial data analysis, machine learning,
data mining, economic science, and internet portals.
Classification is another data analysis method. The
distinction between the two approaches is that
classification is a supervised learning process which
is trained on a set of pre-labeled patterns In contrast,
clustering is either unsupervised or supervised,
unsupervised clustering, has no predefined classes
[2].

A basic outline of a general clustering process can be
described as follows:

1) Select a proximity measure to be used. This is used
to evaluate the similarity (or dissimilarity) of two data
points. This could be the Euclidean distance,
correlation coefficient or other measures.

2) Apply the clustering technique to classify the
dataset. Many different clustering techniques have
been used .

3) Validate the clusters. Cluster validation evaluates
the clustering scheme obtained from step (2). Cluster
validity indices are often used to assess the quality of
the clusters [2] .

The objective of cluster analysis is the classification
of objects according to similarities among them, and
organizing of data into groups, it means clustering
can be used as a reduction technique by storing the
characteristics of the clusters instead of the individual
data [3]. The main potential of clustering is to detect
the underlying structure in data, not only for
classification and pattern recognition, but for model
optimization.

In general, clustering techniques can be divided into
two main categories: hierarchical and partitional
clustering. In each category, many subtypes and
variants have been applied to diverse types of
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clustering problems. However, when using data from
real world applications, the boundaries between
clusters might be vague [1] .

We search the internet through google search , yahoo
search ,answer search for such or related subject but
found there is no one take the idea resemble this
research, diagnosis of cryptographic system .
Clustering Analysis

Cluster analysis aims at dividing a data set into
groups or clusters that consist of similar data. There is
a large number of clustering techniques available
with different underlying assumption about the data
and the clusters to be discovered. A simple and
common popular approach is the c-means clustering.
For the c-means algorithm, it is assumed that number
of clusters is known or at least fixed, i.e. the
algorithm will partition a given dataset: X = {x;, x,, .
.., Xp) into clusters [4] .

The partitions found should in general have the
following properties

Homogeneity: The data that are assigned to the same
cluster should be similar.

Heterogeneity: The data that are assigned to different
clusters should be different.

In most cases the data is in the form of real-valued
vectors. The Euclidean distance is a suitable measure
of similarity for these datasets. The partitions should
then be such that the intra~cluster distance is
minimized and the inter-cluster distance is
maximized. The clustering techniques can be broadly
classified as follows [5][6] :

a) Incomplete/Heuristic: Clusters are determined by
heuristic methods based on visualization after
dimensionality reduction of the data.

The dimensionality is reduced by using geometrical
methods or projection techniques .

b) Deterministic crisp: Each datum is assigned to one
and only one cluster.

¢) Overlapping crisp: Each datum
simultaneously assigned to several clusters .
d) Probabilistic: A probability distribution specifies
the probability of assignment of the datum to a cluster
e) Possibilistic /Fuzzy: Degrees of membership
indicate the extent to which the datum belongs to the

can be
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cluster. The sum of memberships of each datum
across all the clusters may not be 1 for possibilistic
clustering .

f) Hierarchical: These techniques are based on either
dividing the data into more fine-grained classes or
combining small classes to more coarse-grained
classes.

g) Objective function based: These techniques are
based on an objective or evaluation function that
assigns a quality or error value to each possible
partition or group of clusters. The partition that
obtains the best evaluation is the chosen solution.

h) Cluster estimation: These techniques use heuristic
functions to build partitions and estimate the cluster
parameters.

Cryptography

Cryptography enables to secret the sensitive
information or transmits it across insecure channel.
So that it cannot be read by anyone except the
intended recipient. A cryptographic algorithm, or
cipher, is a mathematical function used in the
encryption and decryption process. An encryption
(also called enciphering), is a mapping of plaintext to
cipher text, based on some chosen key. An encryption
step is an encryption applied to a particular sequence
of plaintext characters, using, in a way that depends
on the encryption key, a particular encryption rule of
an encryption algorithm .[7][8]

Decryption or deciphering is the inverse operation of
an encryption; it maps cipher text to plaintext, based
on the knowledge of the key. There are many types of
algorithms designed to implement cryptosystems. The
security of an algorithm depends on how hard to
break [9] .

A cryptographic algorithm works in combination with
a key to encrypt the plaintext. The same plaintext
encrypts to different cipher text with different keys.
The security of encrypted data is entirely dependent
on two things: the strength of the cryptographic
algorithm and the secrecy of the key.[ 10]
Cryptanalysis is the study of techniques for
attempting to defeat cryptography techniques and
information security services. Cryptanalysts are also
called attackers. For each ciphering technique, there
is a mechanism and tools to analysis it.

The first step of the analysis is the diagnosis of the
cipher text to determine which techniques was used in
the plain text.

® Substitution cipher [9]

A substitution cipher is one in which each character
in the plaintext is substituted for another character in
the cipher text. The receiver inverts the substitution
on the cipher text to recover the plaintext. There are
many types of substitution ciphers; one of them is
simple substitution.

In a simple substitution cipher, each character of the
plaintext is replaced with a corresponding character
of cipher text .
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» Transposition ciphers [11]

In a transposition cipher the plaintext remains the
same, but the order of characters is shuffled around.
For a symmetric-key block encryption scheme with
block length t and K be the set of all permutations on
the set (1, 2, ..., t) . The encryption function for each

e EK can be defined as E.(m)= (m, (1) m.(2) ...

m(t)) , where m = (mym; ... m) € M ( the message
space). The decryption key corresponding to e is the
inverse permutation d =e™' .To decrypt c = (ccs . . .
). to compute Dy(c) = (Cgq1)Cacz) - - - Caqy) -

In cryptanalysis of transposition ciphers, since the
letters of the cipher text are the same as those of the
plaintext, a frequency analysis on the cipher text
would reveal that each letter has approximately the
same likelihood as in English. This gives a very good
clue to a cryptanalyst, who can then use a variety of
techniques to determine the right ordering of the
letters to obtain then plaintext .

Clustering algorithm

There are several algorithms that are used in
clustering techniques. Requirements that should be
satisfied are [1]:

1. Scalability.

2. Dealing with different types of attributes .
Discovering clusters of arbitrary shape .

Ability to deal with noise and outliers .

High dimensionally.

Insensitivity to the order of attributes .
Interpretability and usability .

The problem encountered with clustering algorithms
is :

1. Dealing with large number of dimensions and
large number of objects can prohibitive due to time
complexity.

2. The outcomes of the algorithm can be interpreted
in different ways . The effectiveness of the algorithm
depend on the definition of similarity distance .
means Algorithm

K-Means clustering generates a specific number of
disjoint, flat (non-hierarchical) clusters. The K-Means
method is numerical, unsupervised, non-deterministic
and iterative[5].

The K-Means Algorithm Properties are:

a) There are always K clusters.

b) There is always at least one item in each cluster.
c) The clusters are non-hierarchical and they do not
overlap.

d) Every member of a cluster is closer to its cluster
than any other cluster because closeness does not
always involve the 'center' of clusters.

The proposed algorithm

The proposed algorithms depend on K-Means
Algorithm in general, except modify the Euclidean
equations as illustrated in step 4.
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Input : messages frequencies
Output: Messages classification

Stepl : Determine the number of clusters K
Step2: Calculate the frequency of letters in each message.
Step3: Choose randomly two of message as initial member for each cluster.
Step4 : find the differences between letters frequency of each initial member and the frequency of all messages
using the formula

n26
D= Fi— fj,-k)2 sty

Where N is the number of alphabet characters
i,k,: the frequency k of message i.
Step 5: Collect the messages that have small Euclidean distance.
Step6: Repeat the step 2 to 5 until satisfy the stop criterion.

Figure (1): The Proposed Algorithm

encrypted using either simple substitution or
transposition, so the value of k is 2.
The first step was to calculate the frequency of the
letters for each message independently (table 1).

Result
The following example illustrates the use of the
above algorithm to classify 5 messages that were

Table 1: Messages Letters Frequency
M|A|B|C|D|E|F|G|H|IT |J|K|LIM|N|O|P|Q|R|S|(T|U|V|W|X|Y|Z
s
1 |7(4|3 (8|2 |2 (|3 |4(9]|0|0|1 |4 |1 |1 |6|O0O|1 (1 |1 [5[{0|2|1|3(0
9 1|1 0115

2 10(0|S5 (0|3 |1 |1 |65 |4(1({0(1 (1|9 |07 (8|1 (23|14 ]|2(2]3

510 111 9 1

3 |/0|/0|O0O|3|6 |1 (7 ]|3|8(3|2|0(2 |1 (09|98 |1 |2 |4[7]|2]2]|3]|2
4 0|5 2

4 |9(2|6 (8|23 |4 (81 ]O0(O0f2(3 (1|1 |3(0|7 |7 (1|03 |2(|1(2]0
2 S 9 |0 4

5 (3(0|j1 (3|22 |4 )41 |0j1|8f(6 |1 |1 (21|19 (1 |2|1]|1]|0f2]|0
3 1 5 315 0 4

Note: MS means the message number.

differences between each cluster and the all messages
using Equation (1). The results are shown in Table

The next step initializes the two clusters by choosing
one of messages in each cluster. Message 1 was
chosen in cluster 1, and message 3 in cluster 2. The
choice was done randomly. And then calculate the

Table 2 : Result of Round 1

Cluster | Message 1 | Message 2 | Message 3 | Message 4 | Message 5
G179 0 40.5 36.6 16.0 19.2
G2” 38 20 0 35.8 37.3

The first row represents the differences between the cluster, 0 on otherwise .
letters frequency initialization (message 1). While the
second row represents the differences between letters
frequency initialization ( message 2). From table (2),
The values are clustered in two different groups. The
group that contains value >35 substitute by 1, while
the other group contains values < 2 0. So, the values
in first groupl replaced by 1 and values in the second
group by 0.

Depending on the result, the array MG consists of
the value of 0 and 1. 1 when the messages belong to

Group 1
Group 2

1 ¢ 0 1 Iy
0110 0J
The message s 1, 4, and 5 are in group 1, while the
messages 2 and 3 in group 2.

After knowing this results, the frequency of messages
letters in the same group are calculated together. The
frequency of group 1 (messages 1, 4, and 5) and the
frequency of group 2 (messages 2, and 3) are
presented in table 3.

M6° = (
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Table 3. Frequency of G1 and G2 letters

C|DJ|E |F |G|H]|I |J |K|L M

Gl [19[13]|26|19|72|7 |11 |16(39|0 |1 [11]]13
G20 [0 |5 |3 |9 |29]|17]9 [11]7 |3 ]0 |31
N|O|P |Q|R|S |[T|JU[VIWIX|Y |Z

43 |36 |11 |1 |27 )27(43|7 |4 [5 |2 |70 |43
26 |9 [9 |16]16]2 |51|7 |18|6 |4 |55 [26

Using equation (1), recalculation of the difference
between the frequencies between each group ( G1 and

G2) and each message frequency is done The result
are shown in Table 4.

Table 4: Results of Round 2

Group | Message 1 | Message 2 | Message 3 | Message 4 | Message 5
Gl 84 103 104 84 85
G2 67 42 43 64 64

Depending on the result above, the a array MG' can
be found as shown bellow .

MG'={1 0011 ]

01100 group 2
Because of the similarity of the results of MGO and
MGI, the algorithm will halt and will give the
classification results .
Cluster 1 (G1) contains the messages 1, 4, and 5.
Cluster 2 (G2) contains the messages 2 and 3.
Note:G1 represent group land G2 represent group 2.
Conclusions and Recommendations

group 1
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