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Using k-mean Clustering Technique to Diagnosis Two Cryptography
systems
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Abstract
This paper presents a new using ofk-means clustering techniques. It uses for diagnosis the cr)?tographic system
of cipher messages depending on cipher text. System diagnosis is the first step in analyzing the encrypted
messages by the cryptanalyst. The proposed m*hod classifo the messagcs that were encrypted using two
systems: simplc substitutioo cipher or transposition technique using k- means algorithm after modifring the
Euclidean equation. This method proved to be suc€essful diagnosis all the encrypting messages, that encr)?ted
using one ofthe two systems, which are tested .

Key words : clustering techniqucs, clustering technique, cryptography, substitution cipher, transposition cipher,
Clustcing algorithm, k - means, algorithm .

Introduction to Clustering Technique
Clust€ring is the process of gouping a set of clustering problems. However, when using data from
multidimensional patterns (objects or data points), real world applications, the boundaries between
such pattems in the same cluster have the most clusters might be vague ul.
similar characterislics, and pattems within different We search the intemet through google search , yahoo
cluste$ have the most dissimilar characteristics [1] . search ,answer search for such tr related subject but
In most cases a cluster is represented by a cluster found there is no one take the idea resemble this
c€nter or a "c€nhoid". research, diagnosis ofq)?tographic system .

Clust€ring has been applied to a wide range of Clustering Analysis
applications, such as paftem recognition, image Cluster analysis aims at dividing a data set ioto
segmentation, spatial data analysis, machine leaming groups or clusters that consist ofsimilar dala. There is
dala mining, economic science, and intef,net portals. a large number of clustering techniques available
Classification is another dala analysis method. The with different underlying assumption about the data
distinction between tho two approaches is that and the clusters to be discovered. A simple and
classification is a supervised leaming process which common popular approach is the c-means clustering.
is trained on a set of preJabeled patterns In contrast, For the c-means algorithm, it is assumed that number
clustering is either unsupervised or supervised, of clusters is known or at least fixed, i,e. the
unsupervised clustering, has no predefined classes algorithm will panition a given dataset: X = {x1, x2, .

I2l. . . , &) into clusrers [4] .

A basic outline ofa general clustering process can be The partitions found should in general have the
described as follows: following properties
l) Select a Foximity measure to be used. This is used Homogeneity: The dala that are assigned to lhe same
to evaluate the similarity (or dissimilarity) oftwo data cluster should be similar.
points. This could be the Euclidean distance, Heterogeneity: The data that are assigned to different
correlation co€fficient or other measures clusters should be different.
2) Apply the clustering technique to classiry the [n most cases the data is in the form of real-valued
dataset. Many different clustering techniques haye vectors. The Euclidean distance is a suitable mcasue
been used. ofsimilarity for these datasets. The partitions should
3) Validate the clusters. Cluster validation evaluates then be such that the intra-cluster distance is
the clustering scheme obtained from step (2). Cluster minimized and the inter-cluster di$ance is
validity indices are often used to assess the quality of maximized. The clustering techniques can be broadly
the clusters [2] . classified as follows [5][6] ;

The objective of cluster analysis is the classilication a) Incomplete/Heuristic: Clusters are determined by
of objects according to similarities among drem, and heuristic methods based on visualization after
organizing of data into groups, it means clustering dimensionality reduction ofthe dara.
can be used as a reduction technique by storing the The dimensionality is reduced by using geometrical
characteristics ofthe clusters instead ofthe individual methods or projection techniques .

data [3]. The main potential ofclustering is to detect b) Deterministic crisp: Each dalum is assigned to one
rhe underlying structure in dat4 not only for and only one cluster.
classificalion and pattem recognition, but for model c) Ov€rlapping crisp: Each datum can beoptimization. simultaneously assigned to several clusters .
ln gemeral, clustering techniques can b€ divid€d into d) hobabilistic: A probability distribution specifies
two main categories: hierarchical and partitional the probability ofassignment ofthe datum to i cluster
clustering- In each category, many subtypes and e) iossibilisiic /Fuzzy: Degrees of membership
varialts have been applied to diverse types of indicate the extenl to\rhi"h th" d"tu, belongs to the
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cluster. The sum of memberships of each datum
across all the clusters may not be I for possibilistic
clustering.
f; Hierarchical: These techniques are based on either
dividing the data irto more fine-grained classes or
mmbining small classes to more coarse-grained
classes.
g) Objective function based: These techniques are
based on an objective or evaluation function that
assigns a quality or error value to each possible
partition or group of clusters. The partition thal
obtains the b€st evaluation is the ciosen solution.
h) Clusler estimation: These techniques use heuristic
functions to build partitions and estimate the cluster
parameters.

Cryptography
Cryptography enables to secret the scnsitive
information or hansmits it across insecure channel.
So that it cannot be read by anyone exc€pt the
interded recipient. A cr,?tographic algorithm, or
cipher, is a mathematical function used in the
encryption and de{ryption proc€ss. An encr}?tion
(also called enciphering), is a mapping of plaintext to
cipher text, based on some chosen key. An encqption
step is an encryption applied to a paticular sequence

of plaintext charactBs, using, in a way that depends
on the encq?tion key, a particular encryption rule of
an encr)?tion algorithm .[7][8]
Decryption or deciphaing is the invers€ operation of
an encryption; it maps cipher texl to plaintext, based
on the knowledge ofthe key. There are many types of
algorithms designed to implement cryptosystems. The
security of an algorithm depends on how hard to
break [9] .

A cryptographic algorithm works in combination with
a key to encry?t the plaintext. The same plaintext
encrypts to different cipher text with diferent keys.
The security of encr,?ted data is entirely dependent
on two things: the strangth of the cryptographic
algorithm and the secrecy ofthe key.[ l0]
Cr,?tanal,sis is the study of techniques for

attempting to defeat cryptography techniques and
inficrmation security services. Cryptanal)sts are also
called attackers. For each ciphering technique, there
is a mechanism and tools to analysis it.
The first step of the analysis is the diagnosis of the
cipher text to determine which techniques was used in
the plain text.
o Substitution cipher l9l
A substitution cipher is one in which each character
in the plaintext is substituted for another character in
the cipher text. The rec€iver inverts the substitution
on the cipher text to recover the plaintext. Thef,e are
many types of substitution ciphers; one of them is
simple substitution.
In a simple substitution cipher, each character ofthe
plaintext is replaced with a corresponding chamcter
ofcipher text .

o Transposition ciphers ull
In a transposition cipher the plaintext remains the
same, but the order of cha.act€rs is shufiled around.
For a symmetric-key block encrlption scheme with
block length t and K be the set ofall permutations on
the set (1, 2, ..., t) . The encryption function for each

eEK can be defined as E"(n)=(m"(l)m"(2)...

m.(t)), where m = (m1m2 ... m) € M ( the message

space). The decryption key corresponding to e is the
inverse pe.mutation d = e-r .To decrpt c = (crq . . .
q). to compute Dd(c) = (carrlcarzt . . . car0).
In cq@tanalysis of transpositim ciphers, since the
letters of the cipher text are the same as those of the
plaintext, a fiequorcy analysis on the cipher text
would reveal that each letter has approximately the
same likelihood as in English. This gives a very good
clue to a cryptanalyst, who can then use a variety of
terhniques to determine the right ordering of the
letters to obtain then plaintext .

Clustering algorithm
There are several algorithms that are used in
clustering techniques. Requirements that should be
satisfied are I l]:
l. Scalability.
2. Dealing with different t)?es ofattributes .

3. Discovering clustqs of arbihary shape .

4. Ability to deal with noise and outliers .

5. High dimensionally.
6. lnsensitivity to the order ofattributes .

7. Interpretability and usability .

The problem encountered with clustering algorithms
is:
l. Dealing with large numb€r of dimensions and
large number of objects can prolribitive due to time
complexity.
2, The outcomes ofthe algorithm can be interpreted
in different ways . The effectiveness ofthe algorithm
depend on the definition of similarity distanc€ .

means Algorithm
K-Means clu$€ring generates a specific number of
disjoint flat (non-hierarchical) clusters. The K-Means
method is numerical, unsupervised, non-deterministic
ard iterative[s].
The K-Means Algorithm hoperties are:
a) There are always K clusters,
b) There is always at least one item in each cluster.
c) The clusters are non-hierarchical and they do not
overlap.
d) Every member ofa cluster is closer to its cluster
than any other cluster b€caus€ closeness does not
always involve the 'c.enter' of clusters.
The proposed algorithm
The proposed algorithms depend on K-Means
Algorithm in general, except modiry the Euclidean
equations as illustrated in step 4.
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Input : messages fr€quencies
Output: Messages classifi cation
Stepl : Detemin€ the number of clusters K
Step2: Catculate the frequency of letters in each message.
Step3: Choose randomly two ofmessage as initial member for each cluster.
Step4 : find the differences between letters frequency ofeach initial mernber and the frequency of all messages

using the formula

D,.- ...(1)

.t
Where N is the number ofalphabet characters
i,k: the frequency k ofmessage i.

Step 5: Collecl the messages that have small Euclidean distance.
Step6: Repeat the step 2 to 5 until satisry the stop criterion.
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Figure (1): The Proposed Algorithm

R€sult
The following example illustrates the use of the
above algorithm to classiry 5 messages that were

Table l; Messa Letters

Note; MS means the message number

The next step initializes the two clusters by choosing
one of messages in each cluster. Message I was
chosen in cluster l, and message 3 in cluster 2. The
choice was done randomly. And then calculate the

The first row represents the differences between
letters fequency initialization (message l). While the
second row represents the differences between letters
frequency initialization ( message 2). From table (2),
The values are clustered in two different groups. The
group thal contains value >35 substitule by l, while
the oth€r group contains values ! 2 0. So, the values
in first groupl replaced by I and values in the second
group by 0.

Depending on the result, the array MGo consists of
the value ofO and l. I when the messages belong to

encrypted using either simple substitution or
transposition, so the value ofk is 2.

The first step was to calculate the frequency of the
letters for each message independently (table I ).

"0"=(i I \; i) "i:tr'The message s 1,4, and 5 are in group l, while the
messages 2 and 3 in group 2.
After knowing this results, the frequency of messages

letters in the same group are calculated together. The
frequency ofgroup I (messages l, 4, and 5) and the
frequency of group 2 (messag€s 2, and 3) are
presented in table 3.
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Table 2 ! Result of Round I
Cluster Message I Message 2 Message 3 Message 4 Message 5

c I 
(')

0 40.5 36.6 16.0 19.2

G 2\'l 38 20 0 3 5.8 37.3

the cluster, 0 on otherwise .

M
S

B C D E F c H I J K L M N o P o R S T U x Y Z

I
,7

4 3 8 2
9

2 3 4 9 0 0 I 4 I
I

I
I

6 0 I
0

I
1

I
5

5 0 2 I 3 0

2 0 0 5 0 3 I
5

I
0

6 5 4 I 0 I
1

I
I

9 0 I 1 2
9

3 I
I

4 2 2 3

3 0 0 0 3 6 I

4
3 8 3 2 2

0
I
5

0 9 9 8 1 2
2

4 7 2 2 3 2

4 9 2 6 8 2
2

3 8 I

5

0 0 2 3 I
9

3 0 7 I
4

0 3 2 I 2 0

5 3 0 I
3

3 2
I

2 4 I
5

0 I 8 6 I
5

2 I I

0
9 I

4
2 I I 0 2 0

r40

differencas between each cluster and lhe all messages

using Equalion (l). The results are shown in Table
2.
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Table 3. F of Gl and G2 lett€rs
B C D E F c H I J K L M

c1 l9 l3 26 l9 '72 ,7 ll t6 39 0 I ll l3
G2 0 0 5 3 9 29 l'7 9 7 3 0 3l

N o P a R S T U x Y Z
43 36 l1 I 27 2',7 43 7 4 5 2 7 0 43

9 9 t6 l6 2 5l 7 l8 6 4 5 5 26

Iroup I

sroup l
Because of the similarity of the results of MGo and
MCl, the algorithm will halt and will give the
classification results .

Cluster I (Gl) contains the messages 1,4, and 5.
Clustq 2 (G2) contains lhe messages 2 and 3.

Note:Gl represent group land G2 represent group 2.

Conclusions and Recommendations
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