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Atrtificial Intelligence, Cyberbullying, Digital Privacy, Technological The COVID-19 pandemic has accelerated the digital transformation

of Irag's educational sector, leading to the widespread adoption of e-

Ethics, Data Protection, E-Learnin . . . . o
g learning platforms. However, this shift has contributed to a rise in

Article_history: cyberbullying, prompting proposals to utilize Artificial Intelligence
Received 11/9/2025 (Al) to monitor student behavior and detect early signs of bullying.
Received in revised form 3/10/2025 While potentially effective, these surveillance tools raise significant

ethical concerns regarding student privacy, transparency, and digital
Accgpted . 19/10/2025 rights. This paper utilizes a critical analytical method to examine the
Available online 9/12/2025 necessary balance between safeguarding students from cyberbullying
E-mail Jaa@ tu.edu.iq and respecting their privacy, specifically within the Iragi context. The
study reviews recent literature, local and international legal

regulations, and associated ethical risks. The findings highlight two
critical deficiencies: the lack of a distinct Iraqi legal framework for

©THIS AN OPEN ACCESS ARTICLE UNDER personal data protection and inadequate cybersecurity measures in
THE CCBY LICENSE educational institutions. These gaps compromise the ethics and

. . - effectiveness of digital monitoring. Consequently, the study
hitp:/ creativecommons.org/licenses/by/4.0 recommends developing comprehensive national  strategies,

@ @ implementing "privacy by design" principles, and enhancing digital

literacy among students and teachers to ensure a safe and ethical
digital learning environment..
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