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Abstract
Keywords: Digital threats, human rights, public international law.
There is no doubt that the digital technological revolution is developing rapidly
and has impacted various aspects of life. Its many positive aspects cannot be
denied. Thanks to it, the world has become a small global village, and the digital
space has become indispensable in many areas.
However, at the same time, it is a double-edged sword, especially if it is used
negatively, constituting an assault or violation of human rights, including, of
course, personal data, which is protected under both national and international
legal texts.
What concerns us in this regard is the extent to which human rights are affected
by digital threats via the Internet. While the digital space may contribute
positively to advocating for and defending human rights, and to the freedom to
express one's opinions and views, it can also constitute a violation of these rights
In many ways, whether through online surveillance, harassment, algorithmic bias,
or the automation of decision-making. The misuse of digital technology may also
lead to discrimination and inequality, as well as the marginalization of certain
individuals and groups. It goes without saying that international human rights
bodies have not been immune to digital threats and the human rights violations
they may cause. The United Nations General Assembly issued its first resolution
on this issue in 2013, entitled "The Right to Privacy in the Digital Age." The
United Nations General Assembly did not stop at this measure, but went on to
issue another resolution, Resolution 68/167, in 2014, affirming the right to
privacy. This resolution clarified that any process involving the monitoring or
interception of communications is illegal and inconsistent with the right to
privacy over the internet. It stated that communications monitoring should be
conducted in a legal, regulated manner consistent with human rights. The United
Nations Human Rights Council has also consistently addressed human rights and
how to protect them over the internet. It issued Resolution 13 in 2012 regarding
the promotion, protection, and enjoyment of human rights on the internet. This
undoubtedly demonstrates that concern for human rights and their protection in
the digital space is not limited to states alone, but has also extended to
international bodies, after these bodies realized the magnitude of the threats and
risks that can affect human rights through the internet. This calls for serious and
genuine international cooperation to mitigate digital threats. This should be done
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after conducting a thorough and professional analysis of the quantity and type of
these threats, and developing effective legal and practical mechanisms to curb
these digital threats, which occur daily and constitute a violation of human rights.
This is particularly true given the proliferation and diversity of digital
technologies and their negative impact on human rights and fundamental
freedoms.
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