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Abstract:

Due to the increased use of electronic payment methods through
mobile applications, financial institutions, and banks, financial
service providers using electronic payment methods suffer
significant financial losses due to the lack of necessary security in
electronic payment networks. In this study, encryption and
decryption techniques were employed using the Kerberos protocol.
Symmetric encryption was used in addition to the key distribution
center in the Kerberos protocol, as it requires highly reliable
authorization from an external party by verifying the user's
identity using the SIM card for authentication. After that, the role
of trust manager is taken to verify the identity of the other trusted
party. The study showed the superiority of the proposed method in
terms of confidentiality, reliability, non-repudiation, and non-
reusability, in addition to reducing the time used compared to
previous methods by 22.5%.

Keywords: Kerberos, encryption, decryption, mobile phone.
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