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ABSTRACT

Finger vein authentication is a biometric technique that uses unique vein patterns within the finger to verify
identity, ensuring security by scanning veins with near-infrared light to prevent counterfeiting. The reliability of this
technology and its resistance to skin disorders make it highly appreciated. The motivation for using PCANet deep
learning in finger vein authentication arises from the need for a more precise, secure, and effective biometric system.
Conventional methods have trouble with image quality, noise, and illumination, whereas PCANet improves classification
accuracy by employing principal component analysis (PCA) to extract deep features. Its lightweight structure guarantees
computational efficiency while maintaining a high level of security, making it ideal for applications that require robust
authentication. By using high-quality data and lowering the computational complexity needed by the PCANet approach,
the suggested system seeks to increase performance. This research introduces three approaches: high-frequency emphasis
filtering (HFEF), gabor filter (GF) images, and novel enhanced image techniques using contrast-limited adaptive
histogram equalization (CLAHE) to keep edges and increase image quality. Second, for dimensionality reduction and
feature extraction, a novel integrated PCANet as well as feature-level principal component analysis (PCA) is suggested.
Ultimately, a pair of authentication models are chosen: one employing hyperparameter machine learning (HPML) in
conjunction with Multi-Layer Perceptron (MLP), K-Nearest Neighbors (KNN), and Support Vector Machine (SVM) for
random search, and the other using the same techniques for simple search. PLUSVein-Contactless finger vein dataset
was used for evaluating such techniques. The suggested approaches performed better on this dataset, with an F1 score
of some metrics of 100% for SVM, 99.90% for KNN, and 100% for MLP. Those results were for the random search
model with PCA. The outcomes demonstrated a considerable improvement in F1-score of finger vein authentication
using PCANet DL, both without and with PCA. Furthermore, the suggested authentication mechanism outperformed
previously suggested approaches, in terms of improved image quality, good vein-specific features, and obtaining the
best set of optimal parameters for matching.

Keywords: Finger vein authentication, Hyperparameters machine learning, Model parameter machine learning, PCANet
deep learning

1. Introduction

Recently, the biometrics field has increasingly fo-
cused on finger-vein authentication, drawn by its
unique advantages over more traditional biometric
identifiers such as fingerprints, iris scans, palm print
analysis, and facial recognition [1]. A finger vein

authentication system secures identity by analyzing
unique, unalterable vein patterns under the skin, of-
fering robust biometric security. Unlike fingerprints,
veins cannot be stolen or counterfeited, and contact-
less nature reduces the risk of disease transmission.
Finger vein patterns remain stable throughout life,
eliminating the need for re-registration [2]. Due to
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hygiene considerations, contactless biometrics such
as finger veins are expected to be most beneficial in
the future. Finger vein biometrics have multiple uses.
Finger vein biometric authentication lets users “ac-
cess networks” (AN), “web apps” (WA), “web portals”
(WP), and other resources without remembering com-
plex passwords. Credit card authentication and online
transactions can be used in banking to enhance client
security and convenience [3]. Finger vein authenti-
cation speeds up login, eliminates the need for pass-
words, and reduces reset costs. It’s used for physical
access control in airports, security systems, and more,
minimizing issues with lost or stolen cards and keys.
Infrared or visible light scanners detect hemoglobin
in veins, enabling registration and authentication
[4]. Machine learning (ML) techniques have been
employed for authentication by numerous biomet-
rics researchers [5, 6]. In order to develop a format
appropriate for classification, unprocessed biometric
data must have its features extracted using extrac-
tion methods in order for ML algorithms to function.
Moreover, before moving further with feature extrac-
tion (FE), certain preprocessing operations on ML al-
gorithms must be completed. Furthermore, it must be
mentioned that certain extraction techniques could
not always produce the desired results when used
with different biometric kinds or different datasets
which pertain to the same biometric. Furthermore,
they cannot manage biometric image changes, like
rotation and zooming [7, 8]. Deep learning (DL) has
emerged as a significant, influential factor in biomet-
ric systems, yielding remarkable outcomes [9, 10].
DL algorithms effectively address the shortcomings of
traditional ML algorithms, particularly those related
to feature extraction approaches. Advanced DL algo-
rithms can extract features from raw data and handle
biometric image alterations [11].

Although previous research has examined vein
identification, authentication systems still face chal-
lenges in extracting finger vein features and improv-
ing image quality. Few studies have concentrated on
enhancing vein texture and contrast during feature
extraction (FE) and image enhancement. The main
problems related to finger vein image enhancement
and FE that this research aims to address include:
(a) low contrast and poor quality of vein-specific
features in finger vein images, leading to problems
like improving contrast, overemphasizing bright ar-
eas, and underemphasizing dark ones. (b) Many
current enhancement methods only address contrast
improvement, but a single filter strategy is often in-
adequate. (c) The use of numerous complex feature
extraction methods in finger vein systems limits their
practicality in real-world applications. Given the lim-
itations of previous studies, this research seeks to

address problems such as poor image quality, labo-
rious classification, and high computational costs.

Research on hyperparameter machine learning
(HPML) for finger vein authentication has not yet
been done, as far as we are aware. It was challeng-
ing to identify the ideal characteristics that result in
a high identification rate. To identify the best ap-
proach, pre-processing techniques were first applied.
After experimenting with a number of techniques,
PCANet approach was chosen in the end to extract
features using PCA. After utilizing a variety of clas-
sification techniques, we ultimately determined that
the SVM, KNN, and MLP fit the PCANet approach
with PCA the best. Additionally, it is noted that we
have used the PLUSVein-Contactless dataset to test
our approaches. More particular, our research makes
the following contributions:

• Development regarding a finger vein enhance-
ment method which combines three methods
(CLAHE, GF, and HFEF) to eliminate noise, im-
prove contrast, and emphasize the veins’ texture.

• Proposed a fusion feature extraction method to
derive structure features (middle, index, and ring)
from finger vein images of the two hands. Ad-
ditionally, extract features for the middle, index,
and ring fingers separately to obtain individual
fusion for each hand.

• Combined PCANet deep learning and feature-level
PCA to enhance system performance through fea-
ture extraction and dimensionality reduction.

• Utilized two machine models: a simple search
with MPML and a random search with HPML to
improve the authentication system.

The remainder of this research is organized as fol-
lows: the related works are reviewed in Section 2. The
procedures are explained in Section 3. The evaluation
findings for each approach are shown in Section 4.
The comparison and discussion are given in Section 5.
The conclusion is discussed in Section 6.

2. Related works

The limitations and efficiency of different finger
vein feature extraction as well as recognition tech-
niques will be thoroughly reviewed and analyzed in
this section’s extensive examination of recent litera-
ture. A new method that makes use of the weighted
Local Binary Pattern (LBP) method was presented
by Lee et al. [12]. Initially, vein pattern detection
has been omitted in favor of extracting holistic codes
using the LBP approach, which greatly reduced pro-
cessing time. Local vein pattern areas are then divided
into three separate groups using such LBP codes and



84 IRAQI JOURNAL FOR COMPUTER SCIENCE AND MATHEMATICS 2025;6:82–98

a SVM classifier [13, 14]. The classification regard-
ing such local areas determines the different weights
that are allocated to the LBP codes. With finger
vein analysis based solely on texture information,
the classification result will be less accurate. Linear
discriminant analysis (LDA) and Principle component
analysis (PCA) have been utilized by Liu and Wu [15]
for FE as well as dimensionality reduction throughout
image preprocessing. SVM [13, 14] were used in con-
junction with adaptive Neuro-fuzzy inference system
(ANFIS) for classification. However, there are a lot
of heuristics in fuzzy methodology. The number of
subjects in the data-set is limited, and classification
process takes a very lengthy time. Khellat-Kihel et al.
[16] used an SVM classifier for classifying features
derived by applying Gabor Filter (GF) [17] on the
PKU (V2) dataset for improving finger vein images
with the use of CLAHE [18, 19]. The inefficiency
of feature extraction techniques led to low SVM
classification accuracy for finger veins. A novel tech-
nique depending on Gradient Boosted (GB) feature
extraction algorithm was presented by Ganesan and
Kalaimathi [20] to assess the SVM [13, 14] approach
for classifying finger vein images. Mukahar, Han, and
Rosdi [21] develop a new finger vein image classifi-
cation system. On Finger Vein USM (FV-USM) dataset
[22], experiments have been carried out with the
use of adaptive k-nearest centroid neighbour (akNCN)
which improved the kNCN classifier for extracting
features with the use of PCA algorithm. The inabil-
ity to identify the appropriate number of neighbor
sizes throughout the classification stage resulted in
a decrease in the akNCN’s accuracy in classifying
finger veins. Back-propagation (BP) network as well
as integrated adaptive Neuro-Fuzzy Inference System
(ANFIS) are used in Wu and Liu’s [23] suggested
finger vein authentication technique. PCA is used
as the feature extraction approach. Ten samples per
finger and ten subjects in total. The system exhib-
ited high accuracy even with limited training of the
feature vector, yet the classification times were also
long. In order to identify the individual and extract
low-dimensional information from finger vein images
using the PCA approach, He et al. [24] used a BP net-
work. A total of 600 images were processed using the
recommended procedure. BP network’s non-linear
classification took a long time to train, and the accu-
racy is still not up to par. Through identifying finger
vein patterns with the use of a proposed Neuro-fuzzy
as well as BP network and extracting the optimal fea-
tures utilizing Genetic PCA method, R and David [25]
have demonstrated that the authentication systems
have good accuracy. One hundred and fifty image
samples from the “SDUMLA-HMT” dataset [26] were
used in the tests. The findings demonstrated that the

optimization features of GPCA and PCA were inac-
curate since they did not offer a more thorough pa-
rameter analysis and only included a limited number
of images. FVRS, or Finger Vein Recognition System,
was suggested by Wen et al. [27]. Feature extraction
was carried out using the Principal Component Anal-
ysis Network (PCANet) technique. For the classifier
FVRS, KNN with Euclidean distance (ED) has been
used. The identification time is highly influenced by
KNN’s k-value. The significance of this parameter in
KNN method is highlighted by the fact that as k-value
increases, so does the identification time. Further-
more, a reduced number of visible finger veins on the
subject also meant a longer time. Khanam et al. [28]
introduced the KNN and discriminant analysis (DA)
algorithms to assess and calculate the accuracy of the
feature extracted from images of finger veins. With
“Fast Retina Key Point” (FRKP) descriptors, features
were extracted with the use of “features Acceler-
ated Segment Test” (FAST) method. The minimum
recognition rate in the KNN algorithm is because the
image quality is not good even after all suggested pre-
treatment stages, utilizing a public dataset of finger
veins called “SDUMLA-HMT.” Shazeeda et al. [29]
used the KNN algorithm in conjunction with a sparse
representation-based classifier (SRC) to develop a
novel method for individual identification depend-
ing on finger vein images. This method is known as
(KNN-SRC). According to an analysis regarding the
experimental results on FV-USM data-base [22], this
method is computationally demanding, particularly
when the number of samples being trained grows
and the accuracy might be severely affected by fea-
tures that are noisy or irrelevant. In order to decrease
hidden nodes and enhance the functionality of the
finger vein system, Xie et al. [30] have introduced
feature component-based Extreme Learning Machines
(FC-ELMs). However, the input-hidden layer of the
extreme learning machine has arbitrary weights,
which results in unstable performance until weight
optimization is accomplished. Padmapriya et al. [31]
presented an authentication system that relied on
finger veins. Convolutional Neural Networks (CNN)
are used to extract features and match finger vein
images to classify authentic or fake. The dataset used
in the authentication system is collected by placing
the finger in the correct position and capturing it us-
ing a charge-coupled device (CCD) camera. Although
the authentication system achieved good results, it
suffered from the quality of the finger vein images
due to insufficient illumination and problems in the
scanner device which led to inexact results in the
authentication system. An efficient system for finger
vein authentication was designed by Rehman et al.
[32], Using scattering wavelet (SW) which is similar
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to the CNN approach to extract features from finger
vein images. For matching, employ two methods KNN
and SVM for machine learning. Using the SDUMLA-
HMT, and FV-USM datasets, the system achieved a
good result. The methods used for extracting features
require high quality for finger veins, due to poor qual-
ity images, which results in an authentication system,
which is considered a challenge in the biometric sys-
tem. Prommegger et al. [33] introduced a CNN-based
approach for finger veins. Uses three networks (Mask
R-CNN, CCNet and HRNet) for segmentation which
are implemented on (HKPU, PLUSVein-Contactless
finger vein, PMMDB, and UTFVP) datasets. The sug-
gested approach achieved good results for segmen-
tation. CNNs have benefits over classical approaches
but need more computational resources and are dif-
ficult to implement. A limited number of samples in
a training set, poor image quality, laborious classifi-
cation, and high computational costs are among the
most common drawbacks of the majority of review
systems in use today. The high-performance authen-
tication method proposed in this study aims to over-
come such limitations and perhaps advance the field.

3. Research methods and material

The purpose of this section is to describe the sug-
gested approaches and dataset for the finger vein
authentication system. PCANet network’s DL phases
are covered in this study.

3.1. Description of the dataset

The contactless acquisition of such datasets creates
various finger/hand misplacements in data (bend-
ing, tilts, non-planar rotations and in-planar), making
finger/hand normalization difficult. It has 42 individ-
uals, two hands (right and left), six fingers (right and
left index, ring, and middle finger), and five images
per finger/hand were taken during a single session
for each subset. A palmar finger subset and a palmar
hand vein subset make up its two subsets. Thus, there
are 252 distinct fingers in the finger vein subset and
84 distinct hands in the hand vein subset. Conse-
quently, there are 1260 images in subset of images for
the finger vein and 840 images in total (two illumi-
nation adjustments, 850 nm and 950nm, 420images
each) in the subset of images for the hand vein. There
are two hundred and one images in the data-set. The
raw images with a resolution of 1280 × 1024 are
stored in the 8-bit greyscale PNG format [4, 34]. The
motivation for adopting the finger vein dataset in
our framework is that there are six fingers (index,
ring, and middle finger) on both hands of the same
individual. Since we suggested a novel technique to
enhance image quality used in our research work, it

will lead to an increase in the dataset as there will
be a greater quantity of images. This technique will
increase to five new images for every original image
in the subset, making a total of 7,560 images to be
utilized in the system. For testing and training, the
dataset was divided into 30% and 70%, respectively.

3.2. PCANet deep learning

PCANet is a simple DL network that is frequently
utilized for feature extraction (FE) in image classi-
fication. Compared to other DL networks, such the
convolution deep NN (ConvNet), PCANet takes less
training effort. PCANet uses three basic processing
components [35, 36].

(1) Use PCA Filter Banks to extract high-level fea-
tures through cascaded PCA.

(2) Binary hashing (BH).
(3) Histograms (Hist).

The steps of PCANet are as follows:
PCA filter bank: There are two filter bank convo-

lution stages in the PCA filter bank. Using the PCA
approach on the filters, the first step entails estimat-
ing the filter banks. Every vector within the filter set
denotes a k1 × k2 narrow window around a single
point (pixel) of a certain feature, such a finger vein.
The average of each vector element is then subtracted
from the average of all vector elements, which has
been calculated. The principal components (W of size
k1 × k2 × LS1) are then preserved by performing PCA
on these vectors, with LS1 serving as the basis eigen-
vector. On the other hand, every principal component
W is regarded as a filter and is convertible to a k1 ×

k2 kernel. The input image was combined using this
filter in the following manner:

I1(x, y) = h1(x, y) ∗ I(x, y), (1)

In which * indicates discrete convolution. I ∈
[1.1s1]. I is the final image that has been filtered with
the h filter.

PCANet’s second stage is executed out by repeating
the algorithm for each of the first stage’s output im-
ages. The procedure involves considering the mean
for each output image I. After that, the average was
removed from each vector-computed input. Then, a
second vector and another PCA filter bank (using LS2
filters) are estimated by concatenating each vector.
Finally, every acquired filter is combined with I to
generate a new image.

I1,m(x, y) = hm(x, y) ∗ I1(x, y), (2)

Consequently, with the use of output images from
first stage, repeat the convolution step for the two
filters, LS1 and LS2, for obtaining output images.
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Binary Hashing (BH): This part involves the conver-
sion of the output LS1 and LS2, which were obtained
in the previous stage, to binary data with the use of
Heaviside step function, which is:

I1,mB(i, j) =
{

1 i f I1,m(i, j) ≥ 0
0 otherwise (3)

Where IB
1,m The binary bit vector LS2 is then ob-

tained as a decimal number around each pixel. Thus,
in this work, a single integer value (image) is pro-
duced from the LS2 output.

ID
I (i, j) =

Ls2∑
m=1

2m−1IB
I,m(i, j) (4)

Where ID
I indicates the hashed image. Every pixel

value is an integer in the range [0,2Ls2−1].
Histograms (Hist): Every hashed image ID

1 is divided
into NB blocks in this last stage. Next, each block’s (B)
histogram is calculated. Keep in mind that depending
on the application or disjoint, these blocks may be
non-overlapping or overlapping, respectively. Conse-
quently, all of the blocks’ histograms B are associated
in the following way to obtain the characteristics that
were derived from ID

1 :

V hist
1 =

[
Bhist

1 ,Bhist
2 ,Bhist

NB

]
(5)

Following the encoding phase, the input image I
feature vector is concatenated:

V hist
1 =

[
V hist

1 ,V hist
2 ,V hist

Ls1

]
(6)

3.3. Proposed method

Fig. 1 shows the general architecture regarding
the finger vein authentication system. The procedure
is divided into three primary phases: matching,
preprocessing, and feature extraction. Every stage is
made up of multiple steps that are used to identify
each test sample and establish if they are all from the
same individual.

3.3.1. Preprocessing stage

The initial step in getting input images ready for
subsequent steps is called preprocessing. It seeks to
improve a low-contrast image by raising its quality
and sharpness, making it easier to extract features. At
this point, the suggested enhanced approach, which
uses three techniques, improves the finger vein im-
age: The Gabor Filter (GF) is used in the first approach
[17], CLAHE is used in the second approach [18, 19],
histogram equalization (HE) is followed by median
filter filtering [37], and Fourier Transform (FT) is

used in the final approach [38] for high-frequency
emphasis filtering. In this work, we used the discrete
cosine transform (DCT) approach to integrate three
images that were generated using three different ap-
proaches (CLAHE, GF, and HFEF). After the final
image has undergone contrast adjustment, the final
image is referred to as the image fusion. Below are
the specifics of each stage in the suggested approach.

• Proposed Image Fusion
Image fusion combines all relevant information

from each image to produce a single image from many
images. Discrete Cosine Transform (DCT)-depend
approaches for image fusion are highly efficient
and time-saving in real-time systems which use
DCT-depend standards for still images. 2D DCT
transform method used in this study could be used to
obtain x (m, n), which is the value of a NxN block in
the image [38].

d(k, I) =
2α(k)α(1)

N
·

N−1∑
m=0

N−1∑
n=0

x(m, n)

· cos
(

(2m+ 1)πk
2N

)
· cos

(
(2n+ 1)πk

2N

)
(7)

Where in k,1 = 0,1, . . . ,N − 1 and

α(k) =


1
√

2
i f k = 0

1 otherwise
(8)

Inverse DCT transform (IDCT) could be obtained
using the equations [38].

x(m, n) =
N−1∑
k=0

N−1∑
I=0

2α(k)α(1)
N

· d(k,1)

· cos
(

(2m+ 1)πk
2N

)
· cos

(
(2n+ 1)πk

2N

)
(9)

Where m, n = 0,1, . . . ,N − 1.
In Eq. (3), d (0,0) denotes to DC coefficients,

whereas d (k, l) is AC coefficient in the block, and
could be acquired with the use of the equation:

∧

d (k, I) =
d(k, I)

N
(10)

The average value (AV), µ and variance, α2, for
N × N block through spatial domain (SD) can be
obtained using the equations:

µ =
1

N2

N−1∑
m=0

N−1∑
n=0

x(m, n) (11)
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Fig. 1. Proposed framework.
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Algorithm 1. The Proposed Image Fusion
Input: Original Finger Vein Image
Output: Image Fusion
BEGIN
Step1: Read the original Finger Vein image
Step2: FOR each row (I) from 1 to image height:450pixels
Step3: FOR each column (J) from 1 to image width:150pixels
Step4: Split the image into an 8 × 8 block
Step5: Preprocessing Steps
Step5-1: Apply Gabor Filter
Step5-2: Apply Contrast Limited Adaptive Histogram Equalization (CLAHE)
Step5-3: Apply High-Frequency Emphasis Filtering (HFEF) with Fourier Transform (FT)
Step6: Feature Extraction
Compute the Discrete Cosine Transform (DCT) for each of the processed images (GF, CLAHE, HFEF)
Step7: Variance Calculation
Compute the variance for each of the processed images (GF, CLAHE, HFEF)
Step8: Block Selection
Select the block with highest value of variance, and eliminate the other block
Step9: Fusion Method
Create a DCT fusion method by combining coefficients from the selected block
Step10: Inverse Transform
Compute the Inverse DCT transform (IDCT) to obtain the fused image in spatial domain
Step11: Contrast Enhancement
Apply contrast amelioration to enhance the final fused image
Step12: END FOR (J)
Step13: END FOR (I)
Step14: return Final Result
Step15: END

α2
=

1
N2

N−1∑
m=0

N−1∑
n=0

x(m, n)− µ2 (12)

DCT coefficients of N × N block of pixels are used
to calculate the variance in the block. The following
equation could be used to determine them once the
normalized and squared AC coefficients have been
added to the DCT block:

α2
=

N−1∑
k=0

N−1∑
I=0

d2(k, I)
N2 − d2(0,0) (13)

In applications involving image processing, the
variance value is interpreted as a measure of contrast.
In addition to that, the fusion method, which employs
DCT, has been built around maximum information
that is available for each one of the pixel blocks for
the two DCT images. The data that has been utilized
in this instance was derived from the variance val-
ues of each block [39]. DCT fusion approach’s main
premise is to identify the block with the most informa-
tion. Therefore, HE and Gabor Filtering (GF) blocks
of the two images were compared in this study. After
selecting the block with the highest variance value,

the other has been disregarded. From both processed
DCT images, a final DCT image could be produced by
applying the following equation:

d fus(i, j) =

dHE (i, j) i f vardHE > vardGF

dGF (i, j) i f vardHE < vardGF

dHF (i, j) i f vardHE < vardHF

(14)

Algo. 1 summarizes the proposed image enhance-
ment method.

Examples of the outputs of three image
enhancement methods as well as the proposed image
fusion method and contrast-enhanced method with
histogram for some finger vein samples are presented
in Fig. 2. As a result of the preprocessing stage,
five images were obtained from each original image
of a single finger, to generate a total of 6 images
(Original, Gabor, CLAHE, HFEF, Image Fusion, and
Contrast Image Fusion), which were later used in the
training process.

3.3.2. Feature extraction stage

For obtaining a 1-D feature vector for each finger
vein, we concentrate on using each PCANet as a
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Fig. 2. Show enhanced images (a) Result of some samples of finger vein images (Original, Gabor, CLAHE, HFEF, image fusion, and contrast
image fusion) (b) Results images with histogram.

Table 1. PCA net parameters for finger vein.

Finger Vein
No. of No. of Filter Block
Stages Filters Size Size Overlapping

2 [7 7] [4 4] [21 21] 0.5%

model which incorporates PCA into the correspond-
ing DL model on the corresponding vein data. These
large, highly dimensional vectors undergo dimen-
sionality reduction prior to the matching stage. One
popular and easy technique for lowering dimensional-
ity is PCA [40, 41]. In this work, the key features were
extracted using PCANet before anything else. Their
parameters ought to be established by this effort.
The number of stages (Ns), the number of filters in
every stage (Lsi), the block size for local histograms
in output layer, and the filter size (k1; k2) are among
the PCANet parameters. Setting these initializations
is required in order to assess the performance of the
recently proposed PCANet-based approach. In order
to create the best features that accurately describe
input finger vein properties, such factors are crucial.
Improving the authentication system’s performance
is also intriguing. These experimentally determined
characteristics are displayed in Table 1.

Example of the results produced by PCANet. The
image below displays the four filter results from the
PCANet layer and the outputs for PCANet following
the hashing phase, as illustrated in Fig. 3.

In the presented study, we concentrate on
dimensionality reduction and feature extraction from
images of the index, middle, and ring veins in both
hands. In order to improve the authentication system,
we suggested feature-level fusion, which combines
different features from different finger veins. After
obtaining three distinct feature fusions, we examined
the suggested approach’s authentication accuracy
using the fusion step that was outlined in the
matching stage. For the position of finger vein areas in
the context of finger-based biometric authentication,
the results for the suggested feature-level fusion are
shown in Fig. 4.

From the results of feature vectors, compatibility
between numerous feature vectors (FVs) from various
types of feature-level fusion can be used to create
high-dimensional feature vectors (FVs). In the way,
for each class, we have indicated 180 right and left
finger vein images of both hands were trained by
PCANet feature-level with and without PCA dimen-
sionality reduction to obtain the best feature vectors
(FVs), where the one dimensions of the feature vector
are (1 × 768). Integrating feature-level information
is difficult due feature sets from different biometric
modalities may not be compatible or accessible.

3.3.3. Hyper parameters tuning stage
To obtain shift matrices of the finger vein, the

matching stage of the newly proposed system relies
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Fig. 3. Visual result of PCA net workflow (a) Filters from PCA net layer (b) Output after first hashing step (c) Output of the some samples for
finger vein after hashing steps (d) Output of last layer.

Fig. 4. Outline proposed feature-level fusion for finger vein position.

on the authentication models. HyperParameter
(HPML) and Model Parameter (MPML) are the two
categories of ML model parameters.

Simple search model (MPML): These are the model
parameters that are required to be implemented
using the training set, which corresponds to the fitted
parameters.

Random search model (HPML): These are
modification parameters that require modification
to obtain the optimum set of parameters for model
performance.

In the presented study, we developed techniques
(KNN [42], MLP [43], and SVM [13, 14]) to

determine the optimal hyperparameter set using
the Model Parameter and the HyperParameter tuning
model. We divided the dataset in the working
framework into two sets: 2,268 finger vein data
samples were utilized for testing, and 5,292 finger
vein data samples were utilized for the training. The
model is trained on the training set of data with the
use of MLP, KNN, and SVM algorithms for assessing
the model’s performance. The performance of the
model is evaluated after that by testing it with the test
data. Our suggestion was a hyperparameter tweaking
model to improve the authentication system’s
effectiveness. We determined the ideal parameters
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Table 2. Optimal parameters for random search model (HPML) for some samples.

HPML (KNN) HPML (MLP) HPML (SVM)

Fusion-all-FV {‘weights’: ‘uniform’, ‘p’: 1,
‘n_neighbors’: 1, ‘algorithm’: ‘auto’}

{‘solver’: ‘adam’, ‘hidden_ layer_sizes’: (100,
100, 100), ‘alpha’: 0.01, ‘activation’: ‘relu’,
‘learning_rate’:0.001,0.01}

{‘kernel’: ‘linear’, ‘C’: 100}

Table 3. Finger vein images quality evaluation results.

Images Average Contrast Entropy GCF Wang17 HSNR PSNR SSIM

Org 128.109 0.232 7.367 2.463 0.071 10.0 1.0 0.1
Gabor 128.528 0.229 7.415 2.455 0.639 90.562 31.501 0.805
CLAHE 127.241 0.273 7.572 2.521 0.708 85.178 19.082 0.788
HFEF 127.001 0.264 7.517 2.509 0.584 89.196 19.655 0.664
Img-Fus 137.702 0.288 7.994 2.552 0.748 97.720 34.721 0.818
Cont-Fus 145.812 0.292 8.220 2.579 0.763 99.198 47.137 0.956

Fig. 5. Show best metrics for finger vein.

that ought to be supplied by experimentation. The
performance of ML models depends critically on
the selection of ideal hyperparameter set. Table 2
lists several examples of the optimal parameters
(best estimator) for the random search model (Hyper
Parameter) for ML techniques (MLP, KNN, and
SVM), which includes; optimizer used, kernel size,
activation, learning rate and hidden layer sizes.

4. Evaluation results

The results of the feature and image quality
assessments are shown in this section, along with
two models for assessing the authentication system’s
effectiveness.

4.1. Image quality evaluation

We assessed eight metrics: Contrast, Average, En-
tropy [44], GCF [45], Wang17 [46], PSNR, HSNR,
and SSIM [47] for comparing the quality of improved
images with finger-vein datasets that are already
available. We assess six images produced by the sug-
gested image enhancement technique in this study.
Higher image quality is highlighted in Table 3’s re-
sults of the image quality evaluation.

In this table, we observe from our experiments,
that the results were higher and excellent in both of
them (image fusion and contrast image fusion). The
results for each high-quality image give a higher per-
formance to the authentication system. Fig. 5 shows
a comparison of the six images for the best metrics.
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Fig. 6. Results of PCANet feature extraction method: (a) a scatter plot with PCA, number of components, PCA components, feature explained
variance, (b) 2D and 3D plot.

4.2. Evaluation feature fusion

We assessed the suggested system’s performance
in terms of both authentication and classification
modalities. Initially, we assessed the effectiveness
of the suggested approach in the absence of feature
fusion by utilizing PCANet in conjunction with and
without PCA dimensionality reduction on the FVM,

FVI, and FVR of each hand separately. Second, we
analyzed the proposed method with the feature
fusion step. We specifically compared the accuracy
achieved through three distinct fusions (Feature
Fusion all (Feature Fusion FV-L + Feature Fusion
FV-R), Feature Fusion FV-L, and Feature Fusion FV-R.
However, we obtained of the feature vectors for each
class in datasets as follows:
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Table 4. Shows the F1-score for MPML with and without PCA (without preprocessing).

F1-score (%)
Model MPML with PCA MPML without PCA
Method KNN MLP SVM KNN MLP SVM
Finger Vein (Original Images)

Fusion all (FV-L+FV-R) 74.38 76.89 57.18 71.38 71.80 56.88
Fusion FV-L 69.56 67.81 57 68.99 64.89 55.13
FV-LI 63.01 57.97 12.10 61.16 57.44 11.32
FV-LM 58.82 56.73 37.95 56.78 53.21 36.20
FV-LR 58.20 56.93 11.11 60.47 53.28 10.02
Fusion FV-R 68.05 61.14 38.09 66.86 57.27 28.33
FV-RI 61.05 57.38 32.63 62.09 53.89 30.17
FV-RM 56.82 57.02 31.45 59.73 55.62 29.10
FV-RR 65.20 22.37 30.42 61.77 20.69 37.87

Table 5. Shows the F1-score for HPML with and without PCA (without preprocessing).

F1-score (%)

Model MPML with PCA MPML without PCA

Method KNN MLP SVM KNN MLP SVM
Finger Vein (Original Images)

Fusion all (FV-L+FV-R) 88.72 79.14 88.82 86.34 78.26 86.44
Fusion FV-L 79.30 72.84 60.74 74.67 70.89 59.89
FV-LI 82.77 65.50 58.47 81.67 61.80 56.46
FV-LM 87.08 76.59 83.15 84.24 74.30 81.21
FV-LR 61.77 73.03 73.92 60.78 70.47 68.49
Fusion FV-R 71.79 75.79 60.92 69.70 74.30 58.34
FV-RI 67.30 74.21 81.35 64.86 70.71 76.69
FV-RM 83.95 65.31 86.61 81.67 61.78 84.86
FV-RR 73.63 78.52 66.80 70.89 76.13 65.37

Table 6. Shows the F1-score for MPML with and without PCA (with preprocessing).

F1-score (%)

Model MPML with PCA MPML without PCA

Method KNN MLP SVM KNN MLP SVM
Finger Vein (Enhanced Images)

Fusion all (FV-L+FV-R) 95.63 97.33 99.53 94.23 94.59 98.33
Fusion FV-L 95.61 96.84 99.48 92.63 90.73 98.29
FV-LI 93 95.51 95.30 92.11 93.74 49.04
FV-LM 93.84 96.21 93.88 86.14 98.30 97.99
FV-LR 94.55 97 93.94 94.84 99.51 34.79
Fusion FV-R 94.23 96.44 95.68 92.63 88.26 93.62
FV-RI 93.84 95.55 99.78 92.11 88.26 99.34
FV-RM 93.51 96.65 99.34 86.14 98.88 99.54
FV-RR 94.55 97.74 99.35 94.84 96.16 96.72

(1) Feature Fusion all: 180, (2) Feature Fusion FV-L:
90, (3) Feature FV-LI: 30, (4) Feature FV-LM:30,
(5) Feature FV-LR:30, (6) Feature Fusion FV-R:
90, (7) Feature FV-RI:30, (8) Feature FV-RM:30,
(9) Feature FV-RR:30.

Examples of PCANet outputs are shown in Fig. 6. In
this figure, we show the filter result from the PCANet
layer, some sample outputs after the hashing step, the
last output layer of the finger vein, a scatter plot with
and without PCA, the number of components needed
to explain the variance, the PCA components, the
explained variance of the features, and We evaluate

the robust features by illustrating 2D and 3D plot
visualization features.

4.3. Model evaluation for hyper parameters tuning

For evaluating the efficiency regarding the pro-
posed system by two models: Model Parameter
Machine Learning (MPML) and Hyper Parameter
Machine Learning (HPML) with and without PCA di-
mensionality reduction, a set of metrics [48–51] was
used (see Eqs. (15) and (18)).

Accuracy =
TP+ TN

TP+ FN + FP+ TN
(15)
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Table 7. Shows the F1-score for HPML with and without PCA (with preprocessing).

F1-score (%)

Model MPML with PCA MPML without PCA

Method KNN MLP SVM KNN MLP SVM
Finger Vein (Enhanced Images)

Fusion all (FV-L+FV-R) 99.90 100 100 98.68 99.68 99.93
Fusion FV-L 99.06 100 100 98.21 99.62 99.77
FV-LI 98.75 100 99.80 98.05 100 99.55
FV-LM 94.73 100 98.25 92.69 98.83 99.77
FV-LR 98.37 100 100 97.37 99.81 100
Fusion FV-R 98.49 100 99.78 97.53 99.57 99.83
FV-RI 97.53 100 100 97.16 99.57 99.93
FV-RM 98.45 100 100 96.87 98.73 100
FV-RR 98.02 100 99.55 97.08 98.45 99.56

Table 8. Compares the image quality evaluation results for the suggested data-sets with
several of the existing datasets finger veins.

Datasets Average Contrast Entropy GCF Wang17 HSNR

PLUSVein-FV(Proposed) 12.9551 0.262 7.5980 2.51 0.680 93.64
SDUMLA-HMT 0.2799 0.0386 6.6903 0.986 0.165 80.32
HKPU-FID - - - 1.46 0.166 88.13
UTFVP - - - 1.47 0.356 87.15
MMCBNU_6000 - - - 1.52 0.121 87.39
FV-USM 0.4467 0.0306 6.7938 0.69 0.136 83.35
PLUSVein-FV3 - - - 1.48 0.306 89.78

Fig. 7. Comparison results of HPML for (KNN, MLP, and SVM) methods for original image and enhanced images.

Pr ecision =
TP

TP+ FP
(16)

Recall =
TP

TP+ FN
(17)

F1-score = 2×
Pr ecision× Re call
Pr ecision+ Re call

(18)

We present the F1-score measure for both models
(MPML and HPML) for three methods (KNN, MLP,
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Table 9. Comparison of the suggested techniques with some related works

No. of
Reference Use the Dataset

Preprocessing
Methods

Feature
Extraction
Methods

Types of Machine
Learning Methods Matching Results

[15] collected from 10
individuals by
taking 10 images
for per finger

- PCA + LDA SVM + ANFIS Accuracy = 98%

[16] PKU (V2) CLAHE GF SVM Accuracy = 93.33%

[21] USM (FV-USM) Extraction of ROI PCA akNCN Accuracy = 85.64%

[23] collected from 10
samples per
finger and 10
subjects

- PCA Integrated BP
network, and
ANFIS

Accuracy = 97%

[24] collected using
infrared
(850nm-940nm)
for 600 images

Image Cropping PCA BP network Accuracy = 81%

[28] SDUMLA-HMT Binarization, Sobel
Filter, Extraction
of ROI, and Local
Histogram

Combined FAST
and FRKP

KNN DA Accuracy = 55.84%, 92.21%

[29] FV-USM - SRC KNN Accuracy = 91.29%

[33] HKPU, PLUSVein-
Contactless finger
vein, PMMDB,
and UTFVP

Mask R-CNN, CCNet
and HRNet using
for Segmentation

- - Accuracy = 95%, 97%, and
98% for HKPU, 96%,94%,
and 95% for PLUSVein-
Contactless finger vein,
97%,97%,and 99% for
PMMDB, and 95%, 97%,
and 99% for UTFVP

Our
Proposed

PLUSVein-
Contactless finger
vein

Proposed new
enhanced image
methods (Image
Fusion) use
CLAHE, Gabor
Filter, and HFEF

Proposed a new
integrated PCA
Net deep
learning with
PCA

Proposed Machine
learning models
(Model Parameter
and Hyper
Parameter) apply
on KNN, MLP, and
SVM methods

F1 score = 99.90% 100%
and 100%

and SVM), and the results for the original images be-
fore using the proposed image enhancement methods
and after applying the image enhancement methods
are presented in the Tables 4 and 5 and Tables 6
and 7 for evaluating the performance regarding the
authentication system. Training as well as testing sets
of the dataset had been split before the system was
trained. The test set was then used to evaluate the
methods (KNN, MLP, and SVM).

5. Discussion

A review of PLUSVein-Contactless dataset was
conducted. The results are displayed in Table 3 after
comparing the set of metrics (Contrast, Average,
GCF, Entropy, Wang17, PSNR, HSNR, and SSIM)
for six images (Original Images, CLAHE Images,
Image Images, Contrast Images, and HFEF Images).
When we applied the improvement approaches to
the original finger vein images, we saw that the

metrics increased significantly. We found that for
the PLUSVein-Contactless dataset, every metric
value for the images processed (contrast and image
fusion) by our method takes the maximum value.
On the contrary, for the processed images (the
HFEF and CLAHE images), PSNR, HSNR, and SSIM
take the lowest average value. It is evident that
the treated images (Gabor image) have the lowest
values for entropy, GCF, and Wang17. We examine
several publicly available finger vein data-sets using
the same metrics of quality. SDUMLA-HMT [26],
HKPU-FID [52], UTFVP [53], MMCBNU6000 [54],
FV-USM [22], and PLUSVein-FV-3 [55] are data-sets
that are available for finger vein. Table 8 presents the
evaluation outcomes. Our suggested dataset produced
the best results for a suggested set of metrics when
finger veins were taken into account. These findings
highlight both good contrast quality and good
vein-specific feature quality in images. We choose
to concentrate on assessing authentication accuracy
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because the authentication system’s performance is
impacted by the evaluation of image quality.

In the following, we performed several perfor-
mance evaluations of our authentication system,
where the highest results were for the enhanced im-
ages when we applied PCANet feature level with and
without PCA dimensionality reduction for both mod-
els: Model Parameter and HyperParameter Model that
using the methods (KNN, MLP, and SVM). These mod-
els achieved excellent results for the proposed system
with decreased time-consuming for matching, where
the F1-Score (100%) in MLP and SVM and (99.90%)
in KNN with PCA dimensionality reduction, whereas
results F1-Score (99.68% and 99.93%) in MLP and
SVM methods and (98.68%) in KNN without PCA
dimensionality reduction, While the lowest results
were for the original image without preprocessing
that achieved the lowest results in two models, as
the F1-Score reached (88.72% and 86.34%) in KNN,
and (79.14% and 78.26%) in MLP, and (88.82% and
86.44%) in SVM methods with and without PCA di-
mensionality reduction as has been listed in Table 7
and Table 5. The results were satisfactory for both
models but we observed several important findings.
The Hyper Parameter Model achieved the best results
while ranking second for the Model Parameter, due
to our choice of the optimal set of parameters and
also the result with reduction features based PCA
is better than without PCA reduction. Finally, we
observed that the hand with the highest outcomes
had the fusion of all finger veins (middle, index, and
ring fingers) on both hands; nevertheless, the left
hand’s fusion performed better than the right hand’s.
To evaluate how well the Hyper Parameter model
performed for each of hands’ index, middle, and ring
finger vein images in both the original and improved
versions, as seen in Fig. 7.

A comparison between the proposed system and
some related works, as shown in Table 9, high-
lights its pioneering system. Unlike previous systems,
our system’s results showed higher authentication
accuracy than other previous studies. This system,
evaluated against key parameters such as dataset,
feature extraction methods, and ML models, clearly
demonstrates the system’s advantage over existing
methods.

6. Conclusion

In the presented study, we suggested a new system
to enhance finger vein authentication, this system
presents a proposed enhanced method that depends
on three methods (CLAHE, GF, and HFEF) to produce
high-quality images, implemented on the PLUSVein-
Contactless finger vein dataset. The system induces a

new feature extraction based on integrated PCANet
deep learning and feature-level PCA feature extrac-
tion and dimensionality reduction. In addition, it
employs the KNN, MLP, and SVM methods for two
machine learning models namely: a simple search
model (Model Parameter) and a random search model
(HyperParameter). Using standard metrics, the hy-
perparameter model achieved significantly higher
results than the model parameter on a dataset of
finger vein images captured with high variations in
bending, tilts, and rotations of the finger. The use
of the proposed system has always allowed to in-
crease in the accuracy of the biometric procedure
authentication, concerning the use of the integration
of all finger veins or finger vein separately. The sys-
tem has limitations in improving the matching for
higher accuracy and handling similar finger veins.
While hyperparameter tuning improves performance,
choosing inappropriate parameters can reduce accu-
racy. This is evident in the middle finger vein of
the left hand using the KNN method with and with-
out PCA dimensionality reduction, where results are
good but lower than other fingers, further research
is needed to address these challenges. To further en-
hance the robustness of the system, future research
will explore more complex feature extraction struc-
tures, and different ML approaches, like (random
forest, and decision tree) with optimal parameters,
and use PLUSVein-Contactless hand VeinRL850nm
and RL950nm datasets, we are in the process of com-
pleting work on these proposed datasets.
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