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Abstract

The Crime of IP Spoofing is one of the serious crimes committed through
the computer network, which is recognized as “A set of protocols
operating according to the rules and foundations of search technology that
allow electronic devices connected to the Internet to deal with each other
through the transfer and exchange of information”. The Internet Protocol
(IP) consists of four parts, and each part is separated from another part by
a punctuation mark (.), knowing that the lowest numerical value that can
be written in one part is (0) and the highest numerical value that can be
written in any part is (255) to form these four parts. The IP address is

shown in this figure:

255.197.16.0

The Internet Protocol (IP) performs a set of functions, the most important
of which is the addressing of electronic devices connected to the Internet
by giving an electronic address for each electronic device. This address
consists of four parts as shown in the figure above, knowing that this
address is not repeated with any other device connected to the Internet,
meaning that it is like a mobile number that only one person has, and here
appears the importance of the Internet Protocol (IP) function for judicial
authorities, because the electronic address given to each electronic device
connected to the Internet is like the electronic identity of the device,
through which the judicial authorities can identify or distinguished the

device used in committing the crime on the Internet, and then determine
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the owner of the device, note that it is not necessarily that the owner of
the electronic device is the same who used it in committing the crime, and
this is called the crime of spoofing the Internet Protocol (IP) address
where spoofing is done in two ways, the first through the use of a
fictitious address and the second through the use of an address belonging
to others, and this is what will become clear to us through the folds of the

search.
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