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ABSTRACT: Afteralong period of development, blockchain innovation has received much attention from scholars
and industry practitioners alike. This innovation allows the issuance of smart contracts, which are utilised to automate
and execute deals amongst clients. Blockchain is also being used nowadays by a few IT applications as a specialised
foundation. This technology also prevents the duplication of information similar to what is being done with Bitcoin
and other cryptocurrencies. Specifically, Bitcoin records are virtually impossible to alter as this cryptocurrency is
being traded amongst hundreds of thousands of servers. Therefore, to launch a successful attack, the aggressor should
change the Bitcoin records of 51% of these servers simultaneously. The cost of such effort significantly exceeds the
potential payoff. Meanwhile, private data that are stored on single servers, such as Amazon and Google, are prone to
malicious attacks. Therefore, in this paper, we propose the use of blockchain to solve the security issues in the Internet
of Things (IOT). We initially identify and categorise the prevalent security issues, particularly data privacy, being
faced in IoT in expansion to conventions utilized for organizing, communication, and administration. Afterwards, we
formulate some security measures for IoT and illustrate scenarios where blockchain is being used in IoT applications.

Keywords: Blockchain; IoT security; Blockchain technology; Network security; Data security

Blockchains use cryptography to connect records or ‘pieces’, with every piece containing a timestamp, the crypto-
graphic hash of the previous block and the information or ‘Merkle tree’ to be exchanged. The information contained in
a blockchain cannot be adjusted, can only be recorded once and cannot be changed retrospectively [1]. A blockchain
facilitates a rapid development of applications without the need to build trust amongst peers. This type of innovation
has gained worldwide popularity given its unchanging nature and its ability to ensure the non-denial and responsibility
of putting away data. The wide accessibility of information on computer networks also introduces challenges related to
managing and handling large amounts of information with low latencies. Along with the advancement of blockchains,
artificial intelligence and machine learning techniques have witnessed noteworthy enhancements, thereby facilitating
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their use in subsequent generation systems. Accordingly, this article examines these innovations that contribute to the
development of highly dependable computer systems and knowledge-powered defence applications. Web giants, such as
Amazon, Facebook, Google, Microsoft and Apple, store most of their critical information in centralised servers. Therefore,
attackers aiming to steal or manipulate such data know exactly where to launch their attacks. To this end, blockchains have
been used to build security within the Internet of Things (IoT) [2]. Apart from blocking attacks, blockchains also prevent
the unauthorised duplication of information similar to what is being done for Bitcoin and other cryptocurrencies. Given
that Bitcoin records are put away by hundreds of thousands of servers, they are unable to be manipulated. To launch a
successful attack, the aggressor needs to manipulate the records stored in 51% of these servers simultaneously, and the cost
of such attack greatly outweighs the payoff. However, the same cannot be said about the private data of individuals, which
are typically stored in single servers that are hosted by Google and Amazon. Security is a persistent problem in IoT given
its largely loose IoT market. Accordingly, security has also become a concern for smart devices, such as smart homes and
smart cars. For instance, a hacker may make unauthorised purchases or operate a self-driving car with other passengers
onboard by using the entry levels given to an [oT system. Therefore, the data being traded across IoT devices require strong
security [3]. Apart from the currently available security measures used in IoT devices, such as two-factor authorisation and
biometrics, blockchain IoT security has been identified as an interesting solution to IoT security problems given its proven
performance in guarding cryptocurrencies from being manipulated, blocking authorised users from accessing the IoT and
shutting down compromised devices in an IoT network. Hyundai recently launched its blockchain start-up, the Hyundai
Digital Currency (HDAC), which is specifically designed for guaranteeing security in IoT and private networks [4, 5].

2. BLOCKCHAIN TECHNOLOGY
2.1 BLOCK BODY
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FIGURE 1. A blockchain comprising an uninterrupted sequence of blocks.

Blockchain shows high potential to be implemented by companiesto achieve a secure exchange of informationin 2009,
for Bitcoin benefitting blockchain technicality, thither have it been expanding numeral of blockchain technically based
Processors.A ban arrangement of piecesdaeach other in a work topologya persistent grouping of squares [6].

Blockchains are primarily implemented using electronic frameworks that allow a global exchange and conveyance
of information or records via cryptography. Each exchange is denoted by an asymmetrical key set. The exchange date
effectively and safely archives a group of occasions at a road to each endeavor to alter or alter a past exchange will
moreover demand a recalculation from all consequent squares of exchanges [7]. Instead of building trust amongst peers,
blockchains rely on four key features, which are described as follows [8]:

e Iedger: a technicality employment an add as it were recorded to equipping full value-based history. Not at all like
traditional databases, are exchanges while values at a blockchain not been overruns.

e Secure: Blockchains are encrypted, thereby ensuring that the information stored therein cannot be manipulated
without authorisation.

e Shared: Each record involves numerous members. This is gives straightforwardness over a hub member within a
blockchain web.

e Distributed: A blockchain may be disseminated, and the number of nodes in a blockchain can be calibrated to
increase its flexibility and to reduce the possibility of a successful attack.

The identities of blockchain users are also kept anonymous and are associated with various identifiers. All exchanges
taking place in a blockchain are visual. This has viably empowered Bitcoin to display bogus-anonymity since computation

54



Israa Al-Barazanchi et al., Iraqi Journal for Computer Science and Mathematics, Vol. 3 No. 1 (2022) p. 53-63

Yes

Table 1. Comparison amongst public, consortium and private blockchains.
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Customer (KYC)"). Ago Bitcoin as if anonymity, he was basic into having instruments into form believe at an climate
wherever clients may not exist effortlessly distinguished. Earlier at the utilize of blockchain technology, such believe was
regularly conveyed meantime mediators confidence through both parties.

2.2 CHARACTERISTICS OF BLOCKCHAIN TECHNOLOGY

Blockchains serve numerous purposes depending on several properties as summarised in Table-1, which presents a
comparison amongst public, consortium and private blockchains [9].

Whilst built on sound and largely understood cryptographic standards, the use of blockchain remains at its infancy. This
technology is partly surrounded by build-up, to which several solutions have been proposed. Moving fore, it is probable
while the buildup shall pass on down, and blockchain technology shall ended up adjuster another tool that can be used.

2.3 APPLICATIONS OF BLOCKCHAIN

Blockchains have several applications, the most common of which are illustrated in Figure 2. These applications are
generally categorised into finance, IoT, public service, reputation system and security [10].
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FIGURE 2. Representative blockchainapplication domains.

2.4 SAFETY ISSUES IN BLOCKCHAINS

Amongst its several aspects, the safety of blockchains, which is largely based on ‘public ledgers’ and ‘distributed
unanimity’, has received the most attention from researchers and practitioners. Blockchains are not immune to all types of
extortion and hacking attacks. This technology comprises decentralised and conveyed records that can be exchanged over
several hubs. Blockchains may be implemented peer-to-peer in the presence of a trusted third party. The information stored
in a blockchain are protected from attacks via cryptography. Due to their nature, blockchains are expected to be used to
solve network attacks in the future. The foremost imperative protection the case of the blockchain Support framework is
also known as 51% attack. Bitcoin procedures and the level of computing action, organize in Fixes of the retail rate. When
more than 51% of the retail rate is regulated by a single hub, the information contained in blockchains may be malevolently
manipulated. In this 51% assault, 2 clashing squares compete for space in the same blockchain [11]. Through their
frameworks, blockchains have demonstrated an exceptional performance in predicting objective data extortion attacks.
whitening assaults, ballot stuffing beneath sybil assaults, consistent assaults and disguised assaults [12]. Whilst central
information stock and administration frameworks are vulnerable to piracy, interruption and breakthroughs problems,
blockchains anticipate the future occurrence of piracy attacks. Therefore, all transactions in a blockchain should be
confirmed by servers, and false exchanges should be identified and terminated. Given that blockchains always monitor
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an entire arrangement of hubs, assaulters are given no chance to embed false squares in blockchain records and launch a
successful attack [13].

Requirements engineering (RE) plays a key role in software development. However, requirements engineers are unable
to effectively contribute to software development when stakeholders are generally unknowledgeable about RE techniques.

As a major activity in RE, requirements traceability (RT) involves engineers attempting to verify if the software
requirements have been properly determined throughout its development life cycle. Despite its introduction in 1994,
RT still lacks mature processes and has still not received wide adoption in software development.

RT automation utilises a wide range of technologies, most of which are developed based on information retrieval (IR)
techniques, such as the vector space model. However, IR-based models have limited precision. To improve the precision of
these models, other tools have been developed, including the feature-oriented tool that accurately traces the requirements
automatically [14]. Blockchains have also been used to address challenges in software engineering, hence leading to the
introduction of blockchain-oriented software engineering. However, blockchain-oriented software engineering requires
the adoption of standard techniques being used in software engineering and has received limited research attention thus
far. Nevertheless, blockchain-oriented software engineering is widely believed to simplify the communication amongst
stakeholders, help organisations manage software development requirements and improve the accuracy of the RT process
by creating a distributed environment wherein stakeholders can reach a consensus on RT strategies without using tracing
tools or requiring third parties who can control the entire RT process [15]. Blockchains have also been used in other
industries to solve various problems, such as in data processing, data security, data transparency and data reliability. Given
its decentralised characteristics, a blockchain effectively avoids the monetary and time costs that are usually involved in
database security maintenance because the transactions taking place in a blockchain can be independently processed and
verified without third parties, hence limiting the risks of malevolent attacks [16]. The participants in a blockchain may
also involve themselves in decision-making processes and are given the power to control the transactions and all other
information available on the blockchain. These participants can also access all the actions and data stored in a blockchain,
which are sent to all computers connected to the network and are unable to be modified or deleted. Given these advantages,
a blockchain has been described as a trustworthy, immutable and transparent technology [17].

To further enhance security, all participants in a blockchain are assigned a unique identity. The cryptographic hash being
used in a blockchain demonstrates exceptional reliability and security because each time a new block is created, a new hash
that includes the unchangeable value of the previous hash is automatically generated. Blockchains are also known for their
faster processing speed compared with existing technologies. Specifically, previous technologies require approximately
three days to process a transaction, whereas blockchains complete each transaction within seconds or minutes. However,
blockchains also have their own challenges, one of the most common is their high energy consumption for keeping
real-time records and for verifying transactions. Such high energy consumption corresponds to high transaction costs.
Nevertheless, the benefits of blockchains greatly outweigh their disadvantages [18, 19].

IoT collectively refers to seamlessly connected devices that communicate with one another via the Internet. The
increasing number of modern-day devices that are connected to the Internet, including digital assistants (e.g. Alexa and
Siri), refrigerators, measurement sensors and lighting equipment, continuously blurs the boundary between Wi-Fi-enabled
devices and other devices [20]. Massive amounts of data are being generated by billions of embedded Internet-enabled
sensors from various domains worldwide. These data are being used for analytics, for monitoring operations and for
reducing the number of manual processes. In this case, IoT aims to achieve a seamless connection amongst devices and
to generate data that can help businesses overcome hurdles in their processes and understand the preferences of their
consumers. IoT is most commonly used in mobile clouds that interact with one or more mobile devices [21].

Consumer IoT includes smart home and wearable devices that are specifically marketed to consumers. These devices
not only provide consumers with improved experience and efficiency but also create health and safety benefits [22].
For instance, using [oT devices can help consumers efficiently conserve energy, control the climatic conditions in their
homes, increase their agricultural produce and manage their inventories. Some health and safety benefits of IoT include
early disaster warnings, environmental excellence and caregiving. Both IoT and cloud computing serve many traditional
applications and have paved the way for the construction of smarter homes and cities. IoT and cloud-based management
systems aim to providing realistic solutions to problems through the deployment of sensors to capture data that will are
transmitted to a cloud sever in real time for storage and secondary analysis. These sensors can be remotely controlled
by administrators of Internet-based human—machine interface to serve a variety of applications. Meanwhile, machine
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learning techniques facilitate the analysis of sensory data based on feature extraction. Powerful computing resources,
such as GPU, are evolving in neural networks and the cloud environment. The advantages of IoT in data collection have
also been leveraged in anomaly detection tasks [23, 24].

An IoT system has four major components, namely, sensors or devices, connectivity, data processing and user interface
(UI), as described below:

Sensor/devices: Sensors or devices are basic elements of an IoT that collect data from devices with an Internet protocol
(IP) address. These devices may be as simple as temperature/humidity sensors installed in buildings or as complex as
intelligent vehicles. These components mainly serve the purpose of collecting data, such as temperature or video, in
their respective environments. Instead of operating independently, these sensors/devices are bundled together. An IoT
structure comprises devices that can collect information from physical environments and transmit such information to
the IoT ecosystem. Sensors may be deployed in various environments, such as healthcare (e.g. to monitor the vital signs
of patients) or industry (e.g. to monitor temperature or pressure). Generic devices, including Raspberry Pi and Arduino-
embedded systems, enable the customisation of IoT end points [25].

Connectivity: Sensor and other devices are connected to a cloud by using various types of networks, including LAN,
Wi-Fi, satellite, Bluetooth and cellular infrastructure. Therefore, IoT devices utilise standard communication protocols
to communicate with one another. For example, Bluetooth low energy (BLE) or Wi-Fi are especially designed for IoT
stream. Increasing the bandwidth and speed of the 5G cellular network is expected to benefit IoT [26].

Collecting massive amounts of data has necessitated the introduction of new technologies, such as edge computing,
which is a new model for distributed devices. In edge computing, both the data and the power of computation are allocated
to where they are needed the most. Any information that the filtered cloud does not process is moved closer to the
consumer, thereby increasing bandwidth and reducing lag time. The data are processed by these machines or systems,
and only the most relevant pieces of information are transmitted back to the central base for analysis. For example, each
camera in a surveillance camera system outputs 3 Mbps at 30 fps. Each frame with a size of 100 kb bombards the security
operations centre, which in turn uses these frames for video streaming. Edge computing helps the security operations
centre in this example by analysing the incoming video and sending alerts each time movement is detected [27].

Data processing: After being stored in the cloud, the data are processed with the help of software. Before they can be
of any use, these collected data should be processed, filtered and analysed in a specialised manner. To prevent the system
from being overwhelmed, zettabytes (10?!) of data are guided thru each edge gateway before they can be processed. In this
example, [oT is used to collect information from real-world environments through sensors in order to formulate real-time
agile decisions. Big data analytics is applied to analyse production data at the highest level by connecting the enterprise
software to the cloud data. The data generated by IoT have varying structure and are real time in nature. Before they can be
utilised in decision making, large amounts of loT-generated data need to be processed, analysed and classified. Therefore,
several techniques for identifying and converting raw data into usable forms need to be devised. Some of these techniques
include machine learning and artificial intelligence, both of which have been used in [28].

User interface (UI): After being cleaned and formatted, the collected data should also be used to alert end users. For
example, users need to be alerted about the temperature in cold storage. A Ul serves this purpose by allowing end users to
proactively check the collected data. Therefore, these end users may also react to the system inputs depending on the IoT
applications. For example, after receiving an alert on his/her phone, an end user sends back an input, such as by adjusting
certain parameters (e.g. ‘control’ or ‘regulate’ the temperature in cold storage). In some cases, instead of waiting for input
from the user, some actions can be automated. For instance, instead of waiting for input from the user, the temperature in
cold storage can be regulated based on a set of predefined rules. Moreover, in home automation systems, an [oT system
automatically sends a notification to the authorities instead of sending an alert to homeowners [29].

The birth of IoT can be ascribed to the rapid evolution of information technology for measuring and processing
data [30]. IoT comprises interconnected physical objects that exchange their data with one another through electronic
sensors. The components of an IoT can also send their data to centralised systems of servers or other devices following
the extant principles of the data exchange infrastructure. By controlling its own structure and the users presently in the
network, [oT facilitates the communication between computer-based systems and the physical world. This technology is
specifically designed to facilitate the movement of objects in their physical environments, which can only be realised in
the presence of actuators or sensors that allow IoT to support physical cyber applications. Given its dynamism and high
mobility, IoT is constantly changing, which entails high risk [30]. Whilst IoT both defines and manages the data for its
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devices (e.g. user information), the way these data are shared remains unclear [31]. For instance, some IoT data are not
easily manipulable and are highly time sensitive, thereby necessitating a more careful treatment. Some data generated by
IoT are quite sensitive and are therefore potential targets for aggressors given that such data exposes the entire network
to security risks [32]. Along with the continuous, significant development of science and technology, more network data
are being accumulated. The main problem of IoT lies not on its security but on the high network traffic or the massive
volumes of data being exchanged [33]. Whilst IoT can provide advanced services, this network must also ensure that the
information or privacy of its users will not be compromised. For this reason, IoT should guard itself from various types
of attacks, such as client denial, eavesdropping and fraud. In addition to the aforementioned capabilities, IoT also has
light security features, which generate heavy computational burden in data exchange processes, especially for networked
computers [34]. Certain security methods may be inapplicable to IoT given the heterogeneity of dynamic devices and
the presence of large-scale, unprotected environments [30]. Privacy remains a challenge in IoT because some objects that
are connected to this network may have incompatible structures or may not be designed for such connection. Therefore,
the amount of risks in the network increases, which would necessitate the deployment of additional defence techniques.
Protecting the privacy of some information systems may also be a challenge. The high security principles observed in IoT
include authentication, access control, encryption and role-based access control as will be discussed below [30] [34]:

1. Authentication: By identifying the core of the work, authentication greatly reduces the risk of attacks, such as
sibling attacks, scams and compromised privacy.

2. Access control: Through access control, only authorised users are given the right to use IoT.

3. Safe loading technique: IoT adopts the secure download technique to reduce its consumption of computing and
storage resources.

4. Malware detection: IoT protects itself from privacy attacks, network disruptions, power outages, viruses, worms
and trojans through malware detection.

The following characteristics of IoT also expose the network to additional risks [30]:

Dynamic

Extremely high mobility

No fixed location

High heterogeneity

High traffic and large volumes of data being exchanged

M NS

Despite catching up with the development of any technology, the security features of 10T require further improvement. For
example, the introduction of machine learning in IoT was followed by the creation of a defence site that enabled secure,
heterogeneous and dynamic data exchanges in line with security protocols. The presence of attacks hampers the detection
of IoT given the limited availability of resources [34].

Machine learning

When faced with a problem, IoT responds by selecting the relevant key parameters and security protocols. Machine
learning helps IoT establish low volume contact and control protocols that not only extend its life but also conserve its
energy. For example, the reinforcement learning (RL) model improves the performance of the system by using authen-
tication and malware detection [34]. As decentralised technologies, blockchains can be used in IoT to improve the
transparency of data sharing and auditing the data stored in memory. Given their ability to control smart contracts,
blockchains also prevent the privacy of individuals from being compromised by controlling uninterrupted operations
independently, thereby reducing network traffic and ensuring continuous operations. Deploying such technology in IoT
can also prevent the loss of private information and allow users to send their data directly to the network [31]. Privacy is
an unignorable principle in IoT. The identities of users in IoT cannot be disclosed; any act of disclosing such identities
can be viewed as forgery. Apart from addressing the problems mentioned above, using strong security techniques in IoT
also serves the following purposes [30]:

1. Some companies who use [oT also fail to comply with the security protocols prescribed in the network, which
would entail high security costs in terms of financial or compliance with these points, which is due to the existence
of bringing the Sank in load into the network.

2. The existing tools and products being deployed in IoT to address security disruption issues are not well established.
Specifically, IoT has an imperfect hardware operating system, operates on a limited amount of computing resources
and requires high operating costs especially when performing several encryption operations simultaneously to
ensure the privacy of information. Given its frequent interactions with many users, another task of 10T is to protect
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the privacy of these individuals. Take for example a doctor’s office that serves 20 to 30 patients each day. The office
inputs the information of each patient into the network, and such information is exclusively for the use of the doctor
and his/her patients. However, ensuring the privacy of such information is difficult, hence resembling the situation
of IoT users. Such problem can be efficiently solved in IoT depending on the sensitivity of data [30]. Accordingly,
protecting the privacy of network users has become a particularly important issue that directly affects the data and
the network policy for such data. The following solutions for such problems have been recommended:

PEFM: PEFM is an indirect policy mechanism applied in IoT to ensure the data privacy of users regardless of the
sensitivity of such data. This policy essentially seals the network, hence effectively blocking the unauthorised entry of
data and preventing the data of users from falling into the wrong hands. PEFM is a policy technology that utilises security
mechanisms to ensure that none of the information stored by legal users in the network will be leaked. This mechanism
depends on the creation and activation of data and utilises a virtual machine. PEFM is not an executable machine; rather,
this operating mechanism is embedded into IoT to avoid the risk of privacy attacks. PEFM employs two methods, namely,
apoptosis and evaporation.

On the one hand, upon detecting a fault in the system, PEFM utilises apoptosis to identify the fault by examining
the sensitive data. On the other hand, PEFM utilises evaporation when an unauthorised person is detected in the system.
Specifically, evaporation implements a specific privacy policy to remove such unauthorised person from the network [32].

Meanwhile, to address the network traffic in IoT, the following solutions have been proposed [33]:

1. Store data in the traditional way
2. Keeping a distributed file and database
3. Cloud computing

Cloud computing is considered a superpower solution that helps users detect the presence of security issues in the
network. The failure to protect people’s privacy and the sensitivity of data introduce other problems, hence requiring
urgent attention. Cloud computing can only be implemented in networks whose security issues are clearly known to
users. Consequently, because the method applies to high data volume networks, it should know where to show which
reaction [33].

Blockchain has the potential to change how users view security issues in 10T, hence introducing opportunities for users
to reconsider issues related to their online personalities. The Internet was not outlined for current exchanges nowadays, and
our communication conventions do not have sufficient data around the character of the people or gadgets included in them.
The stakes are more prominent than fair keeping mechanical sensors online [35]. Addressing these challenges lead to the
introduction of new approaches for creating online personalities, ensuring reliable exchanges and building flexible sys-
tems. Blockchains offer many benefits in various areas, such as in production and supply chains. Start-ups use blockchains
to monitor the movement of products from their producers to their end users. New commerce models for centralised cloud
servers are also being developed. For example, Fiber, as a supplier of blockchain-based IoT arrangements, develops
remote sensors that improve the communication of the network with PCs, tablets and smartphones operating within a
16 km distance. Many of these sensors shape low-power autonomous cellular systems that help companies manage their
tasks. However, these systems do not employ cloud administration. A secure trading of information amongst gadgets
is ensured by using blockchains that store unique identifiers for each hub. Amongst the potential beneficiaries of such
development are next-generation mechanical systems. Meanwhile, the blockchain-based apps introduced by Filament
utilise independent shrewd contracts and sensors in a decentralized framework [36]. Along with the rise of industrial
activities, some financial companies, including the Bank of New York Mellon, Gemalto, Cisco and Foxconn Innovation,
have announced their plants to utilise blockchains to ensure security in their IoT. These companies are also planning to
develop a blockchain-based convention that contribute to the development of IoT systems, appliances and gadgets. The
benefits of combining IoT with blockchains outside of cryptocurrencies have also been proposed. In IoT, the blockchain
is considered a missing link that can help solve issues associated with security, scaling and privacy in the network. In
2011, Cisco predicted that approximately 50 billion devices will be connected to and operate on a global Internet network
through blockchains by 2020. In their latest forecast released in 2016, Cisco predicted that the number of these devices
will increase to 500 billion by 2030. To realise such prediction, companies must spend extravagant amounts on data
transmission alone. Moreover, the devices connected to the IoT need to be managed, and their security must be ensured.
These efforts introduce problems that hinder the mass adoption of IoT. Figure 3 shows the growth in the number of devices
linked to the IoT. In 2008, the number of these devices already exceeded the entire global population, and this number is
expected to reach around 50 billion by 2020 [37].
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Similar to IoT, blockchain is a relatively new technology, hence explaining why blockchain-based applications have
their own limitations. Nevertheless, given their decentralised nature, blockchains offer several advantages that have already
been implemented in IoT devices. Moreover, the negative effects of blockchains on the speed of IoT devices have not been
supported by any evidence.

5. SCENARIOS OF BLOCKCHAIN USE IN 10T

With their continuous growth, enterprises need to deploy IoT to store their information. IoT based on blockchains has
penetrated virtually all aspects of our daily lives, and some consumers are not even aware that they are actively using
such technology. One crucial aspect of using blockchains in IoT is the use of cryptographically impervious databases as
connection hubs [38, 39].

e Supply chains

A supply chain usually involves multiple users operating in different time zones, hence contributing to its complexity.
The importance of using blockchains in these supply chains has been recognised in recent years by food distributors,
pharmaceutical companies, seaport operators and electronics manufacturers amongst others. Several sectors are also exper-
imenting with revolutionary solutions to their supply chain problems. One of these companies is Samsung Electronics,
which is currently the largest producer of smartphones and semiconductors worldwide.

e Smart appliances

Smart home equipment is predicted to be a staple in every home in the future. Specifically, new houses and structures
are predicted to have several features that can be triggered using smart devices or the Internet. By warding off statistics
storage on the predominant server or in cloud storage in choose of blockchain, private statistics can be blanketed and the
domestic IoT community might also be secured.

e Electricity m arkets

Additionally, statistics from clever units can be used to improve power consumption in the community than at the
household or individual level. This option has already received the attention of governments and enterprises. For instance,
Siemens partnered with Energy a few years ago to establish a smart grid that utilises blockchain in buying and selling
electricity. The Russian authorities have described many degrees towards imposing clever energy. Using blockchain is
also expected to ensure the continuous operation of electricity storage structures.

o Transport
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The transportation industry is currently experimenting with the use of blockchains in IoT, such as in tracing the origins
of automobiles and their spare parts. For instance, two of the greatest automobile manufactures in the world, Jaguar Land
Rover and Volkswagen, started exploring smart contracts with the aid of IOTA. Specifically, a smart pocket is installed in
vehicles, which would allow vehicle operators to earn IOTA tokens in exchange for data on road conditions and congestion
and even join carpooling programmes. They may also utilise such tokens to pay for their parking or to charge their electric
vehicles. These German automobile producers intend to create a blockchain-based community where automobiles can
communicate with one another regarding potential accidents.

e Smart locks
Slock, a German company, introduced the Smart Lock technology that uses self-reliant keys in order for to rent, share or

sell a wide range of commodities, including homes or flats, bicycles and automobiles. Figure 4 illustrates the framework
of this technology.

o

w D Smart Contract .
D w

Ethereurn

User Owner

S

slock. it

FIGURE 4. Smart Lock system.

Take for example a manageable purchaser who needs to pay a deposit, lease and use an item and then return this item to
its proprietor to receive earnings that are much less that the associated fees. The entire process is computerised and guided
by smart contracts. Each transaction taking place in Smart Lock happens in real time on the EtherChannel blockchain
without any interference from a third party and is executed as soon as the lease is approved by using a smartphone [40].

6. CONCLUSION

Blockchains have high potential to be implemented by enterprises to ensure a private exchange of information with
a centric specialist. This technology effectively prevents the duplication of information similar to what is currently
being done with Bitcoin and other cryptocurrencies. Blockchains also change the way we perceive the security issues
in IoT and introduce opportunities for reconsidering those decades-old issues associated with the formation of online
personalities. The Internet was not originally designed to serve the current exchanges taking place nowadays. Moreover,
recent communication innovations lack sufficient data regarding the characteristics of people or gadgets involved in these
exchanges. The stakes are more prominent than fair keeping mechanical sensors online. Addressing such challenges can
contribute to the development of new approaches for building online characters, ensuring reliable exchanges and building
flexible systems. This paper presents an overview of blockchain as a solution to IoT security issues and categorises the
most prevalent issues affecting the privacy of data in the network. We also propose some security improvements for IoT
and illustrate scenarios of implementing blockchain in IoT.
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