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ABSTRACT: Today's world is heading towards complete digital transformation, and with all its advantages, this
transformation involves many risks, the most important of which is phishing. This paper proposes a system that
classifies the email as phishing or legitimate. Initially, the samples were brought from different data sets, and then
the system extracts the features from all parts of the email. The proposed system uses one of the machine learning
algorithms (K-means algorithm) to select the valuable features; the proposed system uses four methods to calculate
the distance in the K-means algorithm. After features selection, The paper uses ANN as a classifier to classify
emails into phishing and ham, and the proposed system tunes the parameters of ANN to obtain a high percentage
of accuracy. The proposed system gave an accuracy equal to 99.4%.
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With the ubiquity of the Internet today, society uses Internet products for various things, such as sharing
knowledge, socializing, and conducting multiple financial activities, including purchases, advertising, and sending
money [1,2]. This state has led to the emergence of cybercrime; Cybercrime is using computers, communication
devices, or networks as a tool for illicit purposes. Such as phishing, identity fraud, theft of financial or credit card
payment data, and theft and sale of corporate data [3,4]. Phishing is a crime where perpetrators send fake emails that
appear to be from popular and trusted brands or organizations and ask for personal credentials such as bank
passwords, usernames, phone numbers, addresses, credit card details, etc. [5,6]. Phishing detection can be classified
according to different methods [7], such as List-based approaches; The URLs are saved in the database if these
URLSs are considered phished sites. When a new URL is used, it compares with the URLSs in the database, and if it
matches, it is prevented by the browser and is saved in the database for future use. This technique is called
blacklisting, and whitelisting is a technique for keeping legitimate URLSs in a database and checking for new ones.
This technique is characterized by high response time and high detection accuracy. The disadvantages of this
technology are that it cannot detect zero-Day attacks, and the size of the databases is significant [8]. Heuristic-based
approaches, This technique does not use search by URL's name but common characteristics of phishing sites, such as
The URL string and information of the domain name. Antivirus or intrusion detection systems create and use a
database of signatures of known attacks to scan websites. A website is considered a phishing website if its heuristic
patterns match the signature in the database. The main disadvantage is that Phishers can hide this feature when
creating the following phishing site, and virus signatures are often updated more slowly, resulting in zero-day
vulnerabilities [9]. Visual Similarity approaches, a list of regularly attacked pages (domain names and screenshots) is
kept to protect users against the possible impersonation of such pages. If a user accesses a page not on the trusted
list, its content is evaluated against the trusted ones. If there is a high visual similarity, it is regarded as a phishing
page since it impersonates one of the trustworthy pages. The disadvantage of this technique is that it relies on visual
similarity only. [10]. The machine learning approach, This technique uses machine learning techniques to detect
phishing. It uses a large labeled dataset as input to train a classification model, which then categorizes each input
sample into a predefined number of classes [11,12]. The trained models are binary classifiers because there are only
two classifications in a phishing detection problem (benign and phishing) [12,13]. Deep learning approach, Neural
networks are increasingly being used in phishing detection due to their ability to analyze complex patterns and
identify anomalies in data. NNs can be trained on large datasets of phishing and non-phishing samples [14].

The literature has extensively covered detecting phishing emails, but there have always been some shortcomings
[15,3]. For example, some articles use a data set that contains emails of only one class, or it consists of two classes.
Still, the difference between them is very large, or the data set is relatively small, or the data set is from one source,
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and this source may be biased. Some works extract features from only one part of the email. Some articles choose
the features based on experience or depending on some criteria, such as associating features with persuasion without
working with features abstractly. The proposed system extracts the features from all parts of the email using the
EMFET tool. The system uses the K-means algorithm to select features significantly impacting classification. The
proposed system uses an Avrtificial Neural Network to classify the samples into legitimate and phishing emails, with
tuning parameters for the best result. The paper is structured as Section 2 reviewed some related works; Section 3
explains the proposed model. The proposed model was trained and tested using two commonly used datasets, and
the test results are discussed in section 4. Finally, section 5 concludes the contribution of this article.

Niu et al., 2017 [16] introduced a hybrid classifier, which uses CS (Cuckoo search) to optimize parameter
selection in the kernel function. CS is integrated with a support vector machine to construct a hybrid classifier. Kumar
et al., 2020 [17] The researchers used hybrid classification, including SVM and PNN. The researchers have done an
XOR operation between SVM outputs and PNN outputs; This work obtained an accuracy of 98.3%. Castillo et al.,
2020 [18] used a window of 10 words for analyzing the neighborhood of texts and vectors of different sizes created
for testing different NN architectures. Also used the word embeddings as input in the NN, such as backpropagation
network, convolutional network, and recurrent neural network. Because this work uses different classifiers, the
accuracy ranged from 95.6% to 77.4%, depending on the database and classifier used.

Li et al., 2020 [19] the researchers in this article found that the persuasion principles used in phishing emails are
Authority, Reciprocation, and Scarcity; they also extracted the words associated with these principles and then used
three machine learning algorithms, which are (K-NN, DT, and Bayes algorithm) to classify the email as phishing or
not. The accuracy obtained in this work is equal to 99.42%. Manaswini et al., 2021 [20] This paper used Improved
Themis Model. The Improved Themis model has multiple layers to process email data at various levels. After
implementing the proposed model, the accuracy was 99.87%. Magdy et al., 2022 [21] The researchers aggregated
more than one data set of a different class. Features in this work are extracted based on the content: subject line, body,
return address, text, and URL. This work Used Low variance, Principal component analysis, and Chi-squared test to
reduce features in the features selection stage. Used ANN, which consists of the input layer, two hidden layers, and an
output layer, to classify the samples. The highest accuracy obtained in this work is 99.8%. Mughaid et al., 2022 [22],
The researchers used seven methods to classify the samples: a Locally-deep support vector machine, Logistic
regression, a Support vector machine, Boosted decision tree, a Neural network, a Decision forest, and Averaged
perceptron. Accuracy for classifiers ranges in the range (99.5% to 99.9%), Except the Boosted decision tree is 100%.
Butt et al., 2022 [23] the researchers proposed three methods for classifying using SVM, LSTM, and Naive Bayes.
The accuracy percentage of the SVM classifier was 99.62%, For the LSTM classifier was 98%, for the NB classifier
was 97%.

This work aggregated two common datasets, SpamAssassin and Naziro. SpamAssassin merged with the Naziro
dataset because SpamAssassin only contains legitimate emails, and Naziro contains phishing emails. The
SpamAssassin dataset is available at (https://spamassassin.apache.org/old/publiccorpus/), and the Naziro dataset Can
be obtained from (https://www.monkey.org/~jose/phishing/). MATLAB is the program used to implement the
proposed system. Figure 1 illustrates our proposed model, which consists of four stages:

e [Features extraction: At this stage, the proposed system extracts features from all parts of emails.

e Preprocessing stage: In this stage, the proposed system performs the binarization process by knowing the
threshold based on the mean, standard deviation, and the highest matching percentage with the actual class.

o Features selection stage: The proposed system uses the K-means algorithm to select the features through which
samples can be classified as phishing or not.

e Classification stage: The proposed system classifies the samples into phishing and legitimate samples using
ANN.

160


https://spamassassin.apache.org/old/publiccorpus/

Majeed Jasim Nabet., Iragi Journal for Computer Science and Mathematics Vol. 4 No. 3 (2023) p. 159-166

| |
|

Features extraction

}

Preprocessing
(Binarization)

!

Features selection

|

S
[uning |
_/

predicted class

FIGURE 1. The proposed system

3.1 FEATURES EXTRACTION STAGE

Data sets are in the form of actual emails, so the proposed system uses the E-mail Features Extraction Tool
(EMFET) to extract features from all parts of emails. The tool is available at
(https://github.com/WadeaHijjawi/EmailFeaturesExtraction). It is an open-source and flexible tool to provide the
ability to extract the features using any email corpus that have emails with an EML extension. The tool splits the
emails' parts (From, To, CC, BCC, Subject, Text Body, and HTML Body) in an output file, and it extracts the
selected features in another one as a CSV file. Also, The tool generates An error file if errors occur during extraction.
This tool extracts 138 features.

3.2 PREPROCESSING STAGE

At this stage, the proposed system implements binarization to make the data suitable for the neural network. The
proposed system Uses the threshold method based on the mean and the standard deviation. Then the proposed system
selects the threshold that provides the highest availability of the feature. Figure 2 shows the approach used to
implement this stage.

For Each Featuer From 2
Compute Mean And Standard Deviation Of Feature
For[=-3.2To3.2
Compute Threshold =Mean+Standard Deviation*I
L=0
For Each Samples
If Feature In This Sample > Threshold Then Feature Of Sample Is 1
Else Feature Of Sample Is 0
End If
If Feature Match Class Then L+1
End If
End For
IfL > Biggest Then
l Best Threshold Is Mean+Standard Deviation*I And Best Condition Is Direct
End If
L=0
For Each Samples
If Feature In This Sample < Threshold Then Feature Of Sample Is 1
Else Feature Of Sample Is 0
End If
If Feature Match Class Then L+1
End If
End For
IfL > Biggest Then
| Best Threshold Is Mean+Standard Deviation*I And Best Condition Is Inversion
End If
End For
The Threshold Is Best Threshold And Condition Is Best Condition For Feature
End For

FIGURE 2. Binarization approach

3.3 FEATURES SELECTION STAGE

The k-means algorithm is an unsupervised clustering algorithm, but the proposed system uses it in the feature
selection process, Where the proposed system makes combinations of binary, triple, quadruple, pentagonal, and
hexagonal features and implements the K-means algorithm with these combinations. The matching result of the
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algorithm is calculated with the actual classes, and the combinations with a high matching ratio are selected. The
proposed system takes the features as pairs (the first feature with the second feature, then the first feature with the
third, and so on) and implements the algorithm considering k = 2. After the end of the algorithm, The proposed
system examines the centroids of the two clusters. The cluster whose centroid is a phishing sample; is considered a
phishing cluster, and the cluster whose centroid is a legitimate sample; is considered a legitimate cluster, then The
proposed system calculates the Matching between the predicted class and the actual class, after choosing the top
twenty pairs with the highest percentage of Matching and re-work by adding the features to the twenty features so that
the assembly becomes a combination of three features and so on.

This work uses four methods to calculate the distance in the K-means algorithm:

i. Euclidean method: where the proposed system uses the Euclidean equation to calculate the distance, which is
Eq. (1)
d(C.F) =(E, - ¢, )*+(F, —C,) (1)

Where C= centroid; F= feature

Noticed that this method stopped improving at the quadruple combinations, so stopped forming new
combinations.

ii.  Manhattan method: This method replaces the square with the absolute; it uses Eq. (2)
d(C.F) = |E — e+ |F — ¢, )

Where C= centroid; F= feature

Like the previous one, this method also stopped improving with the quadruple combination.

The proposed system uses another two methods to calculate the distance in the K-means algorithm; the first
method that the Euclidean value is divided by the standard deviation to tune the values more, and the second method
that the Manhattan value is divided by the standard deviation to tune the values more. Both methods did not give
good results.

All previous methods assumed that the first initial centroid is the mean and standard deviation of the first feature,
and the second initial centroid is the mean and standard deviation of the second feature. This is in the binary
combination, while the triple combination has added the mean of the third feature to the first initial centroid and
added the standard deviation of the third feature to the second initial centroid.

This stage consists of two steps, the two steps carried out repeatedly to obtain the best results.

In this step, the proposed system tunes the parameters of the neural network after each execution of the neural
network; The parameters that the system tunes are:

e Input: In the features selection stage, the paper explained that the proposed system used four methods to
calculate the distance in the K-means algorithm, and each method gave us different results. Also, the proposed
system formed binary, triple, and quadruple combinations in the first two methods and Pentagonal and
hexagonal combinations in the other two methods. Therefore, the proposed system used binary and quadruple
combinations for all methods and hexagonal grouping for the other two methods in tuning the inputs of the
neural network. And every time the proposed system uses one of the combinations, it tunes the number of
features used, ten, twenty, or thirty features, as another type of tuning the inputs of the neural network.

e The ratio of training samples and test samples: The proposed system uses the following proportions to tune the
neural network, Fifty percent for training and fifty percent for testing, sixty percent for training and forty percent
for testing, seventy percent for training and thirty percent for testing, and finally eighty percent for training and
twenty percent for testing.

e The number of neurons in the hidden layer: In this parameter, the system first uses seven neurons in the hidden
layer and gradually increases their numbers until they reach fifteen.

The proposed system uses the ANN to classify the samples into phishing and legitimate. The ANN consists of an
input layer, an output layer, and one hidden layer. The system uses the tool (NPRTOOL) from MATLAB To
implement the ANN. The NPRTOOL uses the sigmoid function as an activation function in the hidden layer and the
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Scaled conjugate gradient backpropagation (a network training function that updates weight and bias values
according to the scaled conjugate gradient method) to train the system. Also, The tool computes the performance that
is the mean of cross entropy. The equation of cross entropy is Eq. (3). Figure 3 shows the structure of the ANN.

CE=—y=+logp— (1 —y)=logll —p) (3)
Where y= probability of output, p= probability of actual class

Hidden Layer Output Layer

FIGURE 3. -ANN structure

4. RESULTS AND DISCUSSION

The evaluation criteria used in this paper is total accuracy, which is the mean of training accuracy and test
accuracy. The training and test accuracies can be obtained from Eq. (4).

TPR+TN
TP+TN+FP+FN

Aceuracy = + 100 (4)
( )

Where TP= True Positive, TN= True Negative, FP= False Positive, FN= False Negative.

Figure 4 shows the results obtained from the Euclidean method. The y-axis represents the total accuracy, and the
X-axis represents the combinations used. The system compares the results with the result of using all the features to
see if the results were close to the result of using all the features. The results showed that in the case of choosing the
binary combination and thirty features, the results would be the best. The accuracy of the best result is 99.4%.

binary combinations and 10 features Quad combinations and 10 features
binary combinations and 20 features Quad combinations and 20 features
binary combinations and 30 features Quad combinations and 30 features
all features
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FIGURE 4. The results of the Euclidean method

As for the Manhattan method, Figure 5 shows that choosing the binary combination and twenty features is the best
choice. The result reaches 99% if using nine neurons in the hidden layer, the training rate 50%, and the test rate 50%.
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FIGURE 5. The results of the Manhattan method
The results of the third method used in K-means are not Influential. One case is Influential in The fourth method;

when using the binary combination and ten features, when the number of neurons in the hidden layer is 9, the training

rate is 50%, and the testing rate is 50%, the result will reach 99%.

When comparing the best cases in all methods, it was noted that the Euclidean method was the best as it gave the

best results. Total accuracy was obtained equal to 99.4% in more than one case. Figure 6 shows the differences

between the methods.

Manhattan method
= The Manhattan divided by the standard deviation

Euclidean method

The Euclidean divided by the standard deviation
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FIGURE 6. The best results in the four methods
Table 1 shows the five cases whose accuracy was 99.4% in the Euclidean method (all cases in binary

combinations and 30 features).

Table 1. The best cases

performance

0.0108
0.0214
0.0204
0.0201
0.0179

Test Ratio

50%
40%
30%
20%
40%

Training Ratio

50%
60%
70%
80%
60%

No. neurons

case

10

11
11
15

This work's results are considered good compared with other researches, as most of those studies did not reach
this result, and the use of the hidden single-layer neural network is fast and does not require a long time. Also, the rest

of the studies did not tune the parameters of the neural network but only used standard parameter tuning.
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5. CONCLUSION

This paper aggregated two data sets from different sources, containing phishing and legitimate emails, for the data
to be convergent to know whether the proposed system is effective. The proposed system extracted 138 features from
all parts of the email. It subjected them to the K-means algorithm (one of the machine learning algorithms) to reduce
the features that will be input to the Artificial Neural Network, and the system used the Artificial Neural Network as a
classifier to classify the samples into phishing and legitimate. The proposed system tuned the parameters of the
Artificial Neural Network to obtain the highest possible accuracy. The total accuracy of the proposed system reached
99.4%. In the future, the K-means algorithm can be replaced by another machine learning algorithm to improve
accuracy, and another type of neural network can be used to increase accuracy.
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