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Introduction
The Fibonacci’s numbers sequence
(1,1,2,3,5,8,13,21,34...)this sequence can be generate
by the following formula[3]:
frva=for1tfu YREN® fi=f=1
Where:
1. fin_2,f3n_1 are an odd number and f;, is even
number s n € N*.
2. fnz+1 _fnfn+2 =(=D"
3. Also, we obtain the Fibonacci’s matrix as:

n _ fn+1 fn ]
R
Fibonacci numbers appear in Nature so frequently
that they can be considered as Nature’s Perfect
Numbers. Also, another important Nature’s number,
the Golden ratio, which seen, in every area of life and
art, and usually it is associated with aesthetics, is
related to Fibonacci sequence[6].
In 2020, Kalika P. and Hrishikish M. are using
Fibonacci matrices with  Affine-Hill cipher in
cryptography [1]. Moh Vasim and etal.. in (2018) are
improved  Play-Fair encryption technique with
Fibonacci sequences to obtain good and secrete key
[2].
Definition: Generate A Matrix Key [7]
The basic working principle of this methods is also
done by two people (user), we will use matrixes
instead of numbers and find the public key and then
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In this paper we introduce a new Technique, this technique depends on

the Fibonacci sequence and Fibonacci Matrices with a Play- Fair which is
one of the cryptography systems. This method is applied in two steps, in
the first step we generate the Fibonacci matrices with key matrix by
particularity Fibonacci sequence to obtain first cipher and the second step
we apply the Play-Fair method to obtain the 2™ cipher (final cipher).

by using certain equation, both users will get the
same key.
Definition: Fibonacci Sequence and Fibonacci Q
Matrix
The Fibonacci sequence [7,8,9] is the sequence of
integers fn, defined by the recurrence relation
fn+2 :fn+1+fn VneN” fO =0 f1=f2= 1
5. Fibonacci-Q; _ matrix was introduced by Brenner
[7], later King were enumerated it’s basic properties.
In 1985, Honsberger [7] showed that the Fibonacci
Q-matrix is a squarematrix of order 2 of the form
Q — [n+1 f;1 ]: 11

S 0 L
1. The Algorithm:
Now, we introduce the algorithm for the new method
, in which we join between the Fibonacci matrices
sequence with the classical play-Fair cryptosystem:
Encryption:
Chose a nonprintable character( @,&,*,#,.....) to
insert it in the spaces among the words in plain text
or to complete the matrix.
Divide the plain text into equal segments (every
segment contain four characters or letters) these
segments are represented as matrix (2X2).

Using the following table of codes for alphabet:
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Table (a) Alphabet codes

TJPS

-1 12|34 |5|6|-7 |8 ]9 |-10]-11]-12|-13|-14
26 |25 |24 |23 |22 |21 |20 |19 |18 |17 |16 |15 |14 |13
A |B |C D |E F G |H |I J K |L M | N
-15|-16 | -17 | -18 | -19 | -20 | -21 | -22 | -23 | -24 | -25 | -26 | -27

12 |11 |10 |9 8 7 6 5 4 3 2 1 0

O |P Q |[R |S T |U [V |W | X |Y |Z 9

1. Generate the key matrix by Fibonacci formula
(f00=0,f01=1, fo2=1,£03=2,f04=3. fo5=5. f06=8, fo7=13,
fos=21,f49=34,f10=55)

2. Cipher 1= (plain matrix + Key matrix) mod n.

3. Cipher 2: we apply the Play-Fair method:

Table (b) Play-Fair Table

Al[B]Cc]|D [E
FIG|H[IK
LIM|N|O [P
Q|R[S|T |U
VIW|X|Y |Z

a. Decryption:

The decryption begin with cipher 2 and we apply the
play-fair but in reverse motion to obtain cipher 1.
And we use the key matrix with cipher 1 (with mod
n) to obtain plain text.

Particular part:

Now, we apply the algorithm in the following
example:

Plaintext: (Corn Finger Filled Chocolate Cream)

With symbol (&) and divide it into segments the plain
text is become:
Corn 6Fin
6Cre améé
And with the table of codes and put the codes in
matrices (2X2) as below

gerd Fill edsC hoco late

COI‘I‘I—[C O] [15 24
‘m”:[? F]=[18 ié]
gers =[] l=[g 7]
st -2
ed8C—[6 c] [22
hoco = [2 0] =[5, 13
e[} o[- [ 2
scre=[; o=l 3
-2 ][5 1

Now, to generate the key matrix from the Fibonacci
sequence:

where n=1and QP = Q{zx2)

Then,

(f00=0,f01=1, f02=1,£03=2,f04=3, fo5=5,f06 =8, f07=13,

fos=21,f00=34,f10=55)

and so the key matrix is:
_[f+r fa ]_[fiz fia _[144 89
Qaxe)= | ¥, = “lgo 55

fn—l fll f1()

and add the key matrix to all plain matrices with
Mod. Function (mod 27)

C°m:([24 ] [144 89]) (mod27) =
[161368101(} (mo fozf) d
mo mo 6 20
_[98mod2277 68mod2277]=[17 14]=UG]M
sFin= (15 131+ [go gl (mod2n) =
A el
mo mo
= l107mod, smodr. ) = |5 14l = RYAM
gers = ([ H] +[5o og)) (modz?) =
[164 111]( 0d27)
= [19684nr;nooddzz77 15151rrnlqooddzz77] _ [127 3] —YXIZ
F”lz(ﬁé 12] [144 89)(modz7)_
(TR i
mo mo
=[104m0djz 70m0d2277]=[23 16]=XADK
d6C=(22 23 [144 89) (mod27) =
[166 112]( d27)
166mody, 112mod
2[89r;n00d2277 79r;n00d2277]_ 8 25] WWSB
hoco = ([ 15]+ g9 5al) (mod27) =
[T
mo mo 1
:[113m0d§: 67m0d2277] [5 13) = ZTVN
1ate=([18 ] [144 89) (mod27) =
[162 115](m0d27)
162mod 115mod
_[96rrr1nood2277 77rrr1nood2277] [15 23] STLD
6Cre—([g ;3] [144 gg)(mod27):
[144 113](m0d27)
144mod,, 113mod
_[98mm00d2277 77rrr1nood2277] [17 23] RVJD
am66_([26 14] [144 gg)(m0d27)=
[170 103]( 0d27)
d d
- [1879012100d2277 150531;1100612277] =3 2% =snusp

The first cipher (C1)
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(UGJMRYAMYX]JZXADKWWSZZTVNGSTLDUVJDSHSD)
Suppose that (6 =A,W =B) The symbols are
agreed upon to get :-
(UGJMRYAMYX]JZXADKBWSZZTVNATLDRV]DSHSD)
To produce the second cipher (C2) we apply the Play-
Fair method (table-2) but we start with key word put
it in the table and complete the alphabet:

- Let the key word is (Matrix), then the table of

Play-fair is:-
MIA|T |R [
X|B|[C |D E
FIG|H |JKI|L
N|O|P |Q |S
ulviwly z

The work of this table is depend on the position of the
letter and the (left/right) and (up/ down) and the
Cross:
UG:FV,JM:FR,RY:DR,AM:MT,YX:UD,JZ:LY ,XA:
MB, DK: KQ,BW:CV
SB:OE,ZT:WI,VN:UO,AT:TR,LD:JE,RV:AY,JD:QJ,
SH:DL,SD:QE

Decryption

FV:UG

,FR:JM,DR:RY ,MT,AM,UD:YX,YL:JZ MB:XA,KQ
:DK,CV:BW
OE:SB,WI:ZT,UO:VN,TR:AT,JE:LD,AY:
RV,QJ:JD,DL:SH,QE:SD

So the second cipher (C2) is:-
(UGIMRYAMYXJZXADKBWOEZTVNATLDRV]JDSHSD)
Let’s get the ciphertext after offset (6§ = A,W = B) :-
(UGJMRYAMYXJZXADKWWOBZTVNSTLDRVJDSHSD)
Decryption

After we apply the reverse motion of play-fair:

_([6 144 89
UGil\;[B— ([%3 ~|'qe  ca]) (modz) =
= _41]( od27)=
=[ 138(mod27) —69(mod,;)] _ 124 12]=
—71(mod,;) —41(mod,;) 9 13
Corn

rRvaM = ([ )= [ oo]) (mods) =

_—16335 g1 mod)

_ [-135(mod,;) —87(mod,;)] [0
- [—63(mod27) —41(mod27)] - [18
6Fin

YX]Z=([17 ﬂ [144 89)( od,,) =
(22~ (mod,)
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—86(m0d27)] _ [20 22] _

—54(mod,,)]

—72(mody,,)
gerd

xapk = ([, 2°] = [or Sa]) (mody,) =

-141 -63
Ceb _ao) (modz)
=[—141(m0d27) —63(m0d27)]= 21 8]=
—66(mod;;) —39(mod,;) 15 15
Fill
_ 144 89
W"l":g‘([s 25l Lgo  5l) (modar) =
[_ 30](m0d27)
=[ 140(mod27) —85(mod27)]= 22 23]=
—81(mod;;) —30(mod,;) 0 24
edéc
_ ([l 207 [144 89
ZT;JLIL\I3— ([659 ol o ca)) (modz) =
[_ :42]( 0d27)
:[ 143(m0d27) —69(m0d27)]=[19 12] _
—84(mod,,) —42(mod,,)| 124 12
hoco
([0 7 144 89 B
6TLD—([15 23] [89 )(mod27)
[__1724 :g%](modﬂ)
:[—144(m0d27) —82(m0d27)]: 18 26]:
—74(mod,;) —22(mody;) 7 22
iate
_([9 5 144 89
RV]D_([U 23] 89 D( od,;) =
[_135 _gg](mOdzﬂ
=[ 135(mod,,) —84(mod27)]= 0 24]_
—72(mod;;) —32(mod,;) 9 22
6Cre
SHSD=([8 22] [144 89)( ody;) =
—136
[ _54]( 0d27)
:[ 136(mod27) —67(m0d27)]=[26 14]=
—81(m0d27) _54(m0d27)
amdd

So we see the plain text is more great than the
original plain text and this indicate that the cipher text
is different from the original cipher text and we have
(the first plain text) as fellow:
(CornéFingerdFilledShocoiate6Creamés)

And by the cancel the symbol (8) we obtain the
original plain text :

(Corn Finger Filled Chocolate Cream)
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