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ABSTRACT: Blockchain technology era is triggered due to current advancement in the decentralized paradigms
via facilitating secure collaboration among untrusted entities consequently superseding the necessity for the trusted
third parties’ existence. Notwithstanding its potential, blockchain scalability faces severe limitations such as low
throughput, high fees, and confirmation time latency. Several scaling solutions have been proposed, including layer
one solutions that substantially require fundamentally amending blockchain underlying infrastructure resulted in
further scalability complications. Layer two solutions, specifically Lightning Network, is a successful cryptographic
layer built atop of the Bitcoin blockchain that aims to alleviate these implications by deporting transaction processing
outside blockchain while ensuring security and consensus inherited from blockchain without compromising its
infrastructure. Payment channels form the core of the lightning network, facilitating fast and secure transactions
between participants. However, the network encounters substantial obstacles associated with transaction amounts
that exceed the current channel capacity, leading to payment failures and limiting its effectiveness. Payment Channel
Networks (PCN) have been risen as an evolved replacement that solves payment channel’s issues, seeking to enhance
transaction throughput and reduce confirmation delays by solving limited capacities shortages. This paper thoroughly
examines PCN efficiency impacting factors that hinder its current adoption growth and avoiding its widespread
employment. Additionally, existing solutions are reviewed and categorized based on the PCN building architecture.
The research concludes by outlining potential research avenues and future directions to improve the efficiency and
practicality of the Lightning Network PCN. This research contribution aids the advent of blockchain layer two
technology and participates in its integration into real-world applications.

Keywords: Blockchain, Layer Two Solutions, Lightning Network, Payment Channels Network, Efficiency
Challenges.

1. INTRODUCTION

Blockchain is a decentralized digital public ledger that enables secure recording, storing, and verification of
transactions across multiple nodes in a network [1]-[3]. It was built as cryptocurrency foundation storing technology
such as Bitcoin nonetheless, the demand on its services have been extended to other industries. At its core, it comprises
numerous components like consensus mechanisms, miners and interconnected blocks containing a set of transactions.
The consensus mechanism is the regulator that organizes transactions validation processes and new blocks addition to
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the chain accompanied with guaranteed integrity, immutability, decentralization, transparency, and trustlessness
therefore, the selection of a specific consensus mechanism relies on the blockchain predefined objectives. Proof of Work
(PoW) is employed by the Bitcoin blockchain. Miners aim to solve complex mathematical puzzles, leading to the first
successful miner earning the privilege of adding a new block to the blockchain; however, despite its effectiveness, this
process is highly costive in terms of energy consumption. Proof of Stake (PoS) offers an energy-efficient alternative and
is exemplified by Ethereum blockchains. Validators are chosen to create blocks and verify transactions based on the
amount of stake they have. Delegated Proof of Stake (DPoS) featured in blockchains like EOS and Tron, introduces a
voting system where token holders select a limited number of delegates. These delegates are responsible for validating
transactions and creating new blocks, boasting scalability and speed as their strengths. Proof of Authority (PoA) states
that validators are identified entities which operate in private and consortium blockchains where trust is guaranteed.

Proof of Space (PoSpace) allocates storage space to miners for their participation in the consensus process. Miners
must prove they have reserved a specific amount of disk space, showcasing a more energy-efficient alternative to PoW.
Proof of History (PoH) employed by Solana's blockchain to timestamp transactions without the need for miners to solve
intricate puzzles resulting in rapid throughput and swift confirmation times. Practical Byzantine Fault Tolerance (PBFT)
is a favored choice for permissioned, relying on a predefined set of nodes to efficiently reach consensus due to its obvious
efficiency. Miners are powerful elected mining nodes which are responsible for verifying transactions by relying on their
powerful capacity and resources through solving complex puzzles suggested by a consensus mechanism. Once
transactions are verified, the consensus algorithm will incorporate them into the block, ensuring that all networked
participants unanimously agree on the transactions' validity and, thus, immutability and finality are attained [4]. Finality
is an essential concept as it operates in common blockchain networks. It refers to the point at which a transaction is
considered irreversible and confirmed. However, in most blockchain networks, finality is achieved probabilistically. It
states that as more blocks are added to the blockchain, the likelihood of a transaction being reversed or altered diminishes
significantly. Each additional block added to the chain further solidifies the transaction’s status, making it exponentially
less likely to be subject to a blockchain reorganization or fork. Upon appending a block to the chain, it becomes an
enduring and transparent record that is difficult to modify.

Decentralization is a crucial feature that eliminates the need for any central authority to validate and authorize
transactions. Instead, it relies on a network of distributed nodes, working together to ensure the system's integrity and
immutability through storing a copy of the ledger locally. It enhances transparency, security, and resilience. Furthermore,
Its potential to revolutionize various industries such as supply chain management, healthcare, voting, intellectual property
protection, and many others have benefited from its services [5]-[8]. However, due to security and decentralization
features, scalability remains a major drawback in which low transaction throughput is estimated to be 7-10 tps, high
verifying fees at peak times, while confirmation and inclusion consumed time is elevated, reaching 60 minutes caused by
the consensus algorithm [9]. It is proven that Bitcoin consumes 3373287.7-34817351.6 global kWh while 360.39300—
3691.40700 is exact (kWh/per transaction) [10]. Blockchain trilemma was addressed initially by Vitalik Buterin, the
founder of the Ethereum blockchain, stating that scalability, decentralization, and security properties cannot be all
enhanced simultaneously to the full extent while emphasizing achieving balanced solutions among these features [10].
Several scaling solutions have been introduced in the blockchain. Layer one solutions, like Hard Fork, were proposed to
amend block size while it impacts security. Additionally, a segregated witness has been introduced to remove signatures
from the transaction's structure, enhancing storage spaces, leading to better scalability while influencing security
passively. Finally, sharding that segments blockchain into several storing clusters and controlled by certain shards;
however, it dedicates centralization that in essence violates decentralization nature.

Layer one solutions are yet to be efficient due to substantial amendments to blockchain underlying infrastructure,
leading to high costs incurred [11],[12]. Layer two emergence such as Lightning Network represents a promising solution
that scales blockchain. It is a cryptographic protocol that functions atop the Bitcoin blockchain. Lightning Network's
primary purpose is to alleviate transaction processing burdens from the blockchain without compromising the
blockchain’s infrastructure; meanwhile, it inherits only security and consensus. It is formed mainly by Payment Channels
by connecting two users who are required to contact the blockchain in three cases: open, close, and dispute cases. In an
open case, users contact blockchain to open a shared account with deposited funds by both sides with mutually signed
transactions to regulate how the fund will be spent. Closing channel is incurred once the payment lifecycle is finished or
channel capacity is depleted, and final balances are updated and published in the blockchain. Finally, in dispute cases
rises in which blockchain with supported evidence to preserve victims’ rights. However, transferring amounts that exceed
the channel capacity within the current design can result in payment failures. Additionally, channel availability is affected,
and the lack of support for rebalancing further impacts overall efficiency. Payment Channel Networks (PCN) has been
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devised by Poon and Dryja in 2016 [14] as a promising, efficient, and scaling solution to overcome the payment channel’s
capacity by concatenating several available channels, forming an indirect payment path among participants devoiding of
opening new channels, and avoiding blockchain costive processes.

PCN relies on splitting big amounts into several micropayments, first introduced by Piatkivskyi and Nowostawski in
2018 [15]. Payment splits are routed among communicated participants versus small paid fees; however, split delivery is
not guaranteed; therefore, a conditional transfer mechanism rises as persistence demands to achieve synchronized
payments. Despite the promising advantages of PCN, many questions remain unanswered. There is a noticeable
deficiency in detailed studies that explore the workings, existing challenges, and potential issues that might emerge
avoiding its wider usage. Furthermore, there is a clear need for focused pathways to guide future research addressing
these concerns and facilitating a smooth integration of Layer Two solutions within the existing blockchain framework.
As far as we are aware, no previous research has conducted a thorough analysis evaluating the PCN efficiency-impacting
factors or categorized solutions based on the mechanism’s architecture. This research bridges the current knowledge gap
through an in-depth examination of the PCN, delving into its operational mechanisms, identifying ongoing challenges,
and highlighting unresolved issues through a comprehensive review that formulates, identifies, classifies, and defines the
factors influencing PCN efficiency while categorizing solution mechanisms based on their architecture. Simultaneously,
it identifies and distributes literature related to PCN efficiency factors. By addressing these challenges, we aim to advance
scalable blockchain solutions, unlocking the full potential of blockchain technology across various industries. Our goal
is to provide a robust roadmap for future research, facilitating the sustainable growth and adoption of Layer Two scaling
solutions. The remainder of this paper is organized as follows; Section 2 considers the proposed research taxonomy,
while section 3 includes layer two solutions. Section 4 includes interoperable mechanisms that currently built solutions
and their evolutions; furthermore, section 5 represents PCN, its architecture, synchronization and efficiency impacting
challenges. Sections 6 and 7 formulate and classify recently proposed solutions.

2. RESEARCH TAXONOMY

The proposed taxonomy is explicitly dedicated to analyzing Bitcoin blockchain layer two solutions through navigating
a Lightening Network incorporated with current investigated channels in terms of their evolution, types, interoperable
mechanisms, solutions, synchronization, especially HTLC, efficiency impacting factors, and finally, solutions
categorization as depicted in Figure 1.
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Figure 1. - Research Taxonomy.
3. LAYER TWO

Layer Two solutions often called off-chain, are protocols built to enhance Bitcoin blockchain scalability and
efficiency by addressing particularly transaction throughput and time latency limitations. Solutions have achieved this by
processing certain transactions off-chain, reducing the burden on the main blockchain while maintaining security and
trustworthiness. Lightening Networks (LN), Side Chains and many others are prominent examples currently employed
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for more practical and everyday transactions, microtransactions, and a wide range of applications beyond simple peer-
to-peer payments. The LN was first introduced in 2016 by Poon and Dryja [14] as a cryptographic application designed
to overcome the scalability aforementioned limitations. Figure 2 depicts simple LN architecture.
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Figure 1. - LN Building Concept.

The primary goal of the LN is to enable fast, secure, and cost-effective transactions in a trustless manner within a
peer-to-peer network of payment channels. It utilizes state and payment channels as its core components. Payment
channels are dedicated to financial purposes, while state channels provide a generalized channel usage concept. It forms
an offchain of networked channels separate from the Bitcoin blockchain. Unlike traditional Bitcoin transactions that are
only broadcasted, LN employs specific communication protocols and routing algorithms to route transactions. Combining
on-chain and off-chain allows the LN to scale the blockchain without requiring fundamental changes to the underlying
infrastructure or consensus mechanism [16]. Participants establish payment channels with one another, conducting
multiple transactions securely and without broadcasting each transaction in the blockchain as it significantly reduces
transaction fees and processing times, increasing overall transaction throughput. Participants create and sign a smart
contract in a payment channel, defining the rules for the channel's operation regarding depositing and spending funds.
State channels extend beyond financial services and offer advantages in various applications across different industries
such as gaming, healthcare, management, content delivery networks and many others. In LN, state channels act as
indicators for updating the channel state, with multiple parties collectively agreeing on new states for previously agreed-
upon smart contracts. Over time, channels have evolved from unidirectional to bidirectional, enabling both parties to send
and receive payments [16]-[18]. They have further evolved into multihop and singlehop networks [20], [21], enhancing
the overall network's scalability and flexibility.

Table 1 highlights the advantages and disadvantages of LN. Intensive researches have resulted in various off-chain
protocols aimed at enhancing the efficiency and scalability of LN by addressing other impacting factors, which will be
discussed in later sections. These protocols include payment channels [18],[21], [22], virtual channels [24], channel
factories [25], payment channel networks [13],[25]-[27], routing protocols [28],[29], fee minimization [31], reduced
collateral time locking [32], channel rebalancing [33], as well as security and privacy enhancement [33]-[35]. These
protocols leverage essential blockchain properties like integrity and synchronicity, performing efficiently within specified
time windows [36],[37].

Table 1. - LN Advantages and Disadvantages.

Advantages Disadvantages
e Centrality arises from interconnected
There are no inherent restrictions channels featuring well-equipped nodes,
on the number of payments per channel capacity, availability, and the
Fast Payments second, while the only limitation ~ Security dynamic nature of routing mechanisms.
is the capacity of the channel. [20].
[36]. e It does not support security generating

proofs [39].
. One of the obstacles is to preserve identities
There is no need for trusted - . S
and capacities that aim to remove any linking

third part_les;_therefore, Anonymity relation and avoid the impact of several attacks
decentralization and autonomy [40]

Trustless
Transactions
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are ensured in payment
processes [22].

Cost- _Cheaper transaction proces_sing Closed One of the risks when usin_g the LN is closing
Effective Fees M LN compared to on-chain Channel the channel and going offline through
Bitcoin transactions [41]. Fraud fraudulent channel close [39].
Open _Chanpgls can remain open
Indefinitely indefinitely if both parties
cooperate [42].
High transaction throughput can
Scalability process millions of tr_ansactions
while channels remain open
[23].
. Ability to route payments across
';‘J\?angéc multiple compatible blockchains
[43].
Payments are not publicly
Privacy recorded in the blockchain,

enhancing privacy. [40] [36].
Requires fewer resources and
Low Resource incurs less computation
Consumption  overhead, as information is not
stored indefinitely [44].

4. OFF-HAIN INTEROPERABILITY MECHANISMIS.

It refers to the set of protocols, technologies, or methods used to facilitate communication and interactions between
different blockchain networks or between blockchain and non-blockchain systems in an off-chain mode without
conducting all of the operations on the main blockchain. The role of off-chain interoperability mechanisms is to enable
data transfer, value exchange, or information sharing between multiple blockchain networks or systems efficiently and
securely. This is crucial because the blockchain ecosystem is highly fragmented, with various blockchains designed for
different purposes and use cases. Interoperability mechanisms allow these blockchains to work together and leverage
each other's strengths while maintaining security and trust. Consequently, Off-chain interoperability mechanisms play a
vital role in connecting and coordinating the activities of different blockchain networks and systems. They help overcome
the challenges of fragmentation and isolation in the blockchain ecosystem, allowing for a more interconnected and
versatile blockchain space.

4.1 SIDECHAINS

Sidechains have revolutionized the blockchain space, offering significant advancements in interoperability and
scalability; meanwhile, security and privacy features are enhanced, resulting in contributing to the evolution of existing
blockchains [29]. Their primary purpose is to expand the capabilities of interconnected blockchain networks, enabling
seamless data transfer and reinforcing overall system security, as shown in Figure 3.
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Figure 2. - Side Chains Architecture.
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One of the critical benefits of sidechains is their ability to be isolated from the on-chain, safeguarding against
cryptographic vulnerabilities. Any security issues arising in a sidechain are contained within its environment, protecting
the on-chain. They enable decentralized token transfers and data exchange between different blockchain systems,
achieved through specifically designed chain structures and consensus mechanisms through utilizing different consensus
protocols, providing greater flexibility. They are connected with the on-chain via a two-way peg mechanism, enabling
smooth data and consensus transfer between the two blockchains. Users can lock their tokens on the on-chain, and the
sidechain generates an equivalent value of tokens for its ecosystem. Conversely, users can transfer tokens between the
sidechain and the on-chain, resulting in a corresponding adjustment of tokens. Sidechains architecture is typically
classified into three types of schemes, as represented in Table 2 [44]-[46].

Table 2. - Side Chains Solutions.

Scheme Methodology

This straightforward approach relies on a trusted third party to oversee token

locking and unlocking operations between the on-chain and pegged sidechains.

Third-party manages these operations on both chains.

An enhanced iteration of centralized pegs, this approach involves a group of

notaries controlling the lockbox. Token transfers require the majority agreement of

the participating notaries.

SPV, also known as lightweight clients, enables transaction verification without

Simplified Payment downloading the entire blockchain. It uses Merkle tree proofs to validate target

Verification (SPV) transactions and ensures the security of the sidechain. The process involves waiting
periods for confirmation and contest, eliminating the need for third parties.

Centralized Two-Way
Pegs

Multisignature/Federated
Two-Way Pegs

4.2 CROSS CHAINS

Cross chains are crucial in facilitating asset transfers between blockchains by establishing a communication medium.
However, moving assets from a blockchain with a less secure consensus mechanism to one with a more robust mechanism
can introduce safety risks due to the differences in their respective security measures and protocols. Figure 4 provides a
conceptual overview of cross chains [43], [48].

L[ L[

‘. ‘. Hash Lock " ‘.

- Secrete -

L[ L[

Figure 3. - Cross Chains Conceptual Overview.

A standard Cross Chain Communication protocol comprises three main phases: commit on chain A, verify and
commit on chain B, and an optional abort. The central challenge is represented by the required design to establish the
appropriate trust model for each phase by considering whether relying totally on a trusted third party, dependence on an
explicit synchrony assumption, or a hybrid approach that involves a trusted third party only when synchrony is breached.
In the Pre-Commit Phase, the commit step typically involves locking and unlocking assets on chains A and B based on
protocol outcomes. Coordinator implementations are classified based trusted model. Trusted third-party coordinators are
the simplest approach which correct execution, involving custody of assets and participation in blockchain consensus,
while synchrony assumptions replace coordinators, with participants independently verifying commitments within a
specific time frame. Finally, a hybrid model that represents a combination of both trusted models, watchtowers is a perfect
example that acts as a fallback to ensure correct termination. In the verification phase, the commitments on interlinked
chains can be verified under various trust models. These include relying on a trusted third party for simplicity, using
synchrony assumptions for direct observation or chain relay intelligent contracts, or adopting a hybrid approach
combining synchrony and a trusted third party. The Abort Phase often applies to exchange protocols. In this phase,
approaches vary based on trust models. Trusted third parties can handle aborts, or timelocks can be introduced for
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protocol termination. A hybrid approach involves using watchtowers to ensure correct termination if participants
experience failures. The notary schemes and blockchain of blockchains act as intermediary platforms for facilitating
inter-blockchain transactions [49], [50], as illustrated in Table 3.

Table 3. - Cross Chain Types.

Chain Type Working Methodology
Notaries actively monitor multiple blockchains and listen for transaction events, enabling
Notary interoperability and seamless asset transfers between different blockchains. When a relevant event
Schemes occurs on one chain, the notary creates a corresponding transaction on another chain. Crypto

exchanges like Binance and Coinbase exemplify this notary concept [51].

This approach aims to achieve interoperability and customization by connecting several
interconnected blockchains that securely share data managed by a central chain. It focuses on
reducing blockchain development periods to the shortest possible duration. Two proposed solutions
are Cosmos and Polkadot [17].

Cosmos Polkadot

Independent blockchains are connected The concept of Parachains, where coherent parallel chains
Blockchain of in a decentralized manner, each called a exist alongside the main blockchain. Validators in the
Blockchains zone and having its own rules to manage main chain validate state transitions, while interparachain
its assets. Zones are connected using a communication is facilitated through the Cross-
bridge-hub model, where each hub Consensus Message Format (XCM) and Cross-Chain
serves as a central point for sharing state  Message Passing (XCMP) protocols. Polkadot allows for
updates, forming a network of zones. the direct connection of numerous parachains to the relay
chain, though long-term connections and nested
parachains are still in development.

4.3 CHANNELS

Channels are a fundamental infrastructure component that enables off-chain transactions applicability. They are a
mechanism through which participants can interact and conduct multiple transactions without the need to record every
single transaction on-chain. They are a way to facilitate fast and cost-effective Bitcoin transactions; meanwhile, state
channels are more versatile than payment channels. While payment channels are designed primarily for payments, state
channels allow participants to engage in complex, multi-step transactions, similar to smart contracts on-chain. In essence,
payment and state channels are the engines driving the LN, enabling fast Bitcoin transactions while addressing scalability,
privacy, and efficiency challenges.

4.3.1STATE CHANNELS

It has broadened the payment channel concept, enabling application diversity [23]. These channels offer a lightweight
solution for scaling layer two transactions by conducting offchain transactions between parties. Payment channels
evolution is elevated by state replacement techniques, which assume rational behaviour and adherence to agreed-upon
obligations by channel participants [52]. Two smart contracts are utilized in state channels: one for the state channel and
the other for the application execution. State replacement techniques ensure that channel states are updated on-chain.
Parties exchange signed messages with updated states and round numbers. If a party fails to respond or provide invalid
data, a dispute can be initiated by broadcasting the recently agreed state on-chain. The dispute handler verifies evidence
during a waiting period and commits the state with the highest round number. After finalizing the state, participants can
submit new inputs for the subsequent round [36],[52]. State Replacement Techniques (SRT) represent controlling
techniques to ensure the channel's evolution by replacing the old state with a new state. Ideally, state replacement should
occur once to achieve transaction finality. However, certain state replacement techniques incorporate a dispute
mechanism to address potential participant disagreements regarding the proposed new state [54]. Table 4 presents the
state replacement techniques.
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Table 4. - State Replacement Techniques.

Techniques Roles

Replace by Transaction sender signs and announces a new state while the receiver needs to countersign
Incentive (Rbl) it, motivating him by offering higher incentives [39], [55].
State channels have associated timelocks based on blockchain block height. As time passes,

Replace by timelocks decrease. Before expiry, newer states replace older ones. The state with the lowest
Timelock (RbT)  timelock is included in the blockchain first. Expired timelocks make transactions immutable
[17].

Replace by Participants may need to revoke a previously submitted state on the blockchain. To do this,
Revocation all participants must propose a new state within a specified time window determined by the
(RbR) parent blockchain [56].

Replace by An incrementing counter indicates the version of a state. A higher version number denotes a
Version (RbV) more recent state. Therefore, a higher state number can replace an older state [52, 56-58].

The Rbl and RbT mechanisms ensure that the latest state is inserted into the blockchain only once, maintaining data
integrity. Conversely, the RbR and RbV mechanisms allow participants to challenge the submitted state through a dispute
process, where counterevidence can be provided. This dispute process can lead to either a closure or a command dispute.
In a closure dispute, the channel is closed, and the resolution occurs exclusively on the underlying blockchain. The
relevant parties must submit evidence within a predetermined time frame. After the evidence is submitted, one of the
participants processes the evidence to resolve the dispute. [23],[59]. In contrast, command disputes execute a set of
commands on the parent chain to resolve disputes, and the channel resumes its operation offchain after command
execution. The blockchain provides a fixed time duration to collect commands from the participants and executes all the
collected commands to find a resolution [59]. Some solutions, such as [19],[60], extend the dispute process expiry time
to support the execution of a large number of commands [61]-[63]. However, both dispute resolution mechanisms always
assume the relevant participants to be online. To address the need for continuous online participation, watching services
assist participants in observing disagreements, subverting the requirement of staying online, thereby, cost overhead rise
as an implication issue.

4.3.2PAYMENT CHANNELS

Payment channels are a solution for faster and more scalable transactions in the LN, as they enable users to conduct
multiple transactions without involving the blockchain directly for each transaction. Participants in a payment channel
can establish it by opening a multi-signature account with a predefined amount representing the channel’s capacity, while
funding and refunding transactions are required to be signed prior to the payment process performed in order to regulate
spending regulations. Once the channel opens, it can perform unlimited offchain transactions, updating its balance state
regularly. The final channel state is recorded on the blockchain when the participants decide to close the channel. This
approach reduces transaction fees, improves transaction speed, and enhances scalability compared to traditional on-chain
transactions [56]. However, channel capacity and the necessity for direct connections solely between two parties pose a
notable efficiency obstacle, especially when the transaction amount exceeds the channel's current capacity, resulting in
payment failures. Moreover, the absence of support for payment channel rebalancing contributes to a reduction in
available channels caused by issues such as channel closures, refunds, and channel reopening, all of which are subject to
on-chain scaling constraints. These shortcomings have a substantial adverse impact on overall efficiency. [18], [24], [25],
[64]. There are two channel types represented in Table 5.

Table 5. - Payment Channel Types.

Channel Type Specification Drawback
It enables one-way fund flow from sender to eIt does mnot support conditional
recipient using two transactions: payment increase  payments.
and refund. It utilizes RBI technique, with the e Lacks a mechanism to refund the

Unidirectional receiver broadcasting the final settlement transaction  remaining amounts to the sender.
for example Spilman channel [66] is a trustless e Transaction malleability allows
payment channel involving funding and refund  modification of transaction

identification hashes [53, 56].
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transactions, with the channel's lifetime determined

by the refund transaction's lock time.

Blockchain payment transactions use time locks to e Conflict between channel resets and
settle newer transactions within a shorter window,  required branch nodes in disputes.
with a safety margin A. Authors in [67] introduced o Computation time.

Duplex Micropayment Channels (DMC) combining o Payment synchronization.

RbI and RbT through Invalidation Trees. DMC 4 priyacy and security preserving.
enables bidirectional payments using the lowest time

lock branch for blockchain priority. An alternative

DMC version supports multiple parties with

indefinite channel lifetimes, eliminating fixed expiry

times.

Bidirectional

5. PAYMENT CHANNEL NETWORK

PCN was initially proposed by Poom and Dryja [14] as a promising scaling solution to overcome the drawbacks of
payment channel capacity. PCN enhances payment channels' lifecycles and optimizes their capacities by creating a
network of interconnected payment channels between participants that enable fast, low-cost, and scalable off-chain
transactions, ultimately forming an indirect payment path. The primary objective of PCN is to eliminate the need for
creating new channels, thereby reducing fees and time consumption associated with regular on-chain processes [17]. PCN
facilitates direct and indirect interactions between parties, employing underlying or specifically designed routing
algorithms. A crucial concept in PCN is the splitting of large amounts, which was first proposed by [15]. This approach
effectively addresses capacity issues by multipath routing algorithms to divide a large payment into several smaller
segments. By distributing the payment value across multiple paths, the network can efficiently utilize available channel
capacities, increasing the likelihood of successful routing. These split payments can be routed directly from the sender to
the receiver based on available channel capacity or indirectly through multiple intermediate hops, accompanied by small
charging fees [27]. The success of routing payments in PCN relies on finding suitable paths with sufficient capacities.
While PCN mitigates the need for frequent rebalancing, it does not entirely eliminate it [33]. However, the severity of
rebalancing in PCN is generally less compared to regular payment channels, ensuring more extended channel availability
periods. Despite the benefits of PCN, there are challenges to consider.

Payment splits are not guaranteed to be successfully delivered to the receiver, leading to potential false claims of non-
receipt by any participating party. At the same time, the sender remains uncertain about the completion of the payment
round. Additionally, transaction finalization time and payment routing paths can be prolonged, causing channel capacities
to remain locked and impacting overall channel availability and efficiency. Channel synchronization has been developed
to address these challenges [16], [38], [53]. Figure 5 illustrates the lifecycle of PCN.

~ - . . . . - - . -
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Onchain ~
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Channel Opening 1220 BTC
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Figure 4. - PCN Lifecycle.
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5.1 CHANNEL SYNCHRONIZATION

Channel synchronization, or conditional transfer, is a set of predefined rules agreed upon by communicating parties
for transferring specific amounts within a specified time window. Poon and Dryja [14] have defined two fundamental
features, atomicity and counterparty risk. They play a vital role in managing and measuring the success of a payment
round within the PCN. These backbone properties are essential for forming a secure and efficient conditional
communication payment protocols [34]. Table 6 illustrates the required features to achieve channel synchronization.

Table 6. - Channel Synchronization Features.

Feature Roles

Atomicity is a crucial feature in PCN, ensuring that all sent payments are either fully delivered
within a reduced time window or the entire payment process fails window [68]. It guarantees
Atomicity the integrity and reliability of transactions, preventing reserved capacities and allowing
termination in case of unresponsive nodes. Better atomicity can be achieved with single-path
routed payments and mechanisms like HTLC [68, 69].
Counterparty risk in PCN refers to the possibility of participants defaulting on their obligations.
Cryptographic commitment protocols and smart contracts provide added security, ensuring all
Counterparty Risk  parties fulfil their commitments and reducing counterparty risk. Balance security (BS) protects
participants' funds by maintaining CS, preventing financial losses even with corrupted parties
involved [70, 71].

5.2HASH TIME LOCKING CONTRACTS

Hashed Time Locked Contracts (HTLC) is a cryptographic communication protocol designed specifically for PCN
to enable conditional payments between interconnected channel participants within a specified time window [34],[48],
[72]-[74]. HTLCs are encrypted smart contracts in the network layer [76], integrated into PCN to form payment paths
involving multiple channels, such as LN or DMCs [39],[76],[77]. By enforcing atomicity, HTLC enables cross-channel
conditional transfers, where the sender locks coins along a path to the receiver, redeemable only if contract conditions
are met. HTLCs rely on two major conditions: Hash Locks (HL) and Time Locks (TL). Table 7 explains the role of both
HTLC conditions.

Table 7. - HTLC Conditions.

Conditions Role

HL restricts spending of an output until specific data is revealed, allowing multiple outputs
with the same HL to be spendable together.

TL restricts Bitcoin spending until a predetermined future time or block height, ensuring
contract execution within the network.

Hashlock (HL)

Timelock (TL)

HTLC earliest lightweight version relies on the receiver side by generating a preimaged hash value R = H(x) that is
built based on a collision-resistant one-way hash function where x is a randomly generated number. Source routing
payment is a sender-centric model where the sender has full knowledge of LN nodes, paths, and capacities. The sender
manages the payment path, generating and distributing secrets to other participants. The receiver receives a security
parameter for contract correctness during secret initiation [43],[78]-[80]. Despite its advantages, source routing payment
in PCN suffers from privacy and security issues due to using similar HLs in all routed contracts, disclosing sender-
receiver relationships, and exposing transaction values, enabling adversaries to distinguish concurrent payments by
corrupted or honest but greedy hops [4],[81]-[83]. Corrupted hops, introduced by external adversaries, aim to disclose
transaction history, while honest but greedy hops exploit their power to reject passing small payments [16],[17],[25],[54].
Corrupted hops can share information with a controlling adversary, leading to attacks like analytical and balance discover
attacks, violating atomicity [84],[85]. Moreover, channel locking counterparty's capacity and honesty verification
mechanisms are lacking, making collusion possible when secrets are revealed in reverse order during payment delivery,
leading to being vulnerable to certain attacks such as wormhole attacks and consequently impacting efficiency
[70],[86],[87]. Figure 6 represents both HTLC versions.
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5.3 PCN EFFICIENCY CHALLENGES

Efficiency remains an obstacle that prevents PCN wide adoption due to its fluctuated nature resulting from several
affecting factors; which enhancing these factors can be achieved by an adequate balance among them, resulting in
reducing measures like computation time, communication overhead, consumed resources, and increasing transaction
success rates which warrant careful consideration for its widespread adoption and successful implementation in real-
world applications thereby, mature understanding with further developed tools yield to better efficiency [88]-[90]. Figure
7 illustrates currently classified and discussed challenges.

PCN Effeciency

Challenges

Closing Dispute
Command Dispute

Routi Shortest Path
Impacting Counterparty
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Security
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Synchronization —
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Figure 7. -PCN Efficiency Challenges.

5.3.1 PRIVACY

Ensuring privacy in layer two transactions presents significant challenges, as it requires safeguarding payment history,
sender-receiver relationships, sender privacy, and the indistinguishability of concurrent payments. These privacy
measures are crucial for preserving participants' identities and their payment history [37],[39],[43]. Meanwhile,
preserving transaction privacy is critical in maintaining user privacy and avoiding conflicts with PCN efficiency. It has
been proven that privacy is supportive and not a conflictual rival. Privacy disclosure leads to longer transaction
finalization times or unresolved transactions, resulting in tied-up assets and reduced channel availability. Moreover,
payment rejection can be deliberately made by a rival adversary. In contrast, users face obstacles in completing
transactions, impacting the reputation of the payment protocol or nondeliberate due to some participants' greediness to
maximize profits, which imposes further implications [91]-[93]. Extensive research has been conducted, and the
subsequent sections will explore and analyse the latest proposed solutions. Table 8 provides an organized overview of
the privacy measures necessary for layer two transactions.
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Table 8. - Privacy Measures.

Measure Role
Ensuring the confidentiality of payment history balances to prevent external
Off-Path Value Privacy (VP) observations from accessing sensitive information and achieving overall
payment privacy [95].

Refers to the requirement that concurrent payments within a payment round
On-Path Relationship Anonymity (RA)  should not be distinguishable from each other to maintain anonymity and
confidentiality [29].
In the context of the source routing concept, the sender's identity must be kept
anonymous to protect their confidentiality [16].
This principle dictates that identities must be concealed during payment
Sender-Receiver Relationship processing while the transacted payments are known, necessitating the
implementation of VP to preserve privacy [20].

Sender Privacy

5.3.2 SECURITY

Conditional transfer also has an impact on efficiency. HTLC uses similar Hash Locks (HL) as payment transferring
conditions, atomicity is compromised, and the automatic unlocking of all forward contracts can lead to collusion and
result in WA [71],[72],[89]. Other cryptographic commitments are either heavy, complex, or crucial to achieving channel
consistency. Channel Consistency (CS) ensures contracts include unique cryptographic conditions, requiring each party
to pass the revealed secret to its next neighbor to claim funds. By incorporating these features, efficiency is supported by
security [29].

5.3.3 DISPUTE RESOLVING

Disputes originated in PCN typically within the network itself but are ultimately resolved on the layer one blockchain
[15],[27]1,[57],[95]. These disputes can arise when a party attempts to deceive others by submitting an outdated transaction
state to gain unauthorized access to previously acquired funds or when a party becomes unresponsive and unexpectedly
disconnects from the network. Synchronous communication is employed on the layer one blockchain to handle such
disputes, allowing parties a specific response timeframe [52],[96]. However, synchronous communication with the on-
chain layer poses challenges. Dispute transactions are treated like regular transactions in the on-chain transaction pool,
making them subject to the same time and cost constraints, including potentially high fees during peak periods imposed
by miners. The pool of pending transactions can contain both valid and invalid ones. Valid transactions include regular
on-chain or off-chain transactions, while invalid transactions may result from various attacks, such as the Flood&L oot
attack discovered by [98]. This particular attack aims to flood the on-chain network with invalid states, potentially leading
to unresolved disputes within the designated timeframe and, consequently, causing a loss of assets for their rightful
owners [16],[52],[58],[67]-

5.3.4 FEE MINIMIZATION

One of the significant benefits of the PCN is the ability to route payments with low fees. This feature allows all
transactions to be transferred at affordable costs, incentivizing the hops in the payment path to act responsibly[19],[98].
As they receive rewards, it helps grow their capital and generates the potential for higher returns. The availability of low
fees encourages participants in the payment path to conduct more transactions, ensuring a continuous flow of rewards,
which, in turn, contributes to the sustainability of the channels and prolongs their lifespan. However, the design of low-
fee algorithms remains challenging, as there are currently no standardized or universally accepted blueprints for
minimizing fees [100].

5.3.5 ROUTING

Routing algorithms are essential in impacting PCN efficiency, as they determine whether to prioritize short paths or
capacities depending on the specific technique used. It is a significant component for forwarding payments among
participants in the network [20],[100]. However, the design of routing algorithms can vary in their advantages and
disadvantages. Some algorithms may provide high security but prove to be inefficient, while others might be efficient but
less secure [93],[101],[102]. Routing topologies can be classified as either global or local knowledge. Global knowledge
implies that the sender has complete visibility of all networked nodes, links, and capacities. In contrast, local knowledge
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only provides information about the sender's immediate neighbours and their capacities [92]. The employment of specific
routing algorithm techniques can lead to challenges in efficiency. These challenges may include depleting capacities,
resulting in payment failures, potentially leaking sensitive information, and overlooking cheaper fee paths. As a result,
enhancing routing remains a substantial open challenge for researchers and developers in the field [17], [27], [39].

5.3.6 REBALANCING

Exhausted channels are typically closed, refunded, and reopened following an on-chain lifecycle. However, opening
and closing channels can lead to time and cost issues [104]. Rebalancing, essential to ensure optimal channel
performance, is not inherently supported by the natural design of channels. As a result, achieving rebalancing is not a
straightforward task, especially when dealing with many closed channels, leading to reduced channel availability,
resulting in lower transaction success rates and ultimately impacting overall efficiency [92],[104]. Implementing
balanced models, particularly in routing algorithms, remains a significant challenge and an open issue for researchers and
developers [32],[105].

5.3.7 COLLATERAL LOCKING

Collateral refers to the current channel capacity in the PCN. The collateral is passively affected by the length of the
payment path. Longer routing paths with higher fees result in longer locking times, which can deplete the channel capacity
[70] and affect the channel’s availability. Additionally, the residual amount left unused in the channel after the transaction
can lead to inefficiencies in the network [31],[53].

5.3.8 COMPATIBILITY

Compatibility with Bitcoin is vital in evaluating the effectiveness of methods used in various systems. As Bitcoin sets
the standard for blockchain projects, striving for compatibility ensures Interoperability and user acceptance. When
assessing a method, it is crucial to consider its alignment with the underlying infrastructure of the LN and its compatibility
with Bitcoin [42],[50].

5.3.9 INTEROPERABILITY

Interoperability in PCNs refers to the seamless integration and collaboration of different payment channels and
systems, enabling users to conduct transactions across various channels without encountering obstacles. In the context of
the LN, Interoperability means that network nodes can establish payment channels with other nodes, regardless of their
specific implementation. This unrestricted connectivity allows users to transact with any participant on the network,
regardless of their wallet or implementation. Interoperability is essential for the scalability and expansion of PCNs, as it
eliminates entry barriers and simplifies user transactions among different types of channels or blockchain designs.
However, achieving Interoperability relies on communication protocols among PCN nodes, which can be impacted by
privacy and security measures. An unbalanced interoperable mechanism can severely impact efficiency [43].

5.3.10 CHANNEL BUILT TYPES

Channel building in the PCN is classified into script-based and scriptless script types. Script-based payment channel
uses regular Bitcoin scripting language, offering simplicity, and allowing for flexibility in defining the conditions under
which funds can be spent in building communication protocols such as HTLC; however, it is complex due to the
flexibility of scripting languages and even lack smart contract adoption. Scriptless channel relies on complex
cryptographic techniques like Digital Signatures (DS) and Zero-Knowledge Proofs (ZKP) to enhance privacy and
security, introducing a higher cryptographic burden and decreasing overall efficiency.

6. PCN SINGLEHOP SOLUTIONS MECHANISMS

The underlying network structure influences the architecture of PCN solutions. Singlehop or Payment Channel Hub
(PCH) utilizes a star network configuration with a centralized intermediate node connecting all channels. In contrast,
PCN involves multiple connected (hubs). The analysis of literature in this section focuses on the previously addressed
challenges, their impact on other factors, and the overall efficiency assessment. Heilman et al. [107] introduced
TumbleBit, a unidirectional PCH that relies on an untrusted intermediary called Tumbler. TumbleBit's key aim is to
prevent adversaries from linking payments between payers and payees, providing an unlinkable payment hub. The
proposed solution is compatible with classic Bitcoin infrastructure. Meanwhile, Tairi et al. [108] have proposed Atomic
Locks (AZL) that enhance TumbleBit's Interoperability and efficiency while preserving routing anonymity to maintain
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identities. Cryptographic primitives like homomorphic encryption and adapter signature are used to blind the puzzle and
ensure that the corresponding solution differs between the puzzle sent and received by the hub. It enables transaction
transfers without revealing the linkage between sender and receiver. Qin et al. [109] incorporated Blind Channel into
BlindHub, a bidirectional PCH that prioritizes payment privacy. Both users agree on each channel update, but only one
user can see how the channel funds are redistributed. Furthermore, Heilman et al. [110] introduced blind signature
contracts, an anonymous payment method that employs smart contracts and blind signatures to establish unlinkability
and balance security. The solution ensures anonymity through epoch-based techniques, enabling payments within epochs
while preserving anonymity if the intermediary does not deny services.

Avarikioti et al. [96] have devised Brick. A singlehop PCN stays secure under asynchronous communication mode
with a blockchain. It employs a neutral and rational wardens committee to resolve dispute conflicts, transforming dispute
resolution from on-chain to off-chain instances and improving PCN efficiency. Conversely, Mavroudis et al. [111] have
designed Snappy. It proposes fast, secure, and scalable off-chain transactions in PCNs. Practical collaterals are introduced
to reduce payment latency, increase stability, and secure payment channels between parties. Ye et al. [112] enabled Garou
instantaneous and updatable off-chain transactions without third-party trust. It separates sending and receiving funds for
high concurrency, providing efficient and secure offchain payments. ObliHub, proposed by Wang et al. [113], uses
oblivious puzzle transfer to achieve anonymity among parties. It hides transaction directions and prevents the hub from
distinguishing the puzzle origin and destination. The proposed protocol establishes a transfer connection between the
sender and hub, concealing the sender and receiver identities during the transfer. Additionally, RouTEE is a PCH Solution
for transaction privacy and deposit reusability proposed by Lee et al. [114] to guarantee transaction privacy, deposit
reusability, and blockchain interoperability. It introduces an atomic deposit protocol and privacy-preserving deposit
certification to ensure fair payment channels and confidentiality of transaction values. Routing Fee Optimizing in PCN,
suggested by Sali and Zohar [115], focuses on optimizing routing fees in PCNs to avoid the dominancy of certain
financially capable parties. It employs spanning trees and game-theoretic models to achieve optimal liquidity and reduce
costs.

Boros is another solution introduced by Zhang et al. [116] in which it builds a channel hub to connect multiple
channels within a single controlling hub. It addresses the issue of channel depletion and large required deposits, enhancing
liquidity in the network. WISER proposed by Tiwari et al. [117] meant to enable multiple hubs to collaborate using Multi-
Party Computation (MPC) to aggregate transactions into a single monetary flow, providing optimal liquidity usage and
efficient transaction aggregation meanwhile, privacy preserving route discovery by Pietrzak et al. [118] have designed
LightPIR in which, it offers a privacy preserving route discovery mechanism for finding the shortest path within the PCN.
It efficiently utilizes hub labelling algorithms and private information retrieval. Finally, Mirzaei et al. [119] introduced
Garrison, a distributed PCH scheme with watchtower. It acts as a guardian watchtower in LN payment channels,
providing high-level security monitoring. It incentivizes watchtowers to behave honestly while , protecting clients'
channels against fraud attempts. PCH aims to reduce routing overhead and shorten paths; however, it comes with
significant security, privacy, and efficiency trade-offs. Adopting a star topology introduces centralization in PCH,
resulting in lower payment throughputs than decentralized topologies due to hubs' complete visual into participants'
identities and payment histories [15], [120] therefore centralization is a real threat to efficiency. Consequently, heavy
cryptographic techniques like blindization, ZKP, Non-Interactive Zero-Knowledge (NIZK), and DS becomes necessary
to protect security and privacy which results on degraded efficiency due to low transaction success rates with higher
consumed times. PCH Previously illustrated drawbacks remain an open challenge that requires further exploration and
adequate solutions. Table 9 presents routing solutions conducted.
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Table 9. - Singlehop Efficiency Factors Analysis.
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Dispute (On/Off): Onchain/Offchain Mode, HTLC: Hash Time Locking Contract, DS: Digital
Signature, TL: Time Locking, BS: Blind Signature, ZKP: Zero Knowledge Proof, H: Hash Function,
SGX: Intel Chip, PSS: Pointcheval and Sanders Signature, NIZK: Non-Interactive Zero Knowledge
Proof, PCS: Pederson Commitment Scheme, NS: Not Specified, BTC: Bitcoin, ETH: Ethereum.
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7. PCN MULTIHOP SOLUTION MECHANISMS

Multihop PCNs operate in a decentralized and trustless environment through a linear networking model to establish
payment paths with multiple hops between senders and receivers. This innovative approach addresses the efficiency
challenges in PCN and effectively overcomes the limitations of singlehop solutions. Multihop PCNs have been designed
to tackle various efficiency issues in the payment channel network ecosystem. Current analyzed solutions have been
classified based on efficiency challenges discussed earlier.

7.1 ROUTING BASED SOLUTIONS

Malavolta et al. [94] introduced a routing algorithm based on the Breadth First Algorithm (BFS), Credit Network
(CN), and centralized landmark, while Prihodoko et al. [126] proposed Flare, which comprises two stages: Proactive and
Reactive. Proactive involves constructing a routing at each node, and Reactive finds a route from the sender to the
receiver. Roos et al. [127] developed SpeedyMurmur using BFS, Voute, and greedy algorithms to find the shortest paths
while considering available capacities. Yu et al. [88] designed CoinExpress, utilizing the distributed Ford-Fulkerson
algorithm and a locking technique to handle concurrency in specific channels. Stasi et al. [74] proposed two schemes
utilizing HTLC in multihop PCNs. The first scheme presented a novel approach for applying fees, and the second was a
multipath routing payment method based on atomic payments. Conversely, Dong et al. [77] proposed Celer, which
utilizes state channels and offchain computation to improve transaction throughput and reduce fees. Grunspan et al. [128]
improved the scalability of PCNs with their ANT colony-inspired algorithm, aiming to find the most efficient path
between nodes. Werman and Zohar [129] introduced a routing algorithm to avoid deadlocks by using channel reserves,
dual-funded channels, and fee-based selection of payment channels. Wang et al. [130] proposed Flare with "elephant
payments," a modified max-flow algorithm based on Edmond-Karp, to identify a set of k paths with sufficient capacity
for routing large payments. For mice payments, a routing table is maintained at each node to identify the path to the
receiver.

Zhang and Yang [103] introduced the CheaPay protocol to minimize fees for routing payments along a single path,
comprising payment path construction and HTLC establishment to handle payment cancellations. Thakur and Breslin
[131] presented the flocking algorithm within Path Based Transfer (PBT), enabling balanced channel networks without
revealing specific channel balance information. Sivaraman et al. [132] aimed to provide efficient and scalable payment
routing using a spider network topology and a set of routing algorithms to optimize payment routing. Mazumdar et al.
[133] presented the Hushrely algorithm, leveraging residual amounts and introducing a new routing algorithm based on
push-relabel and digital signatures to improve payment flow in PCNs. Bagaria et al. [134] introduced Boomerang, aiming
to improve latency and throughput by duplicating payments across multiple channels. Eckey et al. [92] proposed a routing
algorithm leveraging BFS, spanning trees, and Dijkstra's algorithm to split payments dynamically using local topology
knowledge, leaving path selection to transferring nodes. Lin et al. [101] introduced FSTR, a payment network routing
algorithm optimizing path selection for reduced funds skewness and increased transaction success probability. Xue et al.
[102] proposed EPA-Route, utilizing a reputation system to encourage honest and efficient behaviour from payment
channel operators, and an "energy-based model" to determine the most cost-effective routing path. Zhang and Yang [135]
designed an efficient routing algorithm resistant to transaction failure while minimizing worst-case transaction fees.
Rahimpour and Khabazian [136] suggested Spear routing, a redundant payment-based algorithm with low computational
cost and less time lock.

Ersoy et al. [137] offered a re-routing solution to unlock coins held by intermediary parties in a multi-hop payment
before its completion. Hong et al. [69] presented Auto-Tune routing, leveraging dynamic and implicit network views to
automatically divide payments into optimal splitting amounts, maximizing the success probability. However, it is
important to note that some of these proposed algorithms may not fully address security, privacy, conditional transfer,
scalability, and dispute resolution concerns due to centralization or insufficient consideration in their design.
Incompatibility issues and inefficiency in terms of computational resources, storage, communication, and time overhead
may also be present. Further research and analysis are needed to address these challenges and develop more robust and
efficient routing algorithms for multihop PCNs. Table 10 presents routing solutions conducted.
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Table 10. - Routing Based Solutions Analysis.
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VSS: Verified secret sharing, CN: Credit network, ECDSA: Elliptic curve digital signature algorithm, DG: Digital
signature, SDS: Schnorr digital signature, AdhDDV: Ad-hoc on Demand Distance Vector, HTLC: Hash time
locking contracts, HL: Hash locking, OOB: Out of Band channels, StC: State channel, SdC: Sidechains, MMF:
Modified max flow, PRA: Push relabel algorithm, MHTLC: Modified HTLC, MS: Multisignature, OR: Onion
routing, SN: Spider network, SPN: Spanning tree, DJK: Dijkstra, FFA: Ford Fulkerson Algorithm, BFS: Breadth
First Algorithm. CO: Complexity Overhead, CNT: Centralization, LS: Limited Scalability, CeN: Celer Network,
LP&S: Lack of privacy and Security, SWA: Suspected to Wormhole Attack, HR: High Redundancy, LPCN:
Limited to PCN, LP: Limited privacy, FLA: Flocking Algorithm, LRT: Limited Routing Topology, NRTF: Not
resilient to Transaction Failure, SAA: Skewness Aware Algorithm, RE: Routing Efficiency, TX: Transaction, LN:
Lightning Network.

7.2 REBALANCING BASED SOLUTIONS

Participants strive to overcome the challenges of channel depletion and inefficiency. Countless efforts have been
made to design middle-ground solutions to reduce channel depletion, extend channel lifespan, and enhance overall
network efficiency. This literary narrative delves into the remarkable proposals and inventive protocols that have emerged
in this quest. Revive was proposed by Khalil and Gervais [33], a pioneering initiative to replenish exhausted channels
within the network. The Revive protocol achieves efficient scaling while preventing depletion by skillfully relocating
capacities and sidestepping regular rebalancing procedures. Meanwhile, Egger et al. [32] introduce a protocol leveraging
Multiple Input and Multiple Output (MIMO) transactions and digital signatures as cryptographic foundations. This
breakthrough enables synchronized off-chain updates for multiple payment channels, ensuring independent functionality
while minimizing locked collateral, known as the Atomic Multi-Channel Update (AMCU). Zhong et al. [78] introduce
the "Secure Large-scale Instant Payment" (SLIP) system, a marvel that enhances blockchain channel capacity. Through
a seamless interconnection of off-chain channels using hash functions and aggregate signature schemes, tokens locked
within these channels can freely circulate. Subramanian et al. [106] contribute to the rebalancing design by focusing on
unidirectional mode, implementing acyclic payment networks where each node strategically rebalances channels through
local metadata. Miller et al. [59] reveal their masterpiece, "Sprite," aiming to reduce collateral locking time, prolong
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channel life, and bolster efficiency. The Global Preimage Manager (GPM) is central to their solution, a smart contract
incentivizing path providers with routing fees, allowing channel funds to support others.

Ersoy et al. [93] presented an optimization solution using a heuristic algorithm based on the greedy approach.
However, it prioritizes local optimization over global efficiency. Pickhardt and Nowostawski [139] usher in a new
understanding of imbalanced networks, quantifying node imbalance using the Gini coefficient. PnP was designed by Li
et al. [41], a channel balancing service incorporating epoch estimations to minimize overall channel deposits based on
payment demands. Tikhomirov et al. [140] unveil their heuristic probing algorithm, accurately identifying proper
channels within the LN. Meanwhile, Jourenko et al. [141] offer a solution to reduce collateral requirements through
payment trees, effectively lowering transaction costs. Awathare et al. [142] propose "REBAL," which targets increased
transaction success by addressing channel imbalances. It achieves this by selecting the most extended cycle involving
each node for rebalancing and intelligent re-routing to prevent transaction rejections. Ge et al. [143] present Shaduf, an
off-chain rebalancing scheme that tackles channel depletion by enabling unlimited off-chain coin transfers after an initial
on-chain binding. Furthermore, they explore privacy enhancements through secure computation and ZKP while
maintaining efficiency and non-cycle rebalancing. Ge et al. [144] improved privacy in payment channel rebalancing using
secure computation and ZKP while maintaining efficiency and non-cycle rebalancing. Avarikioti et al. [145] pioneer a
new rebalancing protocol that combines privacy and global optimality, maximizing received amounts per channel.
Delegates are chosen, precise amounts calculated, and a linear program is employed to optimize total rebalanced funds.
Wu and Jiang [105] propose a "Pooling" scheme where heavy-weighted nodes are connected with weaker subnodes,
forming several clusters to strengthen channel liquidity.

Multiple supernodes manage each cluster, creating a network of interconnected supernodes within the LN. However,
despite the ingenuity of these solutions, challenges remain open. Privacy, security, and conditional transfer have not been
fully achieved in most cases, leaving some vulnerable to potential weaknesses. Compatibility with the Bitcoin
infrastructure is another drawback that hampers progress. Additionally, some designs fall short in achieving their desired
targets and preventing channel depletion, while disputes remain inadequately supported, resulting in overall
inefficiencies. Table 11 provides a detailed overview of the various rebalancing algorithms, analysis in the LN.

Table 11. - Rebalancing Based Solutions Analysis.
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RVC: Recursive virtual channel, NOA: Network optimization algorithm, PBFT: Path byzantine fault
tolerance, HL: Hash Locks, TL: Time Locks, AS: Atomic Swap, ZKP: Zero-knowledge proof, MPC:
Multiparty Computation, SC: Smart Contract, PA: Pooling Algorithm, HE: Homomorphic Encryption, AGS:
Aggregate Signature, DOS: Denial of Service Attack, PA: Probing Algorithm, GC: Gini Coefficient, SS:
Submarine Swap, CO: Complexity Overhead, CNT: Centralization, LS: Limited Scalability, LP&S: Lack of
privacy and Security, SWA: Suspected to Wormhole Attack, INC: Incompatible, GA: Greedy Algorithm,
CBA: Channel Balance Algorithm, PyT: Payment Tree.

7.3 DIVERSE SCALING SOLUTIONS

The rise of concepts such as virtuality and factories have been put forward, offering recursive channel production and
hardwired devices to avoid intermediate hops, thereby increasing success rates. Decker and Russell [68] unveil "Eltoo,"
a revolutionary proposal simplifying payment channel management and reducing fraud risk by eliminating frequent
blockchain updates. Instead, "update transactions" are broadcast only during disputes. Lowering transaction fees is
achieved, too. Burchert et al.[25] introduce the "Channel Factory," where parties lock their coins into a shared deposit to
create pairwise payment channels efficiently. Das et al. [146] present FastKitten, a framework for secure and efficient
smart contract execution using Trusted Execution Environments (TEES) without direct blockchain interaction. Jourenko
et al. [147] introduce the "Lightweight Virtual Payment Channel,” an off-chain protocol utilizing multisignatures and
timelocks. Atomic setup and tear-down of new channels are enabled by splitting coins from existing ones, ensuring
security and efficiency. Kiayias and Litos [148] propose the "EImo" protocol, employing recursive virtual payment
channels to facilitate faster micropayments by nesting multiple layers of payment channels using HTLCs. Addressing
cross-chain transactions, Hoenisch et al. [149] present a cross-chain atomic swap protocol between Monero and Bitcoin
chains, improving privacy and security through non-dependent relations between counterparties. Liao et al. [150]
introduce "Speedster," supporting the creation and funding of off-chain accounts protected by TEEs. Multi-hop transfers
using smart contracts ensure channel confidentiality, authenticity, finalization, and dispute resolution without on-chain
interactions. Thyagarajan et al. [151] propose "Universal Atomic Swaps," offering a generic protocol for secure coin
exchange across blockchains without custom scripting languages.

Finally, Dziembowski and Kedziar [152] delve into non-atomic payment splitting in channel networks with “EthNA”.
This protocol allows the recursive splitting of payments into sub-payments, ensuring honest behaviour and a punishing
mechanism without complex techniques like NIZK or homomorphic signature schemes. Despite the brilliance of these
solutions, challenges persist. Computation, communication, and time overhead are substantial, raising concerns about
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privacy and security, leaving some vulnerable to weaknesses. Compatibility remains a question, and disputes are not
thoroughly addressed, resulting in reduced overall efficiency. Table 12 offers an in-depth analysis of diverse scaling
solutions.

Table 12. - Diverse Scaling Solution Analysis.
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TDSA: Threshold Digital Signature, PDC: Pederson Commitment, RVC: Recursive Virtual channel, TL: Time
Locks, SC: Smart Contract, ADS: Aggregated Digital Signature, MDS: Multiparty Digital Signature, VSC:
Verifiable Secret Sharing, OR: Onion Routing, CO: Complexity Overhead, L2P: Limited to Two Parties,
RRPAC: Require Routing Payment Active Channel.

7.4 PRIVACY AND SECURITY-BASED SOLUTIONS

Privacy and security are critical factors supporting efficiency in payment protocols. Breaching them can lead to
undesired consequences, such as transaction success rate issues, long finalization times, and fund theft. Proposed
solutions to protect privacy and security vary in their approaches, but some may not be compatible with the Bitcoin
infrastructure or require heavy cryptographic techniques that impact efficiency. Zhang et al. [154] propose a protocol for
atomic payment swaps in PCN, ensuring resilience to WA by combining onion routing, sidechains, and HTLCs.
Grundmann et al. [155] present a secure ticketing system using adaptor signatures and HTLCs for efficient payment and
ticket selling in public transportation. Kuwahara et al. [89] improve LN's privacy and security with Discreet Log Contracts
(DLCs). Bentov et al. [156] introduce Tesseract, a real-time cryptocurrency exchange solution utilizing TEE for secure
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peer-to-peer transactions. Lind et al. [120] propose Teechain, a payment network using TEE and committee chains for
enhanced security. Liu et al. [157] present Generalized Multi-hop Locks (GMHL) with adaptor signatures and
randomizable puzzles, offering atomicity, privacy, and generality in PCNs. Tripathy and Mohanty [75] designed Multi-
hop Anonymous and Privacy Preserving PCN (MAPPCN) using elliptic curve group-based operations for better privacy
performance against WA. Mohanty and Tripathy [73] propose Neo-HTLC and KTLC, two algorithms based on HTLC,
where the first algorithm requires no setup phase; however, it remains incompatible with LN due to leveraging garlic
routing, while KTLC has a setup phase and performs better efficiency. Both ensure secure, private, and consistent
payment channels.

Yu etal. [87] introduced the Chameleon Hash Time Lock Contract (CHTLC), a modified algorithm inspired by [71].
It replaces the Fulgor hash concept with the more efficient and highly secure Chameleon hash function. CHTLC follows
a single path routing within the LN, assuming full knowledge of the path and available capacities. It consists of three
phases: setup, lock, and unlock, and it offers efficiency and security while preserving RA, VP, and BS . Yu et al. [158]
proposed zk-PCN, a privacy-focused algorithm based on Yao's millionaire problem. It hides authentic balances and
replaces them with fake public balances to achieve VP, RA, and BS. The protocol uses Zero-Knowledge Succinct Non-
Interactive Argument of Knowledge (zk-SNARKS) a better version of ZKP and employs onion routing for anonymous
communication among path participants. Platypus, introduced by Ranchala-Pedrosa and Garmoli [91], addresses
scalability limitations in the Bitcoin network using a sidechain solution. It offers enhanced privacy and security without
relying on synchrony or a trusted execution environment. Erdin et al. [76] designed a scalable private payment channel
network with privacy guarantees, utilizing channel multiplexing and off-chain transaction aggregation for improved
scalability and privacy. Malavolta et al. [71] proposed Multi-Hop HTLC, addressing privacy and concurrency issues in
PCN using the Fulgor cryptographic technique. It involves contract creation release phases and handles concurrent
payments efficiently. Moreover, Yu et al. [72] proposed an innovative solution to enhance the path probing-based routing
algorithm, tackling the issue of anonymity through the application of hash (MAC) and symmetric encryption.

The essence of their work lies in introducing an anonymous path probing protocol, ensuring the preservation of
anonymity for both senders and recipients. By integrating this protocol with privacy-preserving payment contracts, a
comprehensive protocol stack for privacy preserving payments in PCN is formed. The core concept involves enabling
each intermediate node to establish a symmetric key with the sender. This key then encrypts the queried data and includes
essential information required for future decryption at the recipient's end, ensuring security during the path probing
process. The Universal Re-encryption protocol is employed to re-encrypt the probe at each hop. The symmetric key
derivation technique draws inspiration from established systems such as Sphinx and HORNET. Malavolta et al. [90]
proposed Anonymous Multihop Locks (AMHL), a proof of concept for script-based and scriptless channels. AMHL
utilizes a One-Way Homomorphic Hash function (OWHHF) in script channels ,Schnorr and ECDSA signature schemes
in scriptless channels for locking and unlocking. The protocol achieves atomicity, VP, and reduced blockchain load.
Mazumdar et al. [70] proposed leveraging multipath payments instead of single-path payments, addressing atomicity
violation and time latency. They adopted a scriptless approach using ECDSA under the discrete logarithm problem to
create their cryptographic commitment scheme. The security and privacy goals evaluated are RA, VP, CS, and atomicity.
Each node is assumed to fully visualize neighbors, routes, and capacities. The payment channels are ordered using the
BFS algorithm as a binary tree starting from receivers. Two paths, P1 and P2, are proposed, where nodes have knowledge
of incoming and outgoing contracts. The protocol involves three phases: KeyGen Phase, Setup Phase, and Time Lock
Contract Phases. The authors claim faster payments, reduced setup costs, and atomicity assurance, while leveraging core
Bitcoin scripts and reducing space overhead.

Aumayr et al. [159] introduced Thora, which leverages multipath payments for atomicity and VP. It utilizes elliptic
curve digital signatures and timelocks for cryptographic commitment. Osuntokun and Fromknecht [160] designed the
Atomic Multi-Path (AMP) routing scheme for large payments through multiple channels. It splits payments and uses
HTLC for atomicity, ensuring successful routing and payment privacy. Lin et al. [58] proposed a Distributed HTLC (D-
HTLC) based smart contract that employs proactive and reactive routing. It addresses overloading and privacy issues but
lacks efficiency, VP, and RA. Van Dam and Abdul Kadir [161] aimed to enhance LN privacy using differentially private
payment channels, adding noise to payment amounts for improved privacy and security. However, there are several
important considerations to address. Solutions are either fulfil security and privacy but at the cost of efficiency due to
their reliance on heavy cryptographic techniques resulting in inefficient balancing complexities, centralization, and
significant computational, storage, and communication concerns due to their reliance on heavy cryptographic techniques.
or they could achieve better efficiency while remaining incompatible with LN Bitcoin. Furthermore, the variation among
these solutions lies on their supports for privacy and security properties leading in some cases to violate conditional
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transfer properties causing WA. Further investigations are required to overcome these limitations in order to must enhance
the protocol's efficiency, privacy and security while ensuring it meets conditional transfer criteria through balanced
solutions that combines lightweight methods and compatibility with LN. Table 13 illustrates the analysis conducted.

Table 13. - Privacy and Security Solutions Analysis.
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SE: Symmetric Encryption, HMAC: Hash Machine Authentication Code, SC: Smart Contract, NIZK: Non-
Interactive Zero-Knowledge, PBFT: Probabilistic Byzantine Fault Tolerance, SA: Sortation Algorithm,
BSG: Blind Signature, ZKP: Zero Knowledge Proof, TEE: Trusted Execution Environment, TSC:
Threshold Smart Contract, PBT: Path Based Transfer, OWHHF: One Way Homomorphic Hash Function,
ECDSA: Elliptic Curve Digital Signature Algorithm, SDG: Schnorr Digital Signature, GR: Garlic Routing,
OR: Onion Routing, CHF: Chameleon Hash Function, ECSM: Elliptic Curve Scalar Multiplication, BTC:
Bitcoin, D-HTLC: Dynamic Hash Time Locking Contract, SD: Sidechain, HE: Homomorphic Encryption,
SKE: Single Key Exposure, CO: Complexity Overhead, SWA: Suspected to Wormhole Attack, CNT:
Centralization, INBTC: Incompatible with Bitcoin, PD: Payment Deadlock, TX: Transaction, DPA:
Differential Privacy Approximation, FE: Fast and Efficient.

8. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS

48

Privacy & Security: The impact of privacy and security on PCN efficiency is severe therefore future research
must focus on finding crucial balance among compatibility and lightweight techniques in order to achieve
balanced built cryptographic construction that is compatible with LN without compromising efficiency.

Routing: Efficient and scalable routing algorithms are essential for PCN efficiency due to its responsibility on
finding right path and capacities in which selected techniques to build these algorithms might fail payments.
Future research could investigate new routing algorithms building techniques or combine other fields such as
machine learning, Al, and others in order to optimize overall efficiency.

Dispute Resolution: Dispute resolution mechanisms are critical for handling conflicts and ensuring fair PCN
outcomes and due to its handling in on-chain it is fall under slow and costive blockchain lifecycle. Future
research could focus on efficient local dispute handling within layer two while it must not conflict with
compatibility and efficiency. Developing mechanisms for automated dispute resolution can also streamline the
process and reduce manual intervention.

Rebalancing: Effective channel rebalancing is crucial to maintain liquidity and avoid channel exhaustion and
due to PCN nature that does not support rebalancing process while channels require to perform similar process
of opening funding lifecycle within costive on-chain stage future research could explore automated and
decentralized rebalancing strategies, utilizing newer techniques with aid of other techniques such Al that could
be beneficial on balancing among channels usage in order to maintain balanced usage.
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e Collateral Locking: Collateral locking is mainly affected by other factors such routing algorithms, privacy and
security. Future research could investigate new collateral-locking approaches that minimize the locked funds
while ensuring the network's security. Techniques like virtual collateral or offchain collateralization could be
explored to reduce the impact on liquidity.

¢ Fee Minimization: Minimizing transaction fees is vital to encourage wider adoption of PCN specially for
similar processes and users that cumulative costs can lead to exhaust their balances. Future research could focus
on developing fee optimization algorithms that consider factors like network congestion, channel capacity, and
transaction urgency assisted by other strategies and techniques such accumulation of several transactions for
similar users in order to minimize network and financial resource usage. Implementation fee mechanisms could
also help users optimize their transaction costs.

e Interoperability: Interoperability between different PCN is crucial for seamless cross-network transactions.
Future research could explore standardization protocols and frameworks enabling interoperable payment
channels across different networks, promoting a more connected and efficient payment ecosystem [163].

e Compatibility: Ensuring compatibility with Bitcoin, existing financial systems, and payment infrastructures is
essential for adopting PCN. Future research could focus on developing interoperable bridges or gateway
solutions that facilitate the integration of PCN with traditional financial systems, enabling a smooth transition
towards decentralized payment solutions.

9. CONCLUSION

Blockchain technology is reshaping various industries including digital cryptocurrency, promising enhanced security,
and a decentralized paradigm. However, scalability remains a challenge due to high validation times and transaction fees.
Several scaling solutions have aimed to improve blockchain scalability. Layer one scaling solutions have attempted to
address these issues but require extensive and costive substantial modifications to the blockchain core infrastructure
resulting in compromised efficiency. Layer two scaling solutions, notably the LN with its payment channels and Payment
Channels Network (PCN) have hugely improved blockchain scalability via removing transaction processing burden
outside blockchain with inherited consensus and security leading to increased scalability and efficiency. Nonetheless, the
implementation of PCN is not without its efficiency drawbacks. This study has conducted in depth investigation into the
current efficiency impact factors in PCN wherein they have been identified and classified. Current challenges are also
determined in terms of the trade-off among compatibility and techniques weights leveraged in the Existing solutions.
Current solutions have been classified based on their building structure such singlehop and multihop showing their current
achieved outcomes including limitations. Recent open issues and future research directions are also summarized to assist
future researchers to further efficient PCN models. Future research directions should prioritize the development of well-
balanced solutions that adeptly navigate the complexities of these influencing factors. This will pave the way for a more
robust adoption and growth of PCNs, propelling blockchain technology toward its full transformative potential.
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