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ABSTRACT: The need for network intrusion detection systems (NIDS) to protect against different attacks grows
as the scale of cyber attacks increases. The main areas of cyber attack research are its detection and prevention.
Traditional ma- chine learning (ML) algorithms with low accuracy are used by the current NIDS, but it is not suitable
for newer anonymous cyber attacks. In this paper, an NIDS model with ensemble ML methods, which can detect and
prevent different types of attacks compared with traditional ML methods, is proposed. Our specific sys- tem detects
known attacks and blocks unknown attacks. The selected system uses four different machine learning methods,
including data processing techniques for data preprocessing and data labeling. The entire NSL-KDD database is
used to evaluate the performance of various ML classifiers based on different param- eters. The simulation analysis
shows that the developed NIDS system is better than the existing single ML methods. The detection accuracy rate of
intrusion detection system (IDS) is increased by the model, which is essential for NIDS.

Keywords: attacks; machine learning; network intrusion detection systems; NSLKDD dataset; data labeling

1. INTRODUCTION

To secure information systems, the important component is intrusion detection system (IDS). Network intruders try
to access unauthorized sources within the network. Monitoring and analyzing user performance and system behavior are
important [1, 2]. By changing the configuration of system parameters, system behavior may become er- ratic. Therefore,
the system must be equipped with the features of periodic monitoring and its behavior for routine and extraordinary
activities. IDS has two types based on direct deployment and detection systems [3]. Based on screening, IDS is classified
into host-based IDS (HIDS) and network intrusion detection systems (NIDS), where the inner workings of a computer
system are monitored by HIDS. Live network traffic logs are monitored by HIDS to discover network intrusions using
appropriate detection al- gorithms [4, 5]. Based on the detection mechanism, IDS is categorized into detection of abuse,
fault, and hybrid IDS.

To detect known attacks, abuse detection uses predefined rules or signatures. Disorder detection creates a default
functional profile to verify that the system state is different from the default installed functional profile and to detect
unknown attacks. Known and unknown attacks are detected by hybrid IDS [6-8]. Nowadays, intrusions are detected
by using data mining techniques, which are used by all kinds of IDSs. Most current NIDS attacks are detected using
all features configured from network traffic [9]. However, not all features are required to detect attacks. Detection rate is
increased and high computation time is decreased by minimizing the number of features [10]. In this work, the filter-based
approach is combined with machine learning (ML) synchronization techniques for selecting appropriate features for IDS
detection. The task is to reduce the number of features with better performance for an uncompromising detection rate.
Although NIDS has a variety of techniques based on the selection of features and classifiers in the literature, the specific
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task focuses on data preprocessing and tagging using Python and Jupiter notebook codes. In addition, not only a single
ML technique is used similar to the existing technique, but the research work also focuses on ensemble ML techniques
for final classification.

The rest of this paper is organized as follows: Section 2 summarizes relevant works in the literature. Section 3 describes
the database with the proposed functionality for intrusion detection. Section 4 presents the findings and discussions.
Section 5 reveals the final notes.

2. LITERATURE REVIEW

In [11], the authors designed an SVM to select and classify the features. The test results showed that the method
achieved 99% accuracy on the NSL-KDD Cup 99 of the Intrusion Detection Database. A KNN classifier was developed
in [12] for IDS. The simulation results proved that the KNN classifier performed better than the existing techniques on
the NSL-KDD database.

In [13], the authors proposed a new framework for combining abuse and malpractice detection using the RF algorithm.
The algorithm achieved 2% false positive rate and 94.7% detection accuracy. In [14], the artificial neural network evaluated
the performance of the NSL-KDD database. The detection rate of the IDS task and attack type classification for the NSL-
KDD database were 81.2% and 79.9%, respectively.

In [15], an end-of-tree (DT)-dependent intrusion detection method was proposed. The feature test results using the
relevant Feature Selection Subcommittee evaluation method showed that the DT-based IDS has a high accuracy. However,
these approaches require complex feature engineering for large-scale preprocessing and transfer data. The massive IDS
classification problem cannot be solved using individual ML methods.

In [16], self-learning in the NSL-KDD database was used to navigate the net- work attack. The test results showed that
their average rating out of 5 was 75.76%. The authors from [17] designed an IDS using the deep belief network (DBN)
and probability neural network (PNN). The experimental results from the KDD CUP 99 database showed that this method
performs better than conventional PNN, PCA-PNN, and mod- ified DBN-PNN.

3. PROPOSED SYSTEM

The proposed system of our research work is depicted in Figure 1.

NSL-KDD Dataset

}

Data Cleaning

}

Data Labelling

}

Feature Selection

}

Feature Scaling

}

Classification using
ensemble ML

FIGURE 1. Workflow of Proposed Methodology

79



T. Sreenivasula reddy et al., Iraqi Journal for Computer Science and Mathematics, Vol. 3 No. 2 (2022) p. 78-82

3.1 DATA EXTRACTION

NSL-KDD of Canadian Network Traffic Database is used for this research work. This database is an updated version of
KDD CUP 99 database that fixes several vulnerabilities. When the database is unbalanced, classifying by category label
is diffi- cult. This database presents five categories, namely, R2L, normal, U2R, probe, and DoS. Some attacks are not in
the training package but are in the test package, which makes them very realistic.

3.2 DATA CLEANING

After extracting the data, data cleaning is performed by using the Python programming language. A total of 43 features
are extracted from the Canadian NSL-KDD database. Two features are removed with some fixed values instead of sorted
data. Fixed value features are also removed. Finally, 40 features are used, where one feature is considered a target class
feature.

3.3 DATA LABELING

EEINT3

Among the features, three features, namely, “class,” “aware,” and “type_protocol,” are non-numeric. For example, the
protocol type called tcp, udp, and icmp from the features are modified and marked as 0, 1, and 2, respectively. Likewise,
“class” has five types of attributes, and “flag” has 11 types of attributes. Similarly, all non-numeric values are converted
to numeric values after naming.

3.4 FEATURE DATA SELECTION

Among the feature data selection’s different types of filtering methods, the Fast Approach is the best. In this paper, the
probable value of the features used by ScikitLearn is considered. The p-value is used to identify statistically significant
features, within which statistical data can be used for identifying the features/physical parameters that show irregularity
in network traffic. The parameters are significant when the value of p is small. After selecting the feature, the selected
feature is measured using the stand- ard ScikitLearn function.

3.5 CLASSIFICATION USING ENSEMBLE ML TECHNIQUES

According to Bayes theory, Naive Bayes (NB) is a simple, effective classifi- cation technique. It requires independence
between prophets, that is, attributes or traits should not be correlated or interdependent. Despite the bias, all of these traits
or traits freely contribute to the possibility, which is why it is called naive.

RF is a commonly tracked ML algorithm, which is best for classification tasks and regression. As the name implies, RF
considers several final trees before a release is released. Thus, it is a group of the last trees. To make right decision, this
technique is based on the belief of trees. For classification, it uses a rating system and then selects the category, whereas
in regression, it takes the mean of each final tree and all the outputs. It works well on vast amount of datasets with large
volumes.

The KNN technology is the most basic and effective classification techniques. With minimal or no prior knowledge of
the data distribution, no assumptions about data are made by this technology and used for taxonomic tasks. This method
involves finding the data points closest to k and assigning the average value of the data points found in the data point
exercise where the target value is not available.

DT is a tracking learning tool, which is used for classification problems. It runs smoothly with continuous, varied
features. According to the important predictions, this algorithm divides the population into two or more similar groups.
Each attribute’s entropy is initially calculated by DT algorithm, where the data set is separated with the help of variables
or predictors with maximum data gain or low entropy.

4. RESULTS AND DISCUSSION

All tests are conducted on an Ubuntu 14.0.4 LTS with Python. ScikitLearn is used to implement all ML algorithms. The
following evaluation metrics are examined based on the above given terms. Here, TP is true positive, TN is true negative,
FP is false positive, and FN is false negative.

TN+TP

Accuracy = x 100 (D
TP+TN+FN+FP
2TP
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measure = TP+ FP+FN) | @
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4.1 PERFORMANCE EVALUATION OF PROPOSED MODEL

The proposed evaluation is segregated into major parts such as binary classification and multiclass classification. Binary
classification detects the attack or normal communica- tion. Multiclass classification detects the various types of attack,
which is presented in the dataset.

A. Binary Classification

The detailed results for the binary classification of several ML classifiers are reported in this section.

Table 1. Comparative analysis of binary class on ensemble ML algorithms
Algorithm Accuracy (%) Precision (%) Recall (%) F-score (%)

NB 87.73 88.10 89.47 90.23
DT 91.52 90.83 90.16 91.07
KNN 92.28 92.01 91.07 92.43
RF 94.02 95.65 93.24 94.26

Table 1 clearly proves that the RF technique achieves better accuracy (94.02%), precision (95.65%), recall (93.24%),
and F-score (94.26%), and considers the pro- posed model. The other techniques, namely, DT and KNN, achieves nearly
91%-— 92% accuracy, precision, recall, and F-score, where NB achieves nearly 88%-90% accuracy, precision, recall, and
F-score on binary data classification. Compared with all techniques, NB provides low results in all parameters.

BMulticlass Classification

The detailed results for multiclass classification of proposed RF systems are reported in this section. Table 2 shows
the performance analysis of the proposed model on multiclass data classification. RF shows better performance on binary
classification. Hence, it is only considered for this classification.

Table 2. Comparative analysis of multiclass onproposed RF classifier

Category Accuracy (%) Precision (%) Recall (%) F-score (%)

Normal 80.18 81.57 92.61 90.37
DoS 81.54 90.06 88.44 84.62
Probe 83.40 75.87 77.12 86.78
U2R 81.03 70.14 75.07 93.04
R2L 84.91 73.72 70.14 82.85

In the normal category, the proposed RF method achieves 80.18% accuracy, 81.57% precision, 92.61% recall, and
90.37% F1-measure. Compared with other categories on recall experiments, the proposed RF technique achieves high
performance on the normal category only. Similarly, the proposed method achieves high precision (i.e., 90.06%) on the
DoS category and high Fl1-measure (i.e., 93.04%) only on the U2R category. In other categories such as Probe, U2R, and
R2L, the proposed method achieves nearly 70%—74% precision, 70%—77% recall, and 81%—-84% accuracy, whereas the
RF technique achieves a lower recall (i.e., 70.14%) on the R2L category only.

5. CONCLUSION

The traditional basic level ML algorithms are not sufficient for the accurate detection of an intrusion attack. Moreover,
DL methods do not produce better results. In this case, a collective ML system can achieve better detection rates for
potential model development. In our work, ScikitLearn notebook, Jupyter for reducing measurements, increasing detection
accuracy, and reducing false positive ratios that are important functions of data processing technologies for intrusion
detection are used. Most of the current network IDS based on the NSL-KDD database fail and use 41 features. In this
work, the appropriate features (41) are selected from the total features for network intrusion detection, and ensemble ML

81



T. Sreenivasula reddy et al., Iraqi Journal for Computer Science and Mathematics, Vol. 3 No. 2 (2022) p. 78-82

classifiers are used to predict attacks. The test results in the NSL-KDD database indicate that the RF model achieves the
highest accuracy. Comparisons shows that the RF sample results are quite reliable than some ML classifiers. Therefore,
the problem of IDS can be effectively solved by the proposed method, which is a powerful tool.
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