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ABSTRACT

Due to the rapid development in communication and multimedia
technology, different techniques are used for copyright protection and
monitoring illegal copying of these media. One of the most important
techniques is digital watermarking.

In this research, an algorithm for copyright protection of text
documents was designed and implemented.

The algorithm includes three steps: Watermark generation using the
original text, watermark embedding using space embedding approach and
finally watermark extracting and comparing it with the original one using
normalized correlation.

Experimental results are presented to demonstrate the robustness of
the algorithm against common attacks which alter the embedded text like
changing some letters of the text, changing structure of text sentences, or
changing the number of spaces between the words ... etc.

Matlab Ver. 6.5 was used to implement the algorithm under
Windows.
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Introduction to Steganography

Steganography the art of hiding messages inside other messages, has
until recently been the poor cousin of cryptography. Now it is gaining new
popular with the current industry demands for digital watermarking and
fingerprinting of audio and video.
What are watermarking and fingerprinting? Through the use of advanced comp.
software authors of image., music and software can pl ace a hidden “trade mk”
in their product, alowing them to keep a check on piracy. Thisis commonly
known as watermarking.Hiding serial numbers or asset of characteristics that
distinguishes an object from asimilar objects known as fingerprinting.
Together, these two are intended to fight piracy. The later is used to detect
Copyright violators and the former is used to prosecute them. But these are
only examples of the much wider field of Steganography.
In this paper, we aim to present ageneral introduction to steganography
or datahiding asit is sometimesjust known. Astrong focus on the history of
steganography is provided. We study the tricks the early Romans used such as
writing on the wood under wax tables through the devel opments of the middle
ages and ending with the triumphs of world war2 such as the German microdot
hailed by j.edge as masterpiece of sia onech we then tern to data hiding in
three different mediathat of text and images.
Steganography in images has truly come of age with the invension of fast power
Comp. Software is readily available of the Internet for any user to hide data
inside images the most popular technique isleast significant bit insertion
which welook at, The final medium audio isfirst explained through alook at
also a more complex method
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Introduction to Steganography

Steganography the art of hiding message inside other messages, has
until recently been the poor cousin of cryptography. Now it is gaining new
popular with the current industry demands for digita watermarking and
fingerprinting of audio and video.
What are watermarking and fingerprinting? Through the use of advanced comp.
software authors of image, music and software can place ahidden “trade mk”
intheir product, alowing them tokeep acheck on piracy. Thisis commonly
known aswatermarking.Hiding serial numbers or asset of characteristics that
distinguishes an object from asimilar objects known as fingerprinting.
Together, thesetwo areintended to fight piracy. Thelater is used to detect
Copyright violators and the former is used to prosecute them. But these are
only examplesof the much wider field of Steganography.

Aailal) Adlall Cpranal a2y Galll (1) JS

Attackson Embedding Text (aaal gaill e clayagsll 2

4 Aila)l Akal) el aan 3a0eiall Jalis 81 (e Unie g dbm g (il (jin yaiy 28
oaill o dartindl gl (adling Al Akl gaa f st dals 3 geaie pgan )
ekl

Jadiiy tpall) cial B s )
g all s il o Al cladS Galll clalS any s
e o5 (sound) el ) (7) laudl 8 Za8l ) (MUSIC)Aal jaaty Licd
(1) Aedll e Jseanl 3 L gl (e s e il Jay) 5 dild) Adlall ¢ L iy
13 G sl Al Adlad) 3 55 Y o Al S S de sana f sasl 5 LIS s )
13 oY elldg el (el ALl cldSl Cag a aaey saaad) GLIKH G a2 <
c Sl G cled @l B S Y sl Geg sl

D gl G e a3y g AT GlalSy palll Gl Gy i
L el i U w0 (6) Lhaudl 3 A3 50 (COmMp.) AalS ety Liad
Oe (7) shad) &l s (MK) eaiaall 5 Cagsall e S Jaxe s~ Al (computer)

aA



) L LS Gy all e Sl o (55 315 (MArk) AdSIL pacaall all
Dl el (B G0 e Gy A Gaaad) gaill (e (2) Sl 8 23 ) (Messages)
R_AM\&\;)LJQM(,SQ})Q\w&”qmgg);jéd\dqwsﬂ\}sg(data)w\e
(D) il e Jpanll b L gl i Al e il Jlay) 5 Al

) A 8 55 Y S de sane o Baal 5 AalS s o (Baw Lae D
ALY Gl Gy e praal 5l saaall Gl Gag g ae IS 1Y e i)
i LS Gy el 5 Y ekl e g il 13 oY Gamal Gl

D el qus i B il
Oaad) Gaill e (B) Lkl 2 48 ) (of audio and video) & jlall usy i
428§ (through the use of ) 5 )Ll uat Liad WS (of multimedia like text) s Ll
A Dl gl il L 5 (by uSing) & bedl Gaadll padll (e (6) hasd) 3
S5 ) ) (0.75) Awl e el 58 Jad U (e A e il Jad
3uaall dlaall Jshs Alaall ddse o ading )diay daa jiosall 45l Adlad) (8 i Jaadl
Lo S G e il 3 i Jeadl S5 b Ll oY el Aleay) dleally Ll

D Gl palll B bl i LY

el g la iy L &5 Gasadll paill e (5) 5 (1) Gabandl (e JS 3 Lidd
(D) Al e Jpanll b Lo gl g Ala e bl Jlay 5 Al

da el ey sal Y aade el Yl Cam B ovie Al A 5l
Cadbia ) Ladie 5 Agld) Aadlall g la il lae 3 Gacmall Gail) 86l i o s Cand) 128 4
L sty a s dge )l sl U Gesadl) aill G dalie e de saas 25as
D alalngy L7

Y il e Al Adle Al Ak M menad Canil) 138 b o5 i)
il el Ay jhay (il & Ladlall oda Gpeml 5 LS EDE Jal par A gl ddee oy
O i e b Lal) paill ) ddleadl cile) il se ) cpaail) dlee b das
O B gl LS ALl Adlall b ghiae 8 53sm sal) (1) ) af dae 508 o oK Al AL
a2 i Ll aill aaa e ST 4 Al Al (s any L) el aaa
b LSH (53 s sall )l a8 el Alee ca Al Adlal) (1)

19



pal) ae dda B b g db judy Ol

A A aie e 8 Ae gene dsm s Alls A W el Gy aal 5§18 s Alla b
a8 Al el 48k o) L GEelS G aals ) 8 ) sl S b slas
& OlalSl 83 g sall e pdl) aae Al @lldg las 3 ppall (e paill ge mlal )
Jagrs 4ala) Adlal) Al g & Aland) il e af ading DA o3 Jaly (o seaill 538
O AY L s

o Tkl dexiuall Ay jlall Ao glie Jan ol 28 48l Adlal) £ la i Alee b L)
o lalS Gida J Al gl o Y Gaaall pail el i ey 38 ) Clangill g g
G 5nY el gep sl 13 O by dea i) Lol A G S5 Y Gead) gail
<l Ganadl paill @) e (g st 3agil WL gatll 6 S cled il aae
e b el Y Gl dea il AL A 8 ezl 5 1,80 g ald g Al
e iy Al Al 8 gl 138 L8 o (S G cile) @l dae B iy (il
ALY Ll Ll aaadl el sy la it sy 1l bl e



coAastal) (g gia Alea

[1]
[2]

(3]

[4]
[5]

(6]
[7]

(8]

[9]

laad

Bender, W.; Gruhl, D. ; N. Morimoto and A. Lu (1996) Techniques
for Data Hiding ,IBM System Journal 35(3&4).

Jan Zhao and Eckhard Kock (1996) A Digital Watermarking
System for Multimedia Copyright Protection, ACM Multimedia,
Boston, USA.

Johnson, N.; Duric, Z., Jgjoda (2000) Information Hiding:
Steganography and Watermarking Attacks and
Countermeasure, Kluwer Academic Publisher.

Mark Noto (2001) Hiding Text in MP3 Files, SANS Institute.

Nedeljko Cvegic,Tapio Seppanen, “ Improving Audio Watermarking
Scheme Using Psychoacoustic Watermark Filtering ".

Neil, F. Johnson and Zoran Duric (2000) “ Steganography and
Digital Watermarking ”, http://www.jjtc.com/ Steganography/.

Sabrina, Sowers and Abdou Youssef (1998) Testing Digital

Watermarking Resistance to Destruction , Information Hiding
LNCS.

Stefan Katzenbeisser ; Fabien A. P. Petitcolas (1999) “Information
Hiding Techniques for Steganography and Digita Watermarking”,
Arteech House, Boston, London .

Wah, W. (2003) “Image Watermaking and Data Hiding
Techniques”, Ph.D. Thess, Hong Kong University.



http://www.jjtc.com/

