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Abstract

Batch verification is the ability to verify multiple digital
signatures together. This method can reduce computational cost
required to verify these signatures individually. In this paper, we
present a fast algorithm based on DSA-type algorithm. Our
algorithm gives the same level of security as compared with
Bellare et al. algorithm and at the same time it is more efficient
since it does not require computing of modular inverse neither at
the signing side nor at the verifying side. The proposed algorithm
need to compute modular inverse at generating public key and this
is done once.
Keywords: Digital Signature Algorithm; Batch Verification; Modular
Inverse.

1. Introduction

In 1991, the Digital Signature Standard(DSS) proposed by the
US government as a federal standard to allow federal government
agencies to use the Digital Signature Algorithm(DSA) to sign
electronic documents[1]. The DSA algorithm is of type ElGamal
signature scheme and the difficulty of breaking the scheme is
based on solving the discrete logarithm problem[6]. Verifying
process of EIGamal —type signature scheme is slower than signing
process since it uses more modular exponentiations. Since
modular exponentiation is a computationally intensive operation,
we need an efficient algorithm to speed up verification process. To
satisfy this purpose, Naccache et al. proposed the notion of batch
verifying multiple signatures and constructed an interactive DSA-
type batch verifying algorithm[2]. Lim and Lee[3] pointed out that
this scheme is insecure since any attacker can easily forge
signatures with satisfying the batch verification criterion. For this
reason, Bellare et al.[4,5] described a high confidential technique
which does not allow false values to be mixed into the batch. This
technique is called Small Exponent Test.
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In this paper, an efficient and secure algorithm has been
presented. The proposed algorithm uses Small Exponent Test as
in Bellare et al.'s scheme to keep security level but, in comparison,
our scheme is more efficient since it does not need to compute
modular inverse neither at the signing side nor verifying side. Only
we need to compute modular inverse to the secret key in order to
generate public key and this process is done once.

The rest of this paper is organized as follows. We review Bellare
et al.’s batch verifying algorithm in section 2. Then section 3 shows
the proposed algorithm. Section 4 gives complexity analysis of
both Bellare et al.'s scheme and ours. In section 5, we discuss
conclusion.

2. Bellare et al. Batch Verifying Algorithm

In [4,5], Bellare et al. proposed a secure batch verifying
algorithm for multiple signatures. This algorithm is proven to be
secure through using a technique called Small Exponents Test
in order to prohibit introducing forged signatures into batch.
Before giving the algorithm, it is necessary to list the DSA-type
algorithm parameters firstly.

p isalarge prime.

g is aprime divisor of p-1.

g is an element of order q in GF(P); i.e, g=h®Y (mod p), where

h is any integer with 1 < h < p such that g=h®""@ (mod p) >1.

x isthe secret key of the signer in GF(q).

y is the public key of the signer such that y = g* mod p.

Assume that there are n signatures (r,S1),(r2,Sz2),...,(frn,Sn) of n
different messages mj;,m,,...,m, respectively. The signing and
verifying processes are shown below.
2.1.Signature generation

The signer can generate each pair of the signature (r;,s),
where
i=1,2,...,n as follows:
Stepl. Selects a random integer k;
Step2. Computes r=g* mod p
Step3. Computes si=k;”'(mi+xr) mod q

2.2.Batch Verification

The verifier can verify multiple signatures as follows:
Stepl. Chooses ¢t -bit random number b;, where i=1,2,...,n
Step2. Verifies the following Batch Verification equation:
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;121 ribi =7 92?;1 m;s;"*b;mod q yZ?ﬂ risi th; mod q (mod p)
If the equation holds, the signatures are accepted. Otherwise, they
are rejected.

3. The Proposed Algorithm

A fast and secure algorithm is reviewed in this section. This
algorithm includes the same level of security as that of Bellare
et al.’s algorithm. On the other hand, the proposed algorithm is
more efficient since it does not need to compute modular
inverse neither at the signing nor at the verifying processes. Our
scheme uses the same parameters mentioned previously
except for computlng public key which is computed as follows:

y=g"

3.1.Signature generation
The signer can generate each signature pair (r;,s;), where
i=1,2,...,n by the following steps:
Stepl. Chooses integer k; randomly
Step2. Computes ri=g*i mod p
Step3. Computes si=x(mik;-r;) mod g
If (si=0) goto step 1.

3.2.Batch Verification

After receiving multiple signatures (ri,S1),(r2,S2),-..,(rnm,Sn),
verifier can verify the signature pairs according to the following
steps:
Stepl. Picks by,b,,....b, {0,1}* randomly
Step2. Checks the following Batch Verification equation:

?zlrfmibi modq =? yZ?:lsibi mod q gZ}Ll ribimod q (mod .p)

If the equation holds, the verifier accepts the signatures; otherwise,
rejects.

Here, we prove that the two parties of the above Batch
Verification equation are equivalent.
n I y.mibimod q — yZ?ﬂsibi mod qu?;l rib;mod q (mod p)
i=1'i
— gx_l(z?=1 sib; mod Q)gZ?:l ribjmod q(mod p)
_ g@?:1x‘15ibi mod q)gz}":l rib; mod 9(mod P)
= gQitax 7! (x(miki-ri)modq)b; mod q) g¥it, Tibimod 4 (mod p)
- g(z}‘=1((miki—rs) b; mod q)gE}’;l ribimod q (mod p)
— gZ?:l(mikibi_ribi)mOd qu?él ribjmod q (mod p)
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= gZ?:l(mikibi)mOd q_2?=1ribi mod qu?=1 ribymod q (mod p)
:gZ?: 1(mfkibi)m0d q_z?=1 ribi mod q+z?=1 T'!'bi mod a (mOd p)
:gZ?:l(mikibi)mOd q (mod p)
_gz?_l ki(m;b;j)mod q (mod p)

=Mz, 77949 (mod p)

4. Complexity Analysis

Now, we compare our scheme with Bellare et al.'s scheme. In
signature generation side, Bellare et al.'s scheme requires (n)
modular exponentiations to compute r; (for i=1,...,n) and (2n)
modular multiplication to compute s; (for i=1,...,n). furthermore, it
requires (n) modular inverse to compute ki* (for i=1,...,n). on the
other hand, our scheme is similar to above except that it does not
need to compute modular inverse. In batch verification side,
Bellare et al’'s scheme [5] needs (! p,+n ¢ ,/2) modular
multiplications, where £, denotes bit number of small exponents
test, to compute ( 1%, 7;%) with small exponents. In addition, it
requires (4n) modular multiplication to compute (3, m; s;* b; mod
q)and (3L, r;sit bymod g). In total, it takes (@ p+n(4+ £ ,/2))
modular multiplications, (2) modular exponentiations, and (n)
modular inverses to complete batch verification. On the other
hand, our scheme takes some more modular multiplications (£ ,+n £
/2) modular multiplications, where {; denotes bit number of prime
g, to compute ( M, r,mubimoda) with small exponents. In
addition it takes (3n) modular multiplications to compute (m;b; mod
g; for i=1,...,n) and (3>i;S; bjmod q ) and (3iL,r; b;mod q). In
total, our proposed scheme takes ({,+n(3+8,/2)) modular
multiplications and two modular exponentiations to complete batch
verification. Moreover, it needs none of modular inverse. The
complexity comparison between Bellare et al.'s scheme and ours
is showed in table 1.

The scheme | Exponentiation | Multiplication | Inversion
Bellare et al.
Signing n 2n n
Verifying 2 Lptn(4+ £,/2) n
Ours
Signing n 2n 0
Verifying 2 Ltn(3+£4/2) 0

Table 1: The complexity comparison between Bellare et al.'s
scheme and ours.
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In addition to the complexity comparison, we give practical
results (computed in milliseconds) of each scheme using PC has
Intel Core 2 Duo processor 1.60 GHz and 1 GB DDR2 RAM, as
shown in table 2. Since the computational complexity of each
modular inverse computation is almost equivalent to a modular
exponentiation[6], our scheme is more efficient than Bellare et al.
scheme at the signature generation side and at the batch
verification side.

No. of Bellare scheme The proposed scheme
Signatures | Signing Signing Verifying
Verifying
10000 141 171 63 78
15000 219 250 78 125
20000 297 344 94 156
25000 360 422 140 188
30000 437 516 156 234
35000 516 594 172 281
40000 594 672 203 312
45000 688 765 235 343
50000 734 828 266 391
55000 812 038 281 422

Table 2: The practical results measured in milliseconds.

5. Conclusion

In this paper, we have presented an efficient DSA-type scheme
for Batch Verification. Our scheme is efficient since it does not
need to compute modular inverse, which is time consuming, at the
signing and verifying processes. In our scheme, public key (y) of a
signer is obtained by computing modular inverse of the
corresponding secret key (x) and this operation is computed one
time only.
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