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ABSTRACT

This research offers a new method in Cryptanalysis of knapsack
cipher. It fouces on the application of genetic algorithm as a modern way in
solving complex problems ( problems have a huge numbers of aternate
solutions in aproporiate time). One of these problems is knapsack problem
which is considered one of the known problems in operation researches.
Cryptanalysis is done by using a new algorithm that is different from known
knapsack bresking algorithm. Genetic agorithm has recently been
succefully applied to the cryptanalysis of ciphers, among them Substitution
ciphers and Transposition ciphers. This research deals with another type of
ciphers called Public-key ciphers, that are high secure ciphers because they
are based on NP-Complete problems.

Keywor ds: Cryptography, Cryptanalysis, Genetic algorithm.
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Cryptanalysis of Knapsack Cipher X
— Information — File
Generation InFile F:/p2.txt
Population Size
out File F:/p3.txt
Probability of Mutation
[~ Public Key [~ Encoding Operation
Kev Lenath (max 8 :
InFile F:/PL.txt
39 494
65 203 Out File | F:/P2.txt |
117 671
Key Length (max=8) N 672
234 24
W 13
Private Key
|3| 5| 9| 18| 38| 75|155| 312|
| Run Deci pher || Run Encoding | | Exit |
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{710,1087,1126,1165,827,1230,710,1282,944,1087,892,1269,1438,1269,12
82,827,1061,944,1279,710,1165,1230,1126,892,1230,710,1061,1282,905,7
10,1282,710,775,1282,1269,710,1269,710,1087,944,1087,1282,827,1230,8
27,788,944,710,1230,1438,736,827,1282,1386,827,827,1089,710,1231,126
9,827,1230,1126,853,710,775,1126,1061,1165,1231,1282,827,1230,710,10
87,788,1282,905,827,775,1126,1061,1165,1231,1282,827,1230,905,710,12

30,788,1386,710,1230,827}
=1(1) Jsaally A g il Wl -5
Key Sum Fitness Char Best Gen
10000010 710 1.0000 A 35
01110010 1087 1.0000 N 8
11110010 1126 1.0000 O 8
00001010 1165 1.0000 P 10
10100010 827 1.0000 E 13
01001010 1230 1.0000 R 24
10000010 710 1.0000 A 5
00101010 1282 1.0000 T 2
10010010 944 1.0000 | 6
01110010 1087 1.0000 N 9
11100010 892 1.0000 G 1
11001010 1269 1.0000 S 29
10011010 1438 1.0000 Y 21
11001010 1269 1.0000 S 46
00101010 1282 1.0000 T 3
10100010 827 1.0000 E 15
10110010 1061 1.0000 M 6
10010010 944 1.0000 | 3
11001010 1269 1.0000 S 17
10000010 710 1.0000 A 15
00001010 1165 1.0000 P 16
01001010 1230 1.0000 R 11
11110010 1126 1.0000 (©) 4
11100010 892 1.0000 G 1
01001010 1230 1.0000 R 3
10000010 710 1.0000 A 11
10110010 1061 1.0000 M 1
00101010 1282 1.0000 T 2
00010010 905 1.0000 H 1
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10000010 710 1.0000 A 8
00101010 1282 1.0000 T 1
10000010 710 1.0000 A 3
11000010 775 1.0000 C 35
00101010 1282 1.0000 T 3
11001010 1269 1.0000 S 17
10000010 710 1.0000 A 15
11001010 1269 1.0000 S 12
10000010 710 1.0000 A 24
01110010 1087 1.0000 N 27
10010010 944 1.0000 | 4
01110010 1087 1.0000 N 4
00101010 1282 1.0000 T 10
10100010 827 1.0000 E 26
01001010 1230 1.0000 R 23
10100010 827 1.0000 E 6
00100010 788 1.0000 D 1
10010010 944 1.0000 | 17
10000010 710 1.0000 A 17
01001010 1230 1.0000 R 33
10011010 1438 1.0000 Y 1
01000010 736 1.0000 B 6
10100010 827 1.0000 E 3
00101010 1282 1.0000 T 1
11101010 1386 1.0000 W 12
10100010 827 1.0000 E 9
10100010 827 1.0000 E 2
01110010 1087 1.0000 N 5
10000010 710 1.0000 A 16
10101010 1321 1.0000 U 12
11001010 1269 1.0000 S 6
10100010 827 1.0000 E 25
01001010 1230 1.0000 R 49
11110010 1126 1.0000 O 1
01100010 853 1.0000 F 16
10000010 710 1.0000 A 51
11000010 775 1.0000 C 20
11110010 1126 1.0000 O 55
10110010 1061 1.0000 M 12
00001010 1165 1.0000 P 1
10101010 1231 1.0000 U 3
00101010 1282 1.0000 T 6
10100010 827 1.0000 E 15
01001010 1230 1.0000 R 4
10000010 710 1.0000 A 44
01110010 1087 1.0000 N 2
00100010 788 1.0000 D 1
00101010 1282 1.0000 T 7
00010010 905 1.0000 H 1
10100010 827 1.0000 E 1
11000010 775 1.0000 C 17
11110010 1126 1.0000 O 16
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10110010 1061 1.0000 M 2
00001010 1165 1.0000 P 34
10101010 1321 1.0000 U 6
00101010 1282 1.0000 T 3
10100010 827 1.0000 E 15
01001010 1230 1.0000 R 17
00010010 905 1.0000 H 9
10000010 710 1.0000 A 20
01001010 1230 1.0000 R 29
00100010 788 1.0000 D 6
11101010 1386 1.0000 W 8
10000010 710 1.0000 A 8
01001010 1230 1.0000 R 13
10100010 827 1.0000 E 3

2 (1) Jgaad

D Gluaglll g clalitiy) -6

Ay saa s o ) Gl ad et 8 Al Gyl sad) it

A U g sanal moma I S Q) sl Jas daal 45k ¢ ea Gua Jylail
Ol Al e ana Y Jeis o (S Gae ) A 228 5 «(Hard Knapsack)isall
L DU 585 5l 5 K1Y aas e adiny dae ) sal) agle 3kl Caga 3 Sl aas

P UREGNA|]

56 e at San Jial) Ji s e il Jlee DU da gite <V lae e Glilia

i) A Gl (Se 5 AT Aga ey paill Cagpa pan A jae a1 dua ) A1)

Yo

Jagen 8 jas el )



Lrw by Dl g FLU b el Ggtes gales aua

[1]

[2]

(3]

[4]

[5]
(6]

[7]

(8]

JJL.‘AAJ J

Brickell, E. (1984) “Solving low Density Knapsacks”’, Advances in
Cryptolog3/: proceedings of CRYPTO 88. NewY ork: Plenum Press.
Pp.25-37.

Delman B. (2004) “Genetic Algorithms in Cryptography”, A thesis
Submitted in partial Fulfillment of the Requirements of the Degree
of Master of Science in Computer Engineering, Rochester, New
York, July.

Fed piper (1982) “Cipher System The Protection of
Communications”

Gurpreet Dhillon. (2007) Principles of Information Systems
Security, John Wiley & Sons.

Rawlins, G. (1991) Foundations of Genetic Algorithms ,los Altos
CA: Morgan Kaufmann Publishers.

Shamir, A. (1984) "A polynomial — Time Algorithm for Breaking
the Basc Merkle Hellman Cryptosystem. IEEE Transactions on
Information Theory. 1T30:PP.699-704.

Spillman R.; Janssen M.; Nelson B. and Kepner M. (1993) “Use of
A Genetic Algorithm in analysis of simple Substitution
Ciphers”,Department of Computer Science Pactific Lutheran
University Tacoma WA 98447 USA.

Wiley,J. & Sons (1996) “Applied Cryptography”.

ARl



