
 

*Corresponding author: mr.maad.alnaimiy@baghdadcollege.edu.iq 
http://journal.esj.edu.iq/index.php/IJCM 

65 

Iraqi Journal for Computer Science and Mathematics 

Journal Homepage: http://journal.esj.edu.iq/index.php/IJCM 

e-ISSN: 2788-7421    p-ISSN: 2958-0544 

 
Towards Artificial Intelligence-Based Cybersecurity: The 

Practices and ChatGPT Generated Ways to Combat 

Cybercrime 
 

Maad M. Mijwil1 *, Mohammad Aljanabi2,4 , ChatGPT3 
 
1Computer Techniques Engineering Department, Baghdad College of Economic Sciences University, Baghdad, IRAQ 
2Department of Computer, College of Education, Aliraqia University, Baghdad, IRAQ 
3Open AI L.L.C., 3180 18th Street, San Francisco, CA 94110, USA 
4AlSalam university college, Iraq 

 

*Corresponding Author: Maad M. Mijwil  

 

DOI: https://doi.org/10.52866/ijcsm.2023.01.01.0019 

Received January2023; Accepted January 2023; Available online January 2023 

1. INTRODUCTION 

In recent years, cybercrime has become one of the most crucial points circulated between companies, 

organizations, and individuals, which is considered one of the most serious crimes [1][2]. These crimes pursue to steal 

data and change the course of computers by manipulating systems and changing protection programs. Cybercrime 

affects the performance of computers as well as the psychological state of users, as data theft, alteration or deletion is 

one of the most dangerous procedures that companies face [3][4]. Therefore, these companies seek the use of modern 

and advanced technologies in developing their systems and protecting their customers' data.  Moreover, taking into 

account all the crucial measures to protect computers and the use of cybersecurity specialists to create cyberspace free 

of gaps, as well as the use of artificial intelligence techniques in designing the advantages of cyberspace and making it 

an excellent and sophisticated digital environment [5-7].  Cyberspace is a digital space that creates a way for computers 

to connect with each other or with other electronic devices within the Internet of Things environment [8-10]. It utilizes 

artificial intelligence techniques to protect its data against any wrong operations [11-13]. Figure 1 illustrates the cyber 

threats that institutions may face in the digital environment. Basically, cyberspace consists of three layers, as each layer 

is linked with the next layer, which is as follows: 

- Physical layer: It contains companies, networks, computers, servers, and things connected to the Internet. This 

layer is the area that unauthorised individuals wish to access and control. 

- Logical layer: It contains applications, programs, and protocols that have been provided or equipped by 

specialised and trusted parties. 

- Semi logical layer: It contains data and information that is not allowed to be viewed or transmitted 

except by authorized or trusted individuals. 
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FIGURE 1. - Forms of cyber threats [14]. 

 

It must be taken into account that cyberspace has a set of characteristics that must be observed and taken care of so 

that they are not negative characteristics that affect the work of the digital environment. As the most crucial 

characteristics are that this space is complex, widespread, and easy to access. This space is where data and information 

are exchanged through the use of correct and secure practices. In addition, the most crucial feature of this space is that 

it contains technologies that detect and control complex cyber-attacks and determine the necessary procedures to 

eliminate these attacks. Cybercrime is a destructive act that significantly affects the functioning of the digital 

environment through data manipulation, espionage, extortion, or the publication of illegal content targeting clients or 

companies [15][16]. Electronic crime is considered a serious threat, and quick resolutions must be found for it in the 

event of its occurrence and control of computer systems. Cybercrime seeks to compromise the security of computers, 

smartphones, tablets, game consoles, networks, and other things connected to the Internet [17-19]. The perpetrator of a 

cyber threat can be a person or a group of hackers. Cyber threats have great motives in military espionage, extortion in 

order to obtain money or information, extortion and ruining people's reputation, revenge and challenge. Therefore, in 

this article, the most significant measures set by the field of cybersecurity in protecting the digital environment will be 

reviewed, such as how computers are controlled and not allowed to be damaged or controlled. 

 

2. CYBERSECURITY PRACTICES 

Cybersecurity is a set of techniques and approaches that seek to protect computer systems and data from cyber-

attacks and not allow malicious software to control the operation of the computer system. It is concerned with securing 

systems free of loopholes, combating cybercrime, and establishing an excellent electronic environment. Moreover, 

information must be secured from theft, vandalism, and unauthorized access, as well as protected from natural disasters 

such as dust, moisture, etc. Companies seek to ensure the integrity of the process of transferring data and information 

between electronic device systems without the presence of unauthorized third parties working to change, modify or 

delete data. Confidentiality must exist in a process that seeks to make the process of transferring data and information 

confidential in order to prevent unauthorized persons from accessing this data through the use of artificial intelligence 

techniques that facilitate this process without the presence of any obstacles and encrypt it and transfer it to the required 

party. Computer systems are characterized by their ability to save data or information without changing their content 

except with the presence of authorized persons, as well as non-repudiation, which is a property to confirm the 

completion of the required tasks and not to deny a transaction carried out by one of the participants in the digital 

environment. The execution of computer systems is measured through a set of effective security elements. The six basic 

elements in the computer information security system must be taken into account, and their influence on data protection 

measures should be studied (see Figure 2). Moreover, information security systems must be prepared to operate in all 

cases and under a developed law to combat cybercrime with properly structured and organized management that 

includes experts in managing information systems. 

 

Cybersecurity concentrates on protecting software and applications from vulnerabilities, which are considered 

weak points, as they allow cyber-attacks to occur. Cybercriminals focus on weaknesses in information systems by 

analyzing the practices of these systems and the behavior of users to exploit them in hacking these systems. Phishing is 
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a type of fraudulent operation through cyberspace that seeks to obtain influential information that benefits 

cybercriminals through smart mechanisms with the aim of controlling systems and users. Cybersecurity faces many 

challenges in work practices. Specialists organize information systems in cybersecurity, where standards are set for 

their use and the conduct of work strategies.  The lack of cybersecurity specialists is considered one of the most 

significant obstacles that companies face, as it is only possible to design a digital environment with a sufficient number 

of these specialists. The more significant the number of devices connected to the Internet of Things, the more 

vulnerable cyber-attacks, espionage operations, and the penetration of computer networks.  Therefore, companies 

should have adequate preparations and prepare the necessary technologies to face the threat of cybercrime. Moreover, 

do not utilize applications or programs from unlicensed or unofficial sites, because these sites may be a reason for 

hacking operations.  Companies must use certain strategies to preserve data and information and make backup copies of 

them perfectly and accurately. Passwords must be complex and large and must be changed every six months or every 

year in order to ensure the safety of computer systems. When correct and accurate procedures are used and caution in 

using websites, the safety of the electronic environment and the satisfaction of companies and customers are 

guaranteed. The field of cybersecurity contributes to designing a digital environment free of loopholes and not allowing 

unauthorized persons to enter this environment. These mechanisms can only be achieved with artificial intelligence 

techniques that play an influential role in changing and controlling cyber-attacks [20-25]. Therefore, the existence of 

artificial intelligence and effective cybersecurity measures lead to the establishment of a proper digital environment 

[26-31]. 

 
 

FIGURE 2. – The six main elements for measuring the execution of an information security system. 

 

3. COMBATING CYBERCRIME (by ChatGPT) 

Cybersecurity plays a critical role in combating cybercrime by protecting digital systems, networks, and data from 

unauthorized access, use, disclosure, disruption, modification, or destruction. Cybercrime can take many forms, 

including hacking, phishing, malware, and ransomware, and can have serious consequences for both individuals and 

organizations. To combat cybercrime, organizations should implement a comprehensive cybersecurity strategy that 

includes: 

- Regular security assessments: Regularly assess the organization's digital systems and networks to identify 

vulnerabilities and potential threats. 

- Employee education: Provide employees with training on how to identify and prevent cybercrime, as well as how 

to respond to security incidents. 

- Strong authentication: Use strong authentication methods, such as multi-factor authentication, to prevent 

unauthorized access to digital systems and data. 

- Network security: Implement network security measures, such as firewalls and intrusion detection systems, to 

protect against unauthorized access and attacks. 

- Incident response plan: Develop and implement an incident response plan to quickly and effectively respond to 

security incidents. 

- Data encryption: Encrypt sensitive data to protect it from unauthorized access and disclosure. 

- Cybersecurity threat intelligence: Continuously monitor the cyber threat landscape and stay informed about the 

latest threats, tactics, and techniques used by cybercriminals. 

- Collaboration with Law enforcement agencies: Collaboration with law enforcement agencies will 

help to track down the cybercriminals and bring them to justice. 

 

In addition to implementing these measures, organizations should also stay informed about the latest cybersecurity 

trends and best practices and be prepared to adapt their security strategies as needed to stay ahead of emerging threats.  

Cybersecurity refers to the protection of internet-connected systems, including hardware, software, and data, from 

attack, damage, or unauthorized access. Cybercrime, on the other hand, refers to criminal activity that uses or targets 
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internet-connected systems. Examples of cybercrime include hacking, identity theft, and the spread of malware. 

Effective cybersecurity involves using a combination of technologies, policies, and best practices to secure systems and 

protect against cybercrime. There are several cybersecurity challenges in protecting the digital environment, including: 

- Advanced threats: Cyber criminals are becoming more sophisticated in their methods, making it increasingly 

difficult to detect and prevent attacks. 

- Lack of security awareness: Many individuals and organizations lack the knowledge and training necessary to 

protect themselves from cyber threats. 

- Complex and ever-changing technology: The rapid pace of technological change makes it difficult to keep up with 

new vulnerabilities and threats. 

- Dependence on third-party vendors: Many organizations rely on third-party vendors for their IT infrastructure and 

services, creating additional security risks. 

- Limited resources: Many organizations have limited resources and budget allocated to cybersecurity, making it 

difficult to implement adequate security measures.  

- Insufficient regulations: Lack of standardization and uniform regulations makes it difficult to protect against 

cyber-attacks across industries and countries. 

- IoT and connected devices: The increasing number of IoT devices connected to the internet creates 

new attack vectors for cyber criminals to exploit. 

 

The rules and regulations surrounding cybercrime can vary depending on the jurisdiction and the specific type of 

crime. In general, however, there are several international, national, and state laws that address cybercrime. The 

Council of Europe's Convention on Cybercrime is the first international treaty on crimes committed via the Internet and 

other computer networks. It provides a framework for cooperation between nations in investigating and prosecuting 

cybercrime. The United States has several federal laws that address different types of cybercrime, such as the Computer 

Fraud and Abuse Act, which criminalizes unauthorized access to computers, and the Electronic Communications 

Privacy Act, which addresses illegal electronic surveillance. Many countries have their own national laws to address 

cybercrime, such as the United Kingdom's Computer Misuse Act. International organizations, such as Interpol and 

Europol, also play a role in investigating and combating cybercrime by facilitating cooperation between nations. It's 

also worth mentioning that many companies and organizations have their own cybersecurity protocols and policies to 

protect against cybercrime, such as incident response plans, security awareness training and penetration testing. 

 

4. CONCLUSIONS 

Cybersecurity is a significant matter as it has the ability to deal with the causes that threaten the security of 

information. However, cyberattacks pose a threat in different ways, and countermeasures must be implemented with 

awareness of the latest trends.  As the methods of cyber-attacks are evolving day by day, it is always difficult to take 

comprehensive measures. Accordingly, this article contributed to presenting the most important practices and 

procedures that must be taken into account in their performance to protect the digital environment from cyber-attacks.  

Modern methods must be utilized to improve the mechanisms operated by companies while educating employees about 

the seriousness and threats of cyberspace. Applying international standards in enhancing the mechanisms of protecting 

the digital environment. Constant striving to provide specialized groups in cyber defense and cyber security against 

electronic attacks and cyber-crimes. Growing programs, applications, and computer systems to be able to face all types 

of cyber-attacks. All companies must have unique mechanisms in combating cyber-attacks by utilizing modern and 

advanced technologies based on artificial intelligence to create defenses against spying, data theft, and prevent entry to 

unauthorized individuals or malicious software.  Finally, attention must be paid to the matter of cybersecurity and 

adapting to the modern and rapid growth of cyberspace through a comprehensive strategy for the prevention of 

cybercrime. 
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