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Abstract

SQL injection attacks are still common issue in web applications. Although different
techniques have been proposed to prevent SQL injection attack, it has a high impact on web
applications, especially associated with large and sensitive databases. In this attack, an
attacker can inject malicious code into the data entry field of the input form and bypass
authentication, access, then modification and deletion of data within the database. In this
paper, a lightweight algorithm is introduced based on encoding of the query named (EQA)
considering HTTP traffic parameters e.g. request and response time and message length. EQA
hides the SQL relationship with the database, and prevents some common types of SQL
injection (Tautology, Piggybacked and Comment). EQA is implemented and tested using
MySQL and PHP environment and Wireshark platform. The results demonstrate that the
proposal has a good performance in terms of security level, reducing HTTP request and
response time and message length.

Keywords: SQL injection, Encoding Query, Vulnerabilities, Tautology, Piggybacked,
Comment, HTTP traffic.

1. INTRODUCTION by 38% in 2018 where the most popular

Web application hacking is one of the WordPress hosts use SQL by default [3].
most common  attacks on  both The Trust Wave reported in 2018 that the
organizations and individuals [1]. The most common forms of web application
most common attack on websites is SQL attacks are those that exploit SQL
injection attack (SQLIA) which remained injections where they constituted about
the same for many years [2]. SQL injection 24% of the website attacks [4].

and cross-site scripting attacks increased
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SQL injections are simply to exploit
SQL vulnerabilities found in software
where a web browser is only needed to
execute an SQL attack. SQL injections
usually happen during user input such as
user name where the attacker inputs a SQL
phrase that will carry out on the database.
SQLIA can access sensitive information in
the database, manipulate database data
(update, delete and insert), run
administration operations on the database
(e.g. shutdown the database management
system (DBMS)), write files into the file
system, and return the content of a given
file from the DBMS [5].

Several methods have been proposed
to solve this problem [6-14], however
according to our best knowledge; none
considers reducing HTTP request time and
response time, and HTTP message length.
Thus, this work is motivated by this
consideration to carry out and solve this
issue. In this paper, we present a
lightweight method in the prevention and
authentication of access the database using
the encoding of the query named (EQA).
The proposed method provides a layer of
prevention through the programming and
design environments of databases and
websites. The proposal is tested using the
MySQL and PHP environment, and then
analyze the data in the Wireshark platform.
The results show that EQA reduces HTTP
request and response time (i.e. Round Trip
Time (RTT)) and message length during
HTTP traffic, with a high level of security.

The remaining of the paper is
organized as follows: In Section 2, some
types of SQL injection are explained.
Section 3 reviews most recent related
work, In Section 4, problem statement is
explained, and Section 5 describes the
proposed method. In Section 6, Evaluation,
results and discussion are given. Finally,
Section 7 concludes the paper and states
future work.

2. TYPES OF SQL INJECTION

The SQL attacker exploits some
vulnerabilities that may exist in the
database layer. Most of the vulnerabilities
are when the developer ignores the input
data filter that exists in the registration
page or in the login page. The attacker uses
one of the available vulnerabilities to carry
out his agenda. This section gives brief
definitions for the most popular types.
Later, in Section 6, an example will be
given for each one:

1. Tautology:

In this type of attack, the attacker
exploits the negligence of filtering
conditional data during login by injecting a
code that complies with the comparison
condition and grants unauthorized real
access to the site. The risk of this type is
the attacker can manipulate the database as
an authorized member [15-16].

2. Piggy-Backed Quieries:

The concept of this type is to merge an
additional query along with the initial
query. Because of this fraud, the target
database receives several queries for
executing. Thus, the attacker may order to
delete, modify or add. The most malicious
code of this type is to drop the table from
contents [17-18].

3. Commenting the Code:

Here the attacker can use the comment
line in the entry form by setting double
hyphen '--' where this prevents code to
execute. In other words, attackers place a
comment to disable the rest of the code

that follows it [19].

3. RELATED WORK

Many methods have been proposed to
solve the problem of SQL injection attack.
However, none of them takes into account
the request and response time and message
length over HTTP traffic. This section
reviews some related papers as follows:

M. Namdev et al. in [20] proposed, “A
Novel Approach for SQL Injection
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Prevention Using Hashing & Encryption”
(SQL-ENCP), which includes computing
the hash value of the username and
password for any user and storing it in
extra column in DB. This method is unable
to handle all the SQLIA, but it can prevent
tautology, union, and illegal query attacks.

Avireddy et al. in [21] proposed, “
Random4: An application  specific
randomized encryption algorithm to
prevent SQL injection” (Random4), The
main idea of this algorithm is to convert
user inputs into an encrypted query based
on a lookup table which consists of four
columns (lowercase, uppercase, numbers
and special characters) of random values in
72 states. The encryption process for each
symbol depends on the next symbol where
it is chosen according to its status from the
lookup table. The resulting query is
complicated for the attacker. This method
provides solution for only four attacks, and
consumes the space of memory.

D. G. Kumar et al. in [22] proposed,
“MAC based solution for SQL injection”
(MACBSSI). The proposal works on client
and server sides. At the client side, the
method implements a filter function that
checks the length and data type of the user
input and detects the injection-sensitive
characters/keywords. If it is found or the
size is greater than the specified length,
return an error message. At the server side,
entropy is computed and MAC (message
authentication code) is applied on static
query (SMAC) and dynamic query
(DMAC). Then, comparing SAMC and
DMAC, if equal, the query is genuine.
Else, the attack is detected and blocking IP
address. However, this approach does not
address SQLIA in case of stored
procedures. Also, it consumes the network
bandwidth because it checks the length .

A. K. Dalai et al. [19] proposed,
“Neutralizing SQL injection attack using
server side code modification in web
applications” (NSIASSCM). This method
only considers the SELECT statement
containing a WHERE clause. All

characters in the query are extracted and
stored in a string S1. Then checking, if the
type matches the required type, the input
parameters are added to the query.
Otherwise, the parameters are rejected.
Then extracted new string S2, after
converting into a simple statement by
replacing the encoding. Then S1 and S2
are compared, if they match, the query is
executed. Otherwise, cancel it. However,
this approach does not address, illogical
queries and Piggyback attacks.

Shaji N. et al. in [23] proposed, “An
SQL Injection Defensive Mechanism
Using Insertion Technique” (RIA), to
filter the SQL command and store the data
in a coded format. In the register phase, it
finds the length, inserts a special character
and reverses the user input. In the login
phase, it repeats the same steps as in the
register phase. Then, it compares the
length and user input. However, this
approach does not address alternative
encoding and the stored procedure solved
partially. In addition, calculation of length
leads to increase of the size of the query,
and then consuming bandwidth.

4. PROBLEM STATEMENT

Many web sites use open source web
applications to provide certain services,
such as (WordPress). Web applications are
not only used by a private web site, but
also by companies and governmental
institutions. Often a database is used as the
primary resource to retrieve information
that is requested by the users [20]. The
attacker can inject malicious code in the
user input as shown in Fig. 1. The
malicious input by user/attacker may
modify the SQL query, and extract
sensitive information from the database
and get full control over it. In this paper,
we present a practical solution to the
problem that depends on the input
encoding in order to prevent malicious
hacking.
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Fig. 1: SQL injection attack diagram.

5. PROPOSED METHOD

EQA is proposed to prevent SQL
injection attack based on two mathematical
operations on a matrix for the production
of encoding to hinder the attacker. The first
operation is matrix transpose, while the
second operation is swap process between
the main and secondary diagonals of the
square matrix. The proposal is server-side
solution and contains two phases: the
registration and login phases.

5.1 Registration phase

The registration phase is to store the
encoded username and password into the
database table that is demonstrated in
Algorithm 1. The result encoded value
named (keyvalue) is saved in a single
column in the table. The encoding is based
on the square matrix operation where
Table 1 and Table 2 show an encoding
example.

Algorithm 1. EQA - Registration Phase:

1. User inputs: username & password.

2. Merge (username & password) into
a single string.

3. Calculate string length.

4. Calculate the square root of the
length.

5. Approximate the output of step 4 to
the largest integer, to generate the
key.

6. Convert the string into a square
matrix by size of key value, and fill
blank cells with an "*'.

7. Convert the square matrix into a
transpose matrix.

8. Swap between the main and
secondary diagonals.

9. Convert the final matrix into a
vector string.

10. Store the resulting data (key value)
into the user's table in DB.

Table 1. Data during registration:

username
ala web
moh sub

password

Keyvalue
Alaweb
Mohsub

Table 2. Data after the encoding process:

username

password

text_enc
*wale**ba
*smou**bh
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5.2 Login phase

The basic function of the login page is
to grant authorization to access the web
application where the decision is made
upon username and password columns. In
this proposal, the decision is made upon a
single column named (key value) which
helps to reduce complexity and prevent
against SQL common attack. Algorithm 2
demonstrates the login phase where the
web server handles the encoding and
compares rests on the database.

Algorithm 2. EQA - Login Phase:
1. User inputs: username & password.
2. Merge (username & password) into
a single string.
3. Calculate string length.
4. Calculate the square root of the

5. Approximate the output of step 4 to
the largest integer, to generate the
key.

6. Convert the string into a square
matrix by size of key value, and fill
blank cells with an ',

7. Convert the square matrix into a
transpose matrix.

8. Swap between the main and
secondary diagonals.

9. Convert the final matrix into a
vector string.

10. Compare the vector string with key
value in the users table.

11. If the comparison result is correct,
login to the page. Otherwise, Error.

5.3 Example
In this sub section, the proposal is
expressed in more details as an example

length. with details program encoding algorithm.
Example:
al a
Username: [ala]
} [alaweb] =@ = | Web
Password: [web] Org. % % %
a w % * W a
:
= Q = l e = = Q = e x = = [*walex*b
£ Swp + ba QNew[W B a]

Fig. 2: An example of how the proposed algorithm works.

Pseudo code of login algorithm:

ENCODING_QUERY (username, password)
keyvalue « ()

Str «— Merge (username, password)
length «— strlen(Str)
len < sqrt(length)
If (intval(len) = len)

Then sqr < len
Else

Sqr «— intval(len)+1
c—20
10. for i« 0 i<sgr i« i+1
11. for j«O0 j<sgr j« j+1
12.  if(c <length)
13. Str _array(j, i) « Str (i)

©WooNoTO~whE

14, c«c+l

15. else

16.  Str_array(, i) <« "*'

17. for i« 0 i<sqr i« i+1

18. for j«0 j<sgr j« j+1

19. if(i+) = sqr-1)

20. temp «— Str_array(i, j)

21. Str _array(i, j) < Str _array(i, i)
22. Str _array(i, i) <« temp

23. for i« 0 i<sgr i« i+1

24, for j«O0 j<sgr j« j+1

25. keyvalue < convert(keyvalue, Str

_array(i, j))
26. if (keyvalue = row(keyvalue)
217. print ‘You are logged in’
28. else
29. print 'Could not log you in'
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Table 3. The variables description

variable Meaning
keyvalue Query after encoding.
Str Query after merging input.
length The total length of the query.
len Length after taking the square root of it.
sqr Length after rounding to the largest integer.
C i, j Counters.
Str _array  The query matrix.
temp Temporary variable.

6. RESULTS AND DISCUSSION

In this section, the proposal is
evaluated in two scenarios using the
MySQL and PHP environment. In the first
scenario, the proposal is tested against
some common attacks. In the second
scenario, the proposed method is compared
with normal mode and most recent related
work that uses encoding to solve the
SQLIA, RIA.

A. First Scenario:

In this scenario, different malicious
queries (Tautology, Piggybacked and
Comment) are entered in the authentication
page. Table 4 shows that the proposal
prevents the attacks.

Table 4. Test results of our proposed method against the some common attacks:

Method State

Query Output

SQL SELECT * FROM users WHERE username = a' or '1'="'1

Tautology | Iniection | AND password =a’ or '1'="1 Blocked
ocke
System | SELECT * FROM users WHERE keyvalue = " 'oa'rl'= la
Response | 'o™1*=1r'
SQL SELECT * FROM users WHERE username = xyz AND
. Injection assword = a' or 1="1; drop table tablel;
Piggy J P P Blocked
Backed System | SELECT * FROM users WHERE keyvalue = 'eolpexy ; rizt
Response | t;alada*'brb=**'oll '
SQL SELECT * FROM users WHERE username = --' AND
Injection | password = --'
SYSM  op) ECT * FROM users WHERE keyvalue = "%-otx
Response
Comments Blocked

System | SELECT * FROM users WHERE keyvalue =
Response | "*eh746piea36x*ne46r)*=c(86)*0O j70**;* 57(**cx77* '

System | SELECT * FROM users WHERE keyvalue = "W;UxyT

Response | NzDS;*HQO"
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Table 5. Comparison of different models with our model.

Methods
SQL-ENCP
Random4
MACBSSI
NSIASSCM
RIA
Proposed method

Y: Prevented.
N: Not Prevented.
®: Not indicated.

Table 5 refers to a summary of the
results of the method, in comparison with
other works related. This table shows that
our work is superior to previous works.

B. Second Scenario:

In this scenario, Wireshark is used to
analyze the length of HTTP message and
round trip time (RTT) to send HTTP
request and receive HTTP response of a
website data transfer. Here, the proposed
method is compared with normal mode and
RIA.

The experiments are analyzed in two
phases: register phase and login phase. Fig.
3 shows the HTTP message length in the
registration phase for normal, the proposal
and RIA. In this figure, the EQA does not
add overhead bytes where it is almost
similar to the normal and RIA methods.
Fig. 4, shows that the response time when
entering data in EQA is lower than both
methods, normal and RIA. The reason for

Tautology

<<<<</=<

Comment | Piggybacked
() N
() Y
() Y
Y N
) Y
Y Y
this is that our method stores one

parameter (key value), while the other two
methods stores (2 - 4) parameters. Thus,
this takes time and reduces the
effectiveness of performance.

Fig. 5 and Fig. 6 show the HTTP
message length in the login phase under
without attack and with attack respectively
for normal, the proposal and RIA. In both
cases, the length of HTTP message is the
same for all methods as shown in Fig. 5
and Fig. 6. Fig. 7 and Fig. 8 show RTT for
HTTP traffic in the login phase on without
attack and with attack respectively. From
these figures, it is clear that RTT for the
proposal is less than normal and RIA
method for reasons stated above. Also,
form Fig. 8, the normal mode still takes
more time because the attacker has
bypassed the authentication of traffic.
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Fig. 3: The length of message during the
registration phase.
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7. CONCLUSION

Attacks on web applications are
increasing day by day, where the most type
of attack is SQLIA. Several models have
been proposed to address this issue, but
none of them considers HTTP traffic
parameters such as RTT and message
length. In this paper, we proposed a
lightweight algorithm based on encoding
of the query taking into account RTT and
message length over HTTP traffic. The
principle of the proposal depends on
transpose matrix, and exchange of
diagonals. The proposal tested under two
scenarios and compared with comparative
algorithms. The results show that the
algorithm has better performance in terms
of RTT and HTTP message length while
keeping a high level of security against
different types of attacks. In the future, we
going to work on the expansion of this
method to include the levels of other
vulnerabilities.
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