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ABSTRACT

The widespread and attractive use of smart devices in recent years has made it
possible to use them in many aspects of human life such as health care. Wireless Body
Area Network (WBAN) is a network made up of small sensors that collect vital signals
from the human body to the personal device that could be a mobile phone used in health
care systems. WBAN considers can an integrated network with mobile phone to give
health services to the patients. This type of network is requiring building strong security
scheme to resist various malicious attacks. In this paper, we focus to build strong and
lightweight authentication scheme and depends on mobile phone to deal and follow the
patients' cases. The proposed scheme resists malicious attacks such as Man-In-The-
Middle (MITM), replay, and Denial of service (DoS) attacks. Our work also supports
many features like mutual authentication, key management, anonymity, mobile health
care. Also, the cost of the proposed scheme is an efficient in terms of computation and
communication. In addition, the formal analysis using AVISPA tool proven the security
of our scheme.

Keywords: WBAN, Authentication, Malicious attacks, Mobile health care, AVISPA.

1. INTRODUCTION reducing the financial costs of
healthcare, as it is now possible to check
a patient’s health conditions remotely,
thus avoiding hospitalization [1, 2].

Healthcare systems allow the
provision of health services more easily
and comfortably for the patient. Where
modern technology has contributed to
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With the need to have
applications that support healthcare, type
of networks, known as a Wireless Body
Area Network (WBAN) has emerged.
This network allows the exchange of
health information between scientists,
the reduction of the therapeutic cost, and
providing health care remotely [3].
Generally, WBAN consists of tiny
devices called sensors that can collect
vital signals from the human body like
blood pressure level, blood sugar level,
and body temperature. The personal
digital assistant, which may be a
smartphone or a personal computer that
can receive signals from the sensor. The
service provider or server that contains
the database [4-6].

However, security and privacy
problems are among the most important
challenges facing the WBAN. Patient
data is personal and sensitive
information transmitted over a wireless
channel during the communication
process, therefore it is subject to various
attacks, which may be harmful to the
patient and threaten his life [7, 8]. So we
must take into account the privacy and
security aspects when designing a
scheme for the WBAN environment. For
the  purpose of  privacy and
confidentiality of the data we used a
Blowfish encryption algorithm which
provides more security, it is also fast and
simple. Figure 1 shows the WBAN in
the healthcare system.
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Figure 1: WBAN in the Healthcare System

1.1 Our Contributions

We can summarize the main
contributions of the proposed scheme as
follows:

e Proposed a new lightweight
authentication scheme based on

the ECC cryptosystem, can
achieve features like mutual
authentication and user

anonymity, as well as, resistant
MITM, DoS, and replay attack.

e The proposed scheme mainly
supports healthcare, as it focuses
on conserving the sensor energy
and responding quickly to
emergencies.

e Designing a smartphone
application that can interpret the
vital signal, warn the patient,
and contact the attending
physician in an emergency.

e Performance analysis shows the
proposed scheme is efficient and

provides low cost  for
computation and
communication.

1.2 Organization
The rest of this paper is

organized as follows: Section 2 presents
the related work. Section 3 illustrates
preliminaries which include Blowfish
algorithm and SHA-512. Section 4
explains scheme components. Section 5
explains the proposed scheme and its
four phases. Section 6 presents security
and performance analysis, with the
comparison with related work. Finally,
section 7 summarize the conclusion.
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2. RELATED WORK

In this section, we have provided
some previous work in the field of
WBAN and healthcare in recent years.

In 2011 Eldefrawy et al. [9]
suggested designing a protocol that
supports adding new nodes and
canceling nodes within the network. The
proposed protocol based on RSA and
DHECC cryptosystems, and it provides
security requirements. In 2013 Ramli et
al. [10] proposed a scheme to protects
health information during the
communication based on the biometric
signals ECG. The scheme shows the
ability to use biometric signals as a
secret key for the encryption process
which provides a low cost for
authentication. In 2014 Lee et al. [11]
suggested an efficient scheme for key
management based on ECC
cryptography to protects the patient’s
health information. The researchers used
the SIM card number of the patient as an
identification number next to the private
key. In 2016, Shin et al. [12] proposed
an authentication protocol to resolve the
drawback of Khan et al.’s protocol [13].
The new protocol provided a dynamic
identity for each session, which was
based on a random number. Shen et al.
[14] presented an efficient protocol
based on multilayer authentication and
certificatless cryptography by using an
ECC algorithm that offers improved
security and a reduction in the
computational cost. Ibrahim et al. [15]
proposed a new protocol that maintains
the anonymity of the sensors and the
confidentiality of the data transmission.
The researchers explain that, to meet
security  requirements, where the
authentication alone is not sufficient
even if the data is encrypted. In 2017,
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Wei et al. [16] designed an anonymous
authentication scheme based on a low-
entropy password. The researchers
consider their scheme to be more
suitable for WBAN because it relies on
an easy-to-remember password. Li et al.
[17] proposed a one-round
authentication protocol to overcome the
problems in Liu et al.’s protocol [18],
and the results of the comparison proved
that Li et al.’s proposed protocol resisted
more attacks than Liu et al.’s protocol,
even though they cost the same amount.
In 2018 Chen et al. [19] presented a new
authentication scheme to address
Security problems in Li et al.’s protocol
[20], the proposed scheme has achieved
high effectiveness in wireless sensors
and mobile phones. The safety of the
scheme is proven using the verification
tool Proverif. Koya and P.P. [21]
provided a hybrid scheme for mutual
authentication and anonymity using
physiological signals which helps to
secure the scheme against sensor node
impersonation attacks, as well as other
attacks. This scheme outperforms other
similar schemes in terms of computation,
communication, and various safety
functions. In 2019, Liu et al. [22]
presented a new authentication scheme
that was distinct from other schemes, as
it used a dynamic password instead of a
static password. The researchers used a
computation algorithm to generate a
unique password for each login. Kumar
et al. [23] designed an authentication
scheme based on the ECC cryptosystem
for wearable devices suitable in the
WBAN environment, this protocol has
achieved good results in terms of
security requirements and
communication costs.
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In order to contribute to this
promising field, we proposed an
authentication scheme for the WBAN
environment that focuses on healthcare
and provides security features and
requirements. In addition to designing a
mobile application that is able to take
quick action in emergency situations.
Formal analysis using AVISPA and
security analysis demonstrated the
superiority of the proposed scheme over
related works in terms of security and
productivity. (See Table 2).

3. PRELIMINARIES
3.1 Blowfish Algorithm

Blowfish is a  symmetric
cryptosystem algorithm designed by
Bruce Schneire, has good traits like fast,
compact, simple, and variably secure.
Blowfish consists of two parts; first part
is key expansion which convert the key
into a sub keys array with total 4168
bytes. The second part is data encryption
which consists of process iterated 16
times. Blowfish using simple operations
such as addition and XOR operations
[24].

3.2 Secure Hash Algorithm

Secure Hash Algorithm (SHA-
512) developed in 1993 by NSA, and it
is the final version of SHA-224 and
SHA-256, takes inputs of variable
length, and output a hash code with a
length of 512 bits. SHA-512 uses a 64
bits word with 80 rounds, its guarantees
the integrity of data and provides more
security, but not time efficient. [25, 26].
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4. SCHEME COMPONENTS

Three main components are the
basis for WBAN which are the Sensor,
the Smart Mobile, and the Service
Provider detailed as follows:

1. Sensor:lIs a tiny device with
limited resources suitable for
collecting vital signals from the
human body.

2. Smart Mobile: Is  apersonal
phone attached with the patient all
the time and ready to receive vital
signals.

3. Service Provider: A server gives
the services to the users and has a
database used to store patients'
health records.

Table 1: Paper Notations

Notation Description
Si Sensor
SM; Smart Mobile
SP Service Provider
ID; User ldentity
PW; User Password
TID; Temporary User Identity
TPW; Temporary User Password
C; Server Challenge
IDg, Sensor Identity
TIDs, Temporary Sensor ldentity
T Random Number
4> XOR Operation
h() Hash Function
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5. OUR PROPOSED SCHEME

Our proposed scheme consists of
four phases: registration phase, login
phase, authentication phase, and
healthcare phase. In the first phase, the
user can use application in Smart
Mobile (SM;) to register on the Service
Provider (SP). On the other side, Sensor
(§;) must be linked to target user
(patient) and connect an identity with
patient’s identity. The login and
authentication phases will be detailed
later. We focus on the healthcare phase
where the safety of the patient is the
most important.

5.1 Registration Phase
First: The steps of SM; registers:

e User selects identity
(ID;) and
password (PW;).

e The SM; compute

temporary parameters:
O TIDl = h (IDl)
O TPWl = h(PWl)

e SM; sends (TID;, TPW;)
to SP.

e SP checks the validity of
(TID;, TPW;) in its
database to accept or
reject the user.

e |f the user accepted, then
SP computes a challenge
C; = h (TID; ® TPW,)
and sends it to the user.

Second: The SM; register S; by selecting
a random identity for sensor IDgs, and
sends it to S; for saving in its memory.
Figure 2 shows the registration phase.
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Figure 2: Registration Phase

5.2 Login Phase

First: S; picks a random number r; and
computes temporary TIDg, = IDs, @ 1;
and sends (T'1Ds;, 1;) to SM;.

Second:

e User enters ID; and PW; on the
SM; interface.

e SM; computes temporary TID; =

e SM; encrypts TID; and TPW;
using Blowfish algorithm.

e SM; selects random number
r; and computes TID; =
TIDl @ T and TPVVL’k =
TPW; @ r; and sends

(TID;, TPW;,1;) to SP. Figure 3
shows the login phase.

5.3 Authentication Phase

First: The SM; verifies S; by
calculating TIDs, =  IDs; € r;, and
checks if  TIDg, = TIDs, then SM;

accepts the login request.



Journal of Basrah Researches ((Sciences)) Vol. (46). No. 1 (2020)

SP

Figure 3: Login Phase

Second: The SP verifies user
following steps:

by

e Computes TID;* = TID; @ r;
and TPW;* = TPW; @ ;.

e Decrypts TID/*and TPW;™
using Blowfish algorithm.
e Checks if (TID;* =

TID;) and (TPW;" = TPW,).

e Selects random number r;and
encrypts C; using Blowfish
algorithm and computes C; =
C; @ r; and sends (C/, ry)to
SM;.

e On the other side SM; computes
C/" = C; @ r; and decrypts C;™
using Blowfish algorithm, then
checks if ¢/ = C;, the mutual
authentication process is
successful if all the above
parameters are equal. Figure 4
shows the authentication phase.
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Figure 4: Authentication Phase

5.4 Healthcare phase

At this phase, the focus is on the
patient in particular, as this phase is
concerned with the way of providing
health services to the patient and taking
great care of the patient's life first. This
phase works in two ways:

1. The first way is to takes full
advantage of the limited sensor energy
for the longest possible period, where
specific times can be specified to send
the vital signal from S; to SM; and divide
the signal into two types normal and
abnormal.

2- The second method is towards
designing a smart phone application that
effectively contributes to making the
patient aware of the developments of his
health, warning the patient directly when
an abnormal signal occurs, and
informing the physician in emergency
cases.
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6. ANALYSIS
6.1 Security Analysis
1. Mutual Authentication:

Our proposed scheme supports
mutual authentication between SM;
and SP. For each login process, both
parties must verify the other's credibility
through a set of steps mentioned in the
authentication phase.

2. User Anonymity:

When the user enters the ID; and
PW; on the applications’ interface for
the purpose of logging in, the SM;
converts it to hash code by using SHA-
512 hash function before sending it to
the SP, in addition, the identity and
password stored in the SP are the output
of SHA-512 (TID;, TPW;), which
ensures that the true user ID; is hidden.

3. S; Impersonation Attack:

The sensor impersonation attack
can successful when the adversary A
creates a valid TIDg, and sends it with a
random r;. However, this type of attack
fails because T1Ds, should be computed
from the original IDs,.

4. MITM Attack:

We assume that A can obtain the
exchanged messages
(TIDs,, 1;), (TID;, TPW,, 1), and
(C;, 1;) between S;, SM;, and SP during
login  and authentication  phases.

A changes these messages and sends it to
the legal party, these messages cannot

exceed the verification step because A
does not posse the real parameters.

5. Replay Attack:
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In this type of attack, A tries to
obtain the message and re-send it more
than once. Also, this type fails in our
scheme due to the use of random
numbers besides using a Blowfish
algorithm, which makes the message
changing every time.

6. DoS Attack:

All messages exchanged
(TIDSi! T'i), (TIDU TPWl',Ti), and
(C;, 1;) between the components of the
proposed scheme (S;,SM;, SP) during
the login and authentication phases are
generated once due tor; when connect

between S; and SM;, and Blowfish
encryption during connect between
SM;and SP, soA cannot floods the

network with a flood of duplicate
messages because it will be rejected.

7. Stolen SM; :

The Acannot use the stolen
SM; to resend old messages because our
scheme is safe against a replay attack.
Also, it is not possible to falsify new
health information, due to a break in his
connection with S; after a certain
distance.

Table 2 shows the security features
comparison,  where  F1:  Mutual
Authentication, F2: User Anonymity,
F3: S; Impersonation Attack, F4: MITM
Attack, F5. Replay Attack, F6: DoS
Attack, F7: StolenSM;, and F8
Healthcare Phase.
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Table 2: Security Features Comparison

Schemes
Features

Our [15] [21] [22]
F1 Yes Yes Yes Yes
F2 Yes Yes Yes Yes
E8 Yes Yes Yes Yes
F4 Yes Yes Yes No
F5 Yes Yes Yes Yes
F6 Yes No No No
F7 Yes No No No
F8 Yes No No No

6.2 Performance Analysis

The computational cost of the
proposed scheme and the related works
is calculated based on the cost of the
hash function which requires 0.0023 ms
[27]. While the communication cost
during login and authentication phases is
calculated by assuming 128 bits size for
each of identity and password, the output
of a hash function is 512 bits, and the
size of the random numbers is 32 bits.
Figure 5 shows the comparison of the
computation and communication costs of
the proposed scheme with related works.

6.3 Formal Analysis

In order to prove the security of the
proposed scheme in a formal way, we
used a robust verification tool used to
verifier if the scheme is secure or not.
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Figure 5: Computation and Communication Costs

This tool called Automated Validation of
Internet  Security  Protocols  and
Applications (AVISPA) [28]. The results
of the simulation shows that the
proposed scheme is safe against the
malicious attacks.

7. CONCLUSION

In this paper, we proposed a
lightweight authentication scheme for
the WBAN environment. Our work is
interested in  providing healthcare
services for the patient in a better way
with the help of the smart phone
application. Additionally, the proposed
scheme supports security features such
as mutual authentication and anonymity,
as well as, resistant the well-known
attacks like MITM, DoS, and replay
attacks and this was proven using the
simulation tool AVISPA. Performance
analysis shows the efficiency of the
proposed scheme in computation and
communication costs. The proposed
scheme outperforms the related work in
terms of resistance to attacks and
achievement.
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